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What's New 1n This Release

‘What's New in Virtual Network Functions Manager Installation and Upgrade Guide 4.3
The VNFM 4.3 comes with PROVGW support and related functions.
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Introduction

This document defines and describes the DSR Virtual Network Functions Manager (DSR
VNFM). DSR VNFM is an application that helps in the quick deployment of virtual DSRs by
automating the entire deployment process and making it ready to use in the shortest possible
time.

The VNFM is responsible for the lifecycle management of virtual network functions (VNFs)
under the control of the network function virtualization orchestrator (NFVO).

References

*  DSR Cloud Benchmarking Guide

*  Or-VNFM Interface defined by ETSI NFV-SOL 003
*  Import a Swagger Specification/Swagger Ul

*  DSR Cloud Install Guide

*  DSR IP Flow Document

e DSR IPv6 Migration Guide

Acronyms and definitions

An alphabetized list of acronyms used in the document.

Table 2-1 Acronyms and definitions

Acronym Definition

APIGW Application Program Interface Gateway
DA-MP Diameter Agent Message Processor

DB Database

DR Disaster Recovery

DSR Diameter Signaling Router

ETSI European Telecommunications Standards Institute
GUI Graphical User Interface

HA High Availability

1P Internet Protocol

IDIH Integrated Diameter Intelligence Hub

LCM Lifecycle Management

MANO Management and Orchestration

MP Message Processing or Message Processor
NFVO Network Functions Virtualization Orchestrator
NOAM Network Operations and Maintenance

OAM Operations, Administration, and Maintenance

ORACLE 2-1



Chapter 2
Terminology

Table 2-1 (Cont.) Acronyms and definitions
|

Acronym Definition

OHC Oracle Help Center

OSDC Oracle Software Delivery Cloud

REST Representational State Transfer

SOAM System Operations and Maintenance
STP-MP Signaling Transfer Point Message Processor
UDR Usage Detail Records

Ul User Interface

NFVO Network Function Virtualization Orchestrator
VDSR Virtual Diameter Signaling Router

VM Virtual Manager

VNFM Virtual Network Functions Manager

VNF Virtual Network Functions

XMI External Management Interface

XSI External Signaling Interface

Terminology

This section describes terminologies used within this document.

Table 2-2 Terminologies and Definitions

Term Definition

OpenStack controller OpenStack controller controls the selected
OpenStack instance.

Postman A tool for creating REST requests.

Swagger UL Swagger UI allows the users to interact with the

API resources.

VNF instances VNF instances are represented by the resources.
Using this resource, the client can create individual
VNF instance resources, and to query VNF
instances.

Limitations

e Scale-In feature is not supported.

»  Terminate VNF deletes the entire stack and is not applicable for terminating a single
server.

e Discover VNF stack supports:
—  Stacks that are created by using VNFM templates.
—  Stacks that are created by using same VNFM release.

—  The stack created by VNFM GUI, Double Failure of Active VNFM and its Persistent
volume.

ORACLE 2-2



Chapter 2
Documentation Admonishments

Inter version discovery is not supported. Stack can go into inconsistent state.
Diameter Configuration is required for running the traffic.

Only one HTTPS openstack certificate is supported at any given time.

Documentation Admonishments

Admonishments are icons and text throughout this manual that alert the reader to assure
personal safety, to minimize possible service interruptions, and to warn of the potential for
equipment damage.

Table 2-3 Admonishments

Icon Description

Danger:

(This icon and text indicate the possibility of
personal injury.)

DANGER
Warning:
(This icon and text indicate the possibility of
equipment damage.)

WARNING

Caution:
(This icon and text indicate the possibility of
service interruption.)

CAUTION

Locate Product Documentation on the Oracle Help

Center Site

ORACLE

Oracle Communications customer documentation is available on the web at the Oracle Help
Center site, http://docs.oracle.com. You do not have to register to access these documents.
Viewing these files requires Adobe Acrobat Reader, which can be downloaded at http://
www.adobe.com.

1.
2.
3.

Access the Oracle Help Center site at http://docs.oracle.com.
Click Industries.

Under the Oracle Communications subheading, click Oracle Communications
documentation link.

The Communications Documentation page displays.
Click on your product and then the release number.
A list of the documentation set for the selected product and release displays.

To download a file to your location, right-click the PDF link, select Save target as (or
similar command based on your browser), and save to a local folder.
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Chapter 2
Customer Training

Customer Training

Oracle University offers training for service providers and enterprises. Visit our web site to
view, and register for, Oracle Communications training:

http://education.oracle.com/communication

To obtain contact phone numbers for countries or regions, visit the Oracle University Education
web site:

www.oracle.com/education/contacts

My Oracle Support

My Oracle Support (https://support.oracle.com) is your initial point of contact for all product
support and training needs. A representative at Customer Access Support can assist you with
My Oracle Support registration.

Call the Customer Access Support main number at 1-800-223-1711 (toll-free in the US), or call
the Oracle Support hotline for your local country from the list at http://www.oracle.com/us/
support/contact/index.html. When calling, make the selections in the sequence shown below on
the Support telephone menu:

1. Select 2 for New Service Request.
2. Select 3 for Hardware, Networking and Solaris Operating System Support.
3. Select one of the following options:
e For Technical issues such as creating a new Service Request (SR), select 1.

*  For Non-technical issues such as registration or assistance with My Oracle Support,
select 2.

You are connected to a live agent who can assist you with My Oracle Support registration and
opening a support ticket.

My Oracle Support is available 24 hours a day, 7 days a week, 365 days a year.

Emergency Response

ORACLE

In the event of a critical service situation, emergency response is offered by the Customer
Access Support (CAS) main number at 1-800-223-1711 (toll-free in the US), or by calling the
Oracle Support hotline for your local country from the list at http://www.oracle.com/us/support/
contact/index.html. The emergency response provides immediate coverage, automatic
escalation, and other features to ensure that the critical situation is resolved as rapidly as
possible.

A critical situation is defined as a problem with the installed equipment that severely affects
service, traffic, or maintenance capabilities, and requires immediate corrective action. Critical
situations affect service and/or system operation resulting in one or several of these situations:

e A total system failure that results in loss of all transaction processing capability
*  Significant reduction in system capacity or traffic handling capability

*  Loss of system ability to perform automatic system reconfiguration
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Chapter 2
Emergency Response

Inability to restart a processor or the system
Corruption of system databases that requires service affecting corrective actions
Loss of access for maintenance or recovery operations

Loss of the system ability to provide any required critical or major trouble notification

Any other problem severely affecting service, capacity/traffic, billing, and maintenance
capabilities may be defined as critical by prior discussion and agreement with Oracle.
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Virtual Network Functions Manager Overview

A VNFM automates lifecycle operations for VNFs. Since, each VNF is managed
independently, to deploy a DSR it requires creating and instantiating at least two VNFs (one for
the network OAM VNF and one for the signaling VNF). Signaling VNFs can be instantiated
any time after the network OAM has been instantiated.

The main objective of the DSR VNFM is to provide an ETSI-compliant VNFM manager. The
VNFM would be helpful by:

*  Automating lifecycle management (LCM) operations for DSR VNFs. Automation of these
operations can reduce their execution time.

*  Providing a standardized interface to easily integrate with automation clients, especially
ETSI-compliant NFVOs. The DSR VNFM provides a REST API that complies with ETSI
NFV-SOL 003.

The VNFM is also helpful in responding quickly to changing customer requirements and
delivers solutions for those requirements in a very short time.

The following figure illustrates the interaction between various components of DSR VNFM:

Figure 3-1 ETSI MANO Specification

NFV Management and Orchestration

I OsMa |

OSSBSS NEY
i | Orchestrator

P—

a
i
: L EM | J l EM2 ] M3 | Ve-vnfm o ~—
T T = e Infrastructure
: = i H i { Manager(s) Description
| VNF 1 | [ VNF 2 I | VNF 3 ‘
ol + -Fyn-Nt 1 . + vivnim
: [NTVT i
Virtual | Virtal ‘ | Virtual |
Computing Storage Network i
H NEVI Virtualised Or-Vi
I Virtualisation Layer | et [nfrastructure -
: ViHa T Manager(s)
: Hardware resources
A Computing Storage Network
Hardware Hardware Hardware

Advantage of Using VNFM

ORACLE

Deployment of Virtual DSR (vDSR) was performed using the following methods that required
manual processing:

* VM creation and installation process

*  HEAT Template based installation (HEAT templates require manual updates)

(O8]
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Chapter 3
Advantage of Using VNFM

The manual deployment consumes multiple hours to deploy a fully operational DSR and the
HEAT template based installation needed more caution since it requires more manual work.

Using DSR VNFM, users can now deploy a fully operational DSR on OpenStack in less than
15 minutes!

This application benefits both the internal and external customers by reducing operating
expenses associated with the implementation and by reducing human errors by eliminating
manual intervention.

(O8]
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VNFM Lifecycle Management Interfaces

ORACLE

The VNFM Lifecycle Management (LCM) interface supports the following operations:

Create VNF

Instantiate VNF

Query Individual / All VNE(s)

Scale VNF

—  Scale VNF to Level (Scale Out C Level servers of Signaling VNF)

—  Scale VNF to Arbitrary size (Scale Out C Level servers of Signaling VNF)
Query Individual / All LCM Operation(s)

Terminating VNF

Discover VNF - Not part of ETSI standard

4-1



VNFM OpenStack Prerequisites

ORACLE

Following are the prerequisites for using the VNFM:

An OpenStack instance, QUEEN version.

One OpenStack tenant per Signaling VNF. The DSR network OAM VNF may share a
tenant with one of the signaling VNFs, if allowed.

f Note:

The openstack instance must have admin privileges for multi-tenant deployments.

A DSR VM image must be in VMDK format as per GA release, named as:
DSR-8.4.0.3.0_85.17. 0. vimdk

(Optional) Use sections to add and organize related content if another section heading is
needed. Where DSR- 8. 4. 0. 3. 0_85. 17. 0. ova is the name of the OVA image delivered with
the DSR build. This image must be accessible from every tenant where VMs are deployed.

VNFM assumes that the following flavors are defined on each OpenStack tenant on which

the VMs are deployed.

For information about VNFM installation on Openstack, see Install and Configure the DSR

VNFM.

Table 5-1 Specific Flavors and respective VNFM Types

VNF Type Image Name Flavor Name
NOAM, DSR- DSR-8.4.0.3.0_85.17. 0. vndk dsr. noam
DBSERVER,

DSR-DR-NOAM

SOAM DSR-8.4.0.3.0_85.17.0.vndk dsr. soam
DA-MP DSR-8.4.0.3.0_85.17. 0. vndk dsr.da

IPFE DSR-8.4.0.3.0_85.17. 0. vndk dsr.ipfe
STP-MP DSR-8.4.0.3.0_85.17. 0. vndk dsr.vstp
SBR DSR-8.4.0.3.0_85.17. 0. vndk dsr. sbr

DSR- DSRAPI GV 8. 4. 0. 3. 0_85. 17. 0. vk | dsr api gw. adni n
APIGWADMIN

DSR-APIGWAPP | DSRAPI GW¥ 8. 4. 0.3.0_85.17. 0. vndk | dsrapi gw. app
UDR UDR-12.5.2.0.0_17. 14. 0. vk udr. noam
DSR-IDIHAPP apps-8.2.2.0.0_82.32.0. vk appl -idih
DSR- medi ation-8.2.2.0.0_82.32.0.vnd |ned-idih
IDIHMEDIATION [ k

DSR-IDIHDB oracle-8.2.2.0.0_82.32.0.vndk db-idih

5-1




ORACLE

Chapter 5

Table 5-1 (Cont.) Specific Flavors and respective VNFM Types

VNF Type Image Name Flavor Name
SDS-NOAM, SDS-8.4.0.3.0_85.17. 0. vindk sds. noam
SDS-QS,
SDS-DR-NOAM,
SDS-DR-QS
SDS-SOAM SDS-8.4.0.3.0_85.17. 0. vinuk sds. dpsoam
SDS-DP SDS-8.4.0.3.0_85.17. 0. vk sds. dp
ATS Master ATS-8.4.0.4.0.qcom2 ats. master
PROVGW UDR- PrvGay-12. 6.0.0.0_18. 0. 0- provGw

dev

For more information about flavor, see section DSR VM Configurations of DSR Benchmarking
guide for the minimum resource requirement with respect to each VNF flavor.

;" Note:

To deploy a larger profile, the VM user needs to create the respective flavor in
OpenStack.

Table 5-2  Openstack Vim Connection Information

Parameter Definition Example

id Unique Id of the Vim "vimid"

vi nType Virtual Infrastructure Manager "OpenStack"
(Openstack)

control lerUri VIM controller Identity API URI "https://mvl-devl.us.oracle.com:

5000/v3"

user nane Username to access openstack controller | "******"

password Password to verified credentials for ookl
openstack controller

user Domai n User Domain name for openstack "default"
controller

proj ect Domai n Project Domain Id for openstack "Default"
controller

t enant Tenant name to openstack controller "VNFM_FT1"

VNFM adds a list of generic ports as a part of Openstack Security Groups. If traffic needs to be
allowed through any other specific port, then that port must be added in Openstack Security
Groups. For details about Adding a port in Openstack Security Groups, see Adding a Port in
Openstack Security Groups.
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Install and Configure VNFM

ORACLE

Perform the steps below to install and configure the VNFM:

1.

Get one Linux Box which has already installed OpenStack client. If not then install
OpenStack client in Linux Box to interact with OpenStack through CLI.
Steps to install the OpenStack client.

a. Login as a root user and execute: yuminstal | python-devel
b. Install OpenStack client, by executing: pi p install python-OpenStackclient

c.  The above command skips importing heatclient plugin, install this plugin by
executing:

pip install python-heatclient

Identify an OpenStack instance.

;" Note:

The identified OpenStack instance must meet the VNFM OpenStack Prerequisites.

a. Download the OpenStack api credential file from OpenStack.
b. Download the OpenStack RC file.
i.  Login to OpenStack GUI.
ii. Go to API Access section tab.
iii. Click on Download OpenStack RC File and download (Identity API v3) file.

c¢.  Source the downloaded OpenStack API RC file in Linux BOX where OpenStack
client is installed by executing: source openrc. sh
When prompt for password, provide OpenStack controller password.

Download the HEAT templates for VNFM installation.

f Note:

Download the VNFM 4.3 HEAT templates to your local disk from Oracle Help
Center (OHC).

Upload the image file to OpenStack:

a. From the OpenStack GUI, navigate to Projects > Compute-Image.

b. Click Create Image.

c. Inthe Create Image dialog box, select the suggested options for the following fields:

i.  Inthe Image Source field, select Image File.

6-1



ii.

ii.

Chapter 6

In the Image File field, select the VNFM 4.3 VM image. The VNFM Image can
be obtained from Oracle Software Delivery Cloud (OSDC) Portal.
Image name:

DSRVNFM 4. 3.0.0.0_43.7.0. qgcow?2
The Minimum Disk and Minimum RAM fields can be left blank.

d. The VNFM flavors must be provided with the appropriate values. For information
about flavors, see, the DSR Cloud Benchmarking Guide.

5. Create the VNFM Volume using:
a. The OpenStack CLI.

i.

Create the VNFM volume to use as a part of the OpenStack. The VNFM supports
a volume with the following specifications:
Volume size = 8 GB

Auvailability-zone = nova

For example: OpenStack vol une create --size 8 --availability-zone nova
<Name of the vol unme>

The above command displays the ID assigned to the newly created volume.

b. The OpenStack GUI:

i.

ii.

ii.

iv.

V.

vi.

Navigate to Project > Volumes - Volumes

Click Create Volume.

In the Create Volume dialog box, perform as suggested for the following fields:
In the Size (GiB) field, give 8 as its size.

In the Availability Zone field, give nova as its value.

Get the ID of the volume created above and update the dsr Vnf mvol unel d
parameter in the dsr Vnf nPar ans. yanl file.

j" Note:

»  To change the images and flavors of VNFCs, configure the respective
parameters in: / opt/vnfm confi g/ 8. 4/ Vnl nf 0. xm

*  To change the default properties, configure the respective parameters
in: /opt/vnfm config/ Vnf nProperties. xm

6. Modify the input parameters:

a. Edit the HEAT template file dsr Vnf nPar ans. yani

ORACLE
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f Note:

Chapter 6

»  The input parameters are given as key/value pairs. Modify only the values
(the part to the right side of the colon).

*  The formatting is an important factor in YAML file. Do not remove any
leading spaces or add any lines to the file.

b. Edit the values as per the guidelines provided in the following table:

Table 6-1 Parameters and Definitions for VNFM Installation

Parameter

Value

dsrVnfmVmName

Enter a name for the VM. Alphanumeric
characters, as well as "-" and "_" are allowed.
Note: The VM name must not start with "-"
and " ll.

dsrVnfmIlmage

Enter the name of the image uploaded in the
previous step.

dsrVnfmFlavor

Enter the name of a flavor that is loaded onto
OpenStack.

vnfmNetwork

Enter the name of a network that external
clients can use to talk to the VNFM. (The user
can also give an IP along with the network in
case of fixed IP deployment) (IPv6 or IPv4)

vimNetwork

Enter the name of a network that VNFM uses
to route VIM traffic.

Note: VNFM supports only IPv4 address.

ntpServer

Enter the IP address of an NTP server with
which the VNFM synchronizes the time. The
OpenStack controller hosts an NTP server so
the IP address of the OpenStack controller is
usually a good value.

Note: VNFM supports only IPv4 address.

dsrVnfmAZ

Enter the availability zone to place the
VNFM. The "nova" is the default availability
zone and is usually the right value.

dsrVnfmVolumeld

Enter the volume name to use as persistence
storage for the VNFM.

vimRouteAddress

Enter the OpenStack network address/subnet
mask. This is going to be use communication
between VNFM and OpenStack (Vim)
network. User can provide the list of route
address separated by comma.

snmpReceiverAddress (Optional)

IP of the SNMP Trap Receiver/ SNMP
Manager. Default: 127.0.0.1 (Not required for
IPv6 brackets.)

snmpReceiverPort (Optional)

Port of SNMP Trap Receiver/ SNMP
Manager. Default: 162
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c.  Once editing is done, save the file.

j" Note:

Chapter 6

* In case of fixed IP deployment for VNFM, the network name and IP must
be given in the following syntax for vnf mNet wor k or vi mNet wor k
parameter in dsr Vnf nPar ams. yani file: vnf mNet work: {"network": "ext -
net2","fixed_ip":"10.196.52. 175"} vimNetwork: {"network":"ext-
net2","fixed_i p":"10.196.52. 176"}

* In case of dynamic IP deployment for VNFM, the network name should
be given in the following syntax for vnf mNet wor k or vi mNet wor k
parameter in dsr Vnf nPar ams. yani file: vnf mNet work: {"network": "ext-
net2"} vimNetwork: {"network":"ext-net2"}

*  User need to give mandatory OpenStack network address
vimRouteAddress parameter in vanfm parameter.
Syntax: vi mRout eAddr ess: <CpenStack Network address>/ <subnet
mask>

For example

vi mRout eAddr ess:

10. 75. 167. 0/ 24

In case of list of OpenStack cloud:

vi mRout eAddr ess:

10. 75. 167. 0/ 24, 10. 75. 185. 0/ 24

»  Ifuser needs to communicate with multiple OpenStack cloud using one
vnfm then the user must provide multiple OpenStack network address

while installing vnfm.

User can also add other OpenStack cloud network after installing vnfm, by
performing the steps provided in section Steps to add route for a new VIM.

7. Deploy the VNFM using the OpenStack CLI by executing:OpenSt ack stack create -t
dsrVnf mVm yam -e dsrVnfnParams. yam <stackNane>

8. To query the VNFM release details after VNFM deployment, execute:$>. /
install _vnfmpy --info

VNFM release information: Product Name :

VNFM Product Rel ease : 4.3

Refer the following table while choosing the IP versions:

Table 6-2 IP Version Mapping
T EEEEEEEEE——

VNFM VNFM OpenSta | DSR | Notes

External IP | Vim IP ck P

Version Version Controlle

(REST (VIM r VIM IP

interface) interface)

eth0 ethl

IPv4 1Pv4 1Pv4 IPv4 | Supported
All the OpenStack traffic/packet will go through VIM
IP (ethl) and VNF traffic through default route (eth0).
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Table 6-2 (Cont.) IP Version Mapping
- ________________ ___________________________________|

VNFM VNFM OpenSta | DSR | Notes

External IP | Vim IP ck 1P

Version Version Controlle

(REST (VIM r VIM IP

interface) interface)

eth0 ethl

IPv6 IPv4 IPv4 IPv6 | Supported
Default route will add to both interface. EthO and Eth1.
All the OpenStack traffic/packet will go through VIM
IP (eth1) and VNF traffic go through default route
(eth0).

IPv6 IPv4 IPv4 IPv4 | Supported
Default route will add to both interface, ethO and ethl.
All the OpenStack traffic/packet will go through VIM
IP (eth1) and VNF traffic also go through default route
IPv4 (ethl)

As Vnfm communicates to DSR. IPV6 cannot
communicate to IPv4. So, in this case eth1 will
communicate to OpenStack and DSR.

IPv6 IPv6 1Pv4 Not Applicable. The VIM IP version and the controller
IP version are different. The communication will never
happen.

Supported only for IPv6 controller.

IPv6 IPv6 IPv6 IPv6 | The MMI call to VNFs fails in case of IPv6. Vms will
create but cloud init will fail.

IPv4 IPv6 IPv4 Not Applicable. The VIM IP version and the controller
IP version are different. The communication never
happens. Supported only for IPv6 controller.

j" Not

ORACLE

e:

VNFM External IP Version (REST interface) eth0- Vnfm external IP interface
to support the VNFM rest api.

VNFM Vim IP Version (VIM interface) ethl- Vnfm IP that is use to
communicate to VIM controller. The vnfm eth1 IP and vim controller IP should be
in the same IP version, either IPv4 or IPv6.

OpenStack Controller VIM IP- OpenStack controller vim IP that creates the
VNF through VNFM. Multiple OpenStack vim controller IP can be provided
during vnfm installation with vim subnet.

DSR IP- DSR IP is the VNF IP. VNFM ethO IP communicates to DSR XMI
interface for DSR cloud init LCM operation. So, DSR xmi IP and VNFM ethO IP
must have the same IP version, either IPv4 or IPv6.
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Access VNFM Using the REST Interface

The VNFM is accessible using a REST interface. There is no provision to access the REST
interface through CLI, or GUI, however it can be accessed through a Swagger specification
provided for the REST interface. There are many other compatible interfaces that can be used
with popular REST testing tools. Some of the most widely used tools that can be used with the
REST testing tool are:

Swagger Ul
With the Swagger Ul , a GUI can be generated from the Swagger specification.

Swagger specifications can be found post VNFM installation at, (htt ps: // <VNFM | P>: 8443/
docs/vnfm).

Postman

Another popular tool for creating REST requests is the Postman tool. It is available as a
standalone app and as a Chrome browser plugin. You can import a Swagger specification to
allow Postman to understand the VNFM REST API in detail, which allows it to assist you
while creating requests and interpreting responses.

VNFM Redundancy

e Ifthe VNFM goes down due to unavoidable circumstances, the data should be restored.
e Persistent Cinder volume is used for this functionality.

*  Detach the volume from the existing (not functional) VNFM VM and attach to the new
VNFM VM.

VNFc Nomenclature

ORACLE

The following table contains information about VNFc Nomenclature.

VNF Instance Name (max 22 VNFc Type Nomenclature Server Name (VM
Characters) (max § Hostname) (max 30
characters) Characters)
<User Input> DSR NOAM DNO <user-input>-DNO00
<User Input> DSR SOAM DSO <user-input>-DSO00
<User Input> DSR DAMP DMP <user-input>-DMPO00
<User Input> DSR IPFE DIP <user-input>-DIP00
<User Input> STP MP STPMP <user-input>-STPMP00
<User Input> SBR (Session/Binding/ SBR <user-input>-SBR00
Universal)
<User Input> UDR UDR <user-input>-UDR00
<User Input> DSR DR NOAM DDRNO <user-input>-DDRNO00
<User Input> SDS NOAM SNO <user-input>-SNO00
<User Input> SDS QS SQS <user-input>-SQS00
<User Input> SDS SOAM SSO <user-input>-SSO00
<User Input> SDS DP SDP <user-input>-SDP00
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HTTPS://SWAGGER.IO/SWAGGER-UI/
HTTPS://WWW.GETPOSTMAN.COM/
HTTPS://WWW.GETPOSTMAN.COM/APPS
HTTPS://CHROME.GOOGLE.COM/WEBSTORE/DETAIL/POSTMAN/FHBJGBIFLINJBDGGEHCDDCBNCDDDOMOP?HL=EN
HTTPS://WWW.GETPOSTMAN.COM/DOCS/V6/POSTMAN/COLLECTIONS/DATA_FORMATS#IMPORTING-SWAGGER
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VNF Instance Name (max 22 VNFc Type Nomenclature Server Name (VM
Characters) (max 5 Hostname) (max 30
characters) Characters)
<User Input> SDS DR NOAM SDRNO <user-input>-SDRNOO00
<User Input> SDS DR QS SDRQS <user-input>-SDRQS00
<User Input> Prov Gateway PVGW <user-input>-PVGWO00
<User Input> DBServer (APIGW) AGWDB <user-input>-AGWDB00
<User Input> dsrApiGwAdmin AGWAD <user-input>-AGWADO00
<User Input> dsrApiGwApp AGWAP <user-input>-AGWAP00
<User Input> DsrldihApp IDAPP <user-input>-IDAPP00
<User Input> DsrldihMed IDMED <user-input>-IDMEDO00
<User Input> DsrldihDb IDDB <user-input>-IDDB00
<User Input> atsMaster ATSMA <user-input>-ATSMAO00
<User Input> atsCore ATSCO <user-input>-ATSCO00
<User Input> atsTools ATSTO <user-input>-ATSTO00

Supported VNF's by VNFM

The table below contains a list of all the VNFs supported by VNFM:

ORACLE

Table 6-3 Supported VNFs and VMs

Support | Supported VNFCs Supp | Supp | Suppo | VNF Mixed Mode | Mixed
ed orted | orted |rted Depen | (XMI (Single/ | Mode
Dynami Dyna | Fixed | Dual |dency |Dual), XSI-1,2,
cIP mic IP Stack IMI(Single/ 3,4(Sing
VNFs 1P VNF |IP Dual) and le/Dual)
VNF VNF XSI-1, 2,3,
4(Single/
Dual))
DSR NOAM (Active/Standby) Yes Yes Yes Yes N/A
NOAM
DSR DR | DR NOAM (Active/Standby) | Yes Yes Yes DSR Yes N/A
NOAM NOAM
DSR SOAM (Active/Standby), Yes Yes Yes DSR Yes* Yes*
Signalin | DA-MP, STP-MP, IPFE, (Only | NOAM
g SBR, UDR for
Diame
ter
flavor)
APIGW | DB Server (Active/Standby), | Yes No No N/A
Admin Server, Application
Server(s)
IDIH APP, MEDIATION, DB Yes | Yes No DSR No N/A
Server Signalin
g
SDS NAOM (Active/Standby) and | Yes Yes Yes Yes N/A
NOAM | Query Server
SDS DR | DR NAOM (Active/Standby) | Yes Yes Yes SDS Yes N/A
NOAM | and Query Server NOAM
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Table 6-3 (Cont.) Supported VNFs and VMs
- _____ ______ _____ |

Support | Supported VNFCs Supp | Supp | Suppo | VNF Mixed Mode | Mixed
ed orted | orted |rted |Depen |(XMI (Single/ | Mode
Dynami Dyna | Fixed | Dual |dency |Dual), XSI-1,2,
cIP mic | IP Stack IMI(Single/ 3,4(Sing
VNFs 1P VNF |IP Dual) and le/Dual)
VNF VNF XSI-1, 2, 3,

4(Single/

Dual))
SDS SOAM (Active/Standby), DP | Yes Yes Yes SDS Yes Yes
Signalin | Server NOAM
g
ATS MASTER Yes | Yes No No No
Master
PROV | PROVGW Yes No No N/A
GW

Yes* -

*  Mixed Single Subnet (IPv4 / IPv6 mix) - supported for all flavors.
e Dual subnet and Single subnet mix mode - only DIAMETER flavor supported.

f Note:

In case of Dual Stack IP, the request must maintain the order of the subnets, such as
First IPv6 and then IPv4 subnets.

The below table includes the tested combination of DSR-SOAM (Only Diameter Flavor) of
XST's:

VNF TYPE XSI-1 XS-2 XS-3 XSI1-4

DSR-SOAM Single Stack IPv4  Single Stack IPv4 Single Stack IPv4 Single Stack IPv4 or

(Only Diameter or [Pv6 or [Pv6 or [Pv6 IPv6

Flavor) Single Stack IPv4  Single Stack IPv4 Dual Stack IPv4  Dual Stack IPv4 and
or IPv6 or [IPv6 and IPv6 IPv6
Dual Stack IPv4  Dual Stack IPv4  Single Stack IPv4  Single Stack IPv4 or
and IPv6 and IPv6 or [IPv6 IPv6
Dual Stack IPv4  Dual Stack IPv4 ~ Dual Stack [Pv4 ~ Dual Stack IPv4 and
and IPv6 and IPv6 and IPv IPv6
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Upgrading VNFM

ORACLE

The current VNFM stack must be deleted. All the data is stored in the volume that is created
during the install procedure. This acts as a persistent storage, so the stack can be safely deleted
and the volume is automatically detached from the stack

The user must follow the steps provided in the VNFM Installation procedure with the new
IMAGE provided. Flavor, Volume need not be created again. The existing volume ID should be
given as the volume ID in the dsrVnfmParams.yaml file.

f Note:

*  VNFM supports both the fixed and dynamic IP support. In order to bring up the
new VNFM with the same IP as the existing one, the user can use FIXED IP
deployment model.

« If the existing volume required to be attached to other stack is full (around 7GB),
then it takes some time to boot the VNFM and load the data.
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VNFM User Management

(Required) Enter introductory text here, including the definition and purpose of the concept.
The initial build is delivered with two pre-installed users that are admin and reader. The user
must login to VNFM first using the given credentials to generate an X-Token for the admin.

The password of the admin must be changed using the generated X-Token, and a new password
must be stored using the Change Password API.

The new users is registered using the Register to VNFM APIL.

Once the registration request is sent by the user, the admin has the access to view the
registration request instance with the help of the X-Token through the Query all user
instances APIL

The admin can provision the incoming requests and add the user request using the Provision
and Add APL.

Upon the successful registration, the user can simply login to VNFM using the credentials to
generate an X-Token and use it for other LCM-Operations.

Access Control in VNFM

The adni n user has access to use all available API's. However, the reader user is restricted to
use the following:

*  Query Individual VNF Instance
https://<VNFM HOST_| P>: 8443/ vnfl cmf v1/ vnf _i nst ances/

*  Query All LCM Operation
https://<VNFM HOST_I P>: 8443/ vnflcnf vl/vnf _| cm op_occs

Login to VNFM

ORACLE

The user must provide the username and the password to generate an authentication token ergo
X-Token.

Sample Request: Login to VNFM request generated

URL: https://<<VNFM HOST | P>>: 8443/ vnfl cm v1l/vnfmlogin
Accept: application/json

Cont ent - Type: application/json

X-Token: Token generated after |ogin

Exampl e for Login:

{

"usernane": "Xxxx",
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"password”: "xxxx"

}

Sample Response: Login to VNFM Response

201 Created

Cont ent - Type: application/json

X-Token: Token generated after login

Request URL: https://<<VNFM HOST | P>>: 8443/ vnflcm v1l/vnfm|ogin

{

"tokenl d": "eyJhbGei G JI Uzl INi J9. eyJqdCki O JJRCBvZi BOb2t | bi A6l HRva2VuX1ZORk0i LCIpYX
Q O ELNzMmV EyMDYs| nNLYi | 61 | N1Ynpl Y3Qub2YgSl dUl i wi aXNzl j oi SXNzdWWy| Gl FRva2VuOi BP
cnfj bGUt RFNSI i wi YXVKI j oi YXVkaW/uY2UgG BhZGLpbi | sI mv4cCl 6MTU3Mz Az OTI wiknQ. Ep-

| KGBZgqa®u_cpj 1bSN8DBpW ZoRMJTOYNr 18KY8w!

}

Where, user nane is the Username of the registered user and passwor d is the Password of the
registered user.

Register to VNFM

ORACLE

The new user must provide the username, the password & the access to send a successful
registration request.

f Note:

A valid password must be in range between 8 to 31 characters, with at least one digit, at
least one lowercase letter, at least one uppercase letter, at least one special character,
and should not contain white spaces.

Sample Request: Register to VNFM request generated

URL: https://<<VNFM HOST | P >>:8443/vnflcnf vl/vnfmregister
Accept: application/json

Cont ent - Type: application/json
X-Token: Token generated after |ogin
Exampl e for Registration:

{

“username": "Xxxx",

"password": "xxxx",

"access": "read/admn"

}
Sample Response: Register to VNFM Response
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201 Created

Cont ent - Type: application/json

X-Token: Token generated after login

Request URL: https://<<VNFM HOST | P>>: 8443/ vnflcm v1/vnfmregister

{

"response": "Registration Request Sent"

}

Where, user nane is the Username of the new user, passwor d is the Password of the new user
and access is the scope of the new user.

Query All User Instances

ORACLE

The admin must provide the X-Token to view all the incoming registration requests.

j" Note:

Only the admin has the access to use this API.

Sample Request: Querying all user instances request generated

URL: https://<<VNFM HOST | P>>: 8443/ vnflcnlvl/view registration_requests
Accept: X-Token

Cont ent - Type: Text

X-Token: Token generated after login

Exanpl e for querying all users:

eyJhbGeci O JI Uzl 1Ni J9. eyJqdGki O JIRCBvZi BOb2t | bi A6l HRva2VuX1ZORk0i LCIpYXQ O E1NzMw
M EyMDYsI nNLYi | 61 | NLYnpl Y3Qub2YgS! dUl i wi aXNzl j oi SXNzdWy| GO FRva2VuQ BPenFj bGUt R
FNSIi wi YXVKI j oi YXVkaWuY2UgQi BhZGLpbi | s| micCl 6MIU3Mz Az OTI whnO. Ep-

| KGBZga®Au_cpj 1bSNSDBpW ZoRMJTOYNr 18KY8w

Sample Response: Querying all user instances Response

201 Created

Content - Type: application/json

X- Token: Token generated after |ogin
Request URL: https://<<VNFM HOST | P>>:8443/vnflcm v1l/view registration_requests
{

“user": [

{

"usernanme": "Xxx",

"password": "xx",

"access": "read"

1

{

"usernanme": "Xxx",
"password": "xx",
"access": "read"
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"usernanme": "Xxx",
"password": "xx",
"access": "admn"
}
]

}

Where, X- Token is the authentication token generated by the admin.

Change Password of the User

ORACLE

The user must provide the username, old password, new password & the X-Token to change the
existing credentials in the system.

j" Note:

A valid password must be in range between 8 to 31 characters, with at least one digit, at
least one lowercase letter, at least one uppercase letter, at least one special character,
and should not contain white spaces.

Sample Request: Change Password request generated

URL: https://<<VNFM HOST | P>>: 8443/ vnfl cm v1/ change_password
Accept: application/json

Content - Type: application/json

X-Token: Token generated after |ogin

Exanpl e for changing the password for a user:

X- Token:
eyJhbGei O JI Uzl INi J9. eyJqdGki G JIJRCBvZi BOb2t | bi A6l HRva2VuX1ZORk0i LCIpYXQ G ELNzMv
M EyMDYsI nNLYi | 61 | NLYnpl Y3Qgb2YgS| dUl i wi aXNzl j oi SXNzdW/yl GOm FRva2VuGi BPcnFj bGUt R
FNSI i wi YXVKI j oi YXVkaW/uY2UgQ BhzZGLpbi | sl micCl 6MIU3Mz Az OTl wiNnO. Ep-

| KGBZga®Au_cpj 1bSN3DBpW ZoRMJTOYNr 18KY8w

{

"usernanme": "Xxx",

"newPasswor d": "xxx",

"ol dPassword": "Xxxx

}

Sample Response: Change Password Response

201 Created

Cont ent - Type: application/json

X-Token: Token generated after [ogin

Request URL: https://<<VNFM HOST | P>>: 8443/ vnflcm vl/vnf_regi ster/change_password

{

"response": "Password successfully changed."

}

Where, user nane is the username of the existing user, newPasswor d is the new password to be
set for the user and ol dPasswor d is the existing password of the user.
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Provision and Add User to VNFM

ORACLE

The admin must provide the Username, Login credentials and the X-Token to add the
credentials in the system.

Sample Request: Provision and Adding the users request generated

URL: https://<<VNFM HOST | P>>: 8443/ vnfl cm v1/ provi si on_and_add
Accept: application/json

Cont ent - Type: application/json

X- Token: Token generated after login

Exanpl e for provisioning and adding a user:

X- Token :

eyJhbGei O JI Uzl INi J9. eyJqdGki G JIRCBvZi BOb2t | bi A6l HRva2VuX1ZORk0i LCIpYXQ G ELNzMv
M EyMDYsI nNLYi | 61 | NLYnpl Y3Qgb2YgS| dUl i wi aXNzl j oi SXNzdW/yl GOm FRva2VuGi BPcnj bGUt R
FNSI i wi YXVKI j oi YXVkaW/uY2UgQ BhzGLpbi | sl micCl 6MTU3Mz Az OTl wiNnO. Ep-

| KGBZga®Au_cpj 1bSN3DBpW ZoRMJITOYNr 18KY8w

{

"usernanme": "Xxx",

"password": "xxx",

"access": "read/adm n"

}

Sample Response: Provision and Adding Response

201 Created

Content - Type: application/json

X-Token: Token generated after login

Request URL: https://<<VNFM HOST | P>>: 8443/ vnflcm v1/ provision_and_add

{

"response": "Regi stered successful ly."

}

Where, user nane is the Username of the user, passwor d is the Password of the user and access
is the scope of the user.
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Deploying VNFs

Prerequisites: A virtual infrastructure satisfying the DSR VNFM OpenStack Prerequisites.

Table 9-1 Supported VNFM Network Interfaces

Node Type IPV | Multipl | Fixed |Fixed Fixed [IPv6 |IPV6 |IPV6 [ Cloud-
4 |exsr |XMI |XSUSBR [mvr |XSI [XxmI [1M1 |init
DSR
DSRNoAM |y [Na Y NA y [na |y % %
DRDSRNOAM |Y |[NA Y NA y [Na |y Y Y
DSR SOAM Yy |Na Y NA y [na |y Y %
DAMP y |y % % y |y |y Y %
vSTP MP Yy |y Y Y Yy |y Y Y Y
IPFE y |y % % y |y |y Y %
IDIH y [Na Y NA y [Na [N N Y
SBR Yy |Na Y YyBR |y |Na |y Y PARTIA
Replication L
Ports)
UDRNOAM |y v Y % y |y |y Y %
SDS
SDS NOAM Y [Nna Y NA y [~na |y Y %
Query Server Y NA Y NA Y NA Y Y Y
DRSDSNOAM |[Y [Na Y NA y |[na |y Y %
SDS SOAM y [Nna Y NA y [Na |y Y Y
DP Server Yy |Na Y NA y |[na |y Y %
APIGW
APIGWDB Yy [NA N N N [N N N Y
APIGWAdmin |Y [NA N N N [N N N %
APIGWAPP |Y |NA N N N [N N N Y
ATS
ATSMASTER [y [y [y |v [Na [y [y [Na [na
PROVGW
PROVGW [y |nva  [x [Na [Na [Na |y [na [Na

Create a VNF Instance

1. Before a DSR VNF is instantiated, the user must first issue a request to create a VNF
instance by using the command create VNF instance.

ORACLE

2. Creating a VNF instance informs the VNFM that a user has requested to instantiate a VNF
at some point in the future.
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3. The VNFM returns a VNF ID that must be saved for future use while performing
operations on the same VNF.

j" Note:

*  Each VNF has its own VNF ID, so if it is required to create a DSR with two
signaling VNFs, then issue the request to create a VNF instance three times,
once for the network OAM VNF, and once for each signaling VNFs.

*  The vnflnstanceNane value is defined as per the following:

— It is provided as the prefix of the VMName / Hostname for each VNFc in
any VNF. It is an optional parameter, if not provided, then a default value
is generated.

—  The vnf I nst anceNane includes only alphanumeric characters, and special
character such as ' -' (Hyphen). It must start with an alphabet. No other
special character except ' -' (Hyphen) is allowed.

—  Max allowed length is 22 characters.

For more information about the full list of all inputs and possible outputs of the create VNF
instance command, see ETSI NFV-SOL 003, section 5.4.2.3.1, or the DSR VNFM Swagger
specification.

Swagger specifications can be found post VNFM installation at (ht t ps: // <VNFM | P>; 8443/
docs/vnfm).

The following image illustrates the VNF instance creation:

Figure 9-1 VNF Create Instance Request

Orchestrator DSR VNFM { OpenStack

‘create VNFinstance’ request

Store VNF

| instance data E ﬂ
201 Created

Sample Request: Create VNF instance request generated.

Resource URL: https://<<VNFM HOST | P>>: 8443/ vnfl cm v1l/vnf_i nstances
Accept: application/json

Content - Type: application/json

X-Token: Token generated after |ogin

Example for NOAM:
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{
“vnfdld": "dsrNetworkGant,
“vnf I nstanceNane": "DenoNoani',
"vnflnstanceDescription": "DenoNoam "
}
Example for DR NOAM:
"vnfdld": "dsrDrNetworkGani,
"vnf | nstanceNane": " DenpDr Noani',
"vnfl nstanceDescription": "DenmoDr Noam "
}
Example for Signaling:
{
"vnfdld": "dsrSignaling",
"vnfl nstanceNane": "DenpSoant,
"vnflnstanceDescription": "Description"
}
Example for APIGW:
{
“vnfdld": "dsrApi GN',
"vnfl nstanceNane": " DenpApi GN',
"vnfl nstanceDescription": "Description for APl GV VNF"
}
Example for IDIH:
"vnfdld": "dsrldih",
"vnf |l nst anceNane": "Denoldi h",
"vnflnstanceDescription": "Description for |DIH VNF
}
Example for SDS NOAM
{
“vnfdld": "sdsNetworkGCant,
"vnf I nstanceNane": "DenoSdsNoant',
"vnflnstanceDescription": "DenpbSdsNoam "
}
Example for SDS DR NOAM:
{
“vnfdld": "sdsDrNetworkGani',
"vnflnstanceNane": " DenpSdsDrNoani',
"vnflnstanceDescription": "DemSdsDr Noam "
}
Example for SDS Signaling:
{
"vnfdld": "sdsSignaling",
"vnf |l nst anceNane": "DenpSdsSoant',
"vnfl nstanceDescription": "DemSdsSignaling"
}
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Example for ATS Master:

"vnfdld": "atsMaster",
“vnf I nstanceName": "DenmpAtsMaster"”,
"vnflnstanceDescription": "DenmpAtsMaster"”

}
Example for ProvGW:

{
"vnfdld": "provGw',

"vnf |l nst anceNane": "DenoProvGw',
"vnf | nstanceDescri ption": "DenmoProvGy'

}
Sample Response
201 Created
Create VNF Instance Response
Cont ent - Type: application/json
X-Token: Token generated after login
Resource URL: https://<<VNFM HOST | P>>: 8443/ vnfl cm v1/vnf_instances

{
"id":"dsrNet wor kCam b44e9a45- b575- 4b30- b580- 085d8ddd7015",

"vnfdld":"dsrNetworkQant,
"instantiationState":"NOT_| NSTANTI ATED",
"vnf | nst anceNane": " DenoNoant',
"vnflnstanceDescription":"string",
"vnfProvider":"Oracl e",
"vnf Product Name": " DSR",
"vnf Sof t war eVer si on": "DSR_8. 4. 0. 3. 0_85. 17. 0",
"vnfdVersion": "4, x",
"onboar dedVnf Pkgl nfol d": "N A",
"links":{

"sel f":i{

“href":"https://<<VNFM HOST | P>>: 8443/ vnfl cm v1/vnf_i nstances/
dsr Net wor kCam b44e9a45- b575- 4b30- b580- 085d8ddd7015"
¥
"instantiate":{
“href":"https://<<VNFM HOST | P>>: 8443/ vnfl cm v1/vnf _i nstances/
dsr Net wor kCam b44e9a45- b575- 4b30- b580- 085d8ddd7015/ i nst anti at e"

¥

“scal eToLevel ": nul I,

“termnate":null

f Note:

VNFM supports both the secured and the unsecured URL (HTTPS with port 8443 and

HTTP with port 8080).

The following table describes the parameters used for sending request to VNFM:
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Table 9-2 Parameters and Definitions for VNF Instance

Parameter

Definition

vnf dl d

Identifier of the VNF instance deployment ID to be
created

vnf I nst anceName (optional)

Name of the VNF instance to be created (must be
unique)

vnflnstanceDescri ption

Description of the VNF instance

Query VNF Instance

The diagram describes a sequence for querying/reading information about a VNF instance.

Figure 9-2 Query VNF Instance

( Orchestrator

Query VNF instance

( DSR VNFM OpenStack

200 OK ( Vnf Instance )

®  Fetch VNF

instance data
VNF instance data 3

VNF instance query, as illustrated above, performs the following actions:

» Ifthe NFVO intends to read information about a particular VNF instance, it sends a GET
request to the Individual VNF instance resource, addressed by the appropriate VNF
instance identifier (Vnf Id) in its resource URI.

*  The VNFM returns a 200 OK response to the NFVO, and includes specific data structure
of type VnfInstance related to the VNF instance identifier (Vnf Id) in the payload body.

» Ifthe NFVO intends to query all VNF instances, it sends a GET request to the VNF

instances resource.

*  The VNFM returns a 200 OK response to the NFVO, and includes zero or more data
structures of type Vnflnstance in the payload body.

Query Individual VNF Instance

ORACLE

Sample Request for Single VNF Instance:

URL: GET: https://<<VNFM HOST | P>>: 8443/ vnflcm v1l/vnf_instances/ <<VNF | nstance

| D>>

Sample Response for Single VNF Instances:

URL: GET: https://<<VNFM HOST | P>>: 8443/ vnfl cnf v1/vnf _i nstances/ <<VNF | nst ance

| D>>
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Accept: application/json
Cont ent - Type: application/json

X-Token: Token generated after login

{
"id": "dsrNetworkOam 793a2420- adab- 4347- 9667- 489ae671b767",

"vnfdld": "dsrNetworkQant,
"instantiationState": "NOT_I NSTANTI ATED",
"vnflnstanceNane": "string",
"vnflnstanceDescription": "string",
"vnfProvider": "Oacle",
"vnf Product Name": "DSR',
"vnf Sof t war eVersion": "DSR 8.4.0.3.0_85.17.0",
"vnfdVersion": "4.x",
"onboar dedVnf Pkgl nfol d": "N A",
"links": {
"self": {
“href": "https:// <<VNFM HOST | P>>: 8443/ vnflcm vl/
vnf _i nstances/ dsr Net wor kOam 793a2420- adab- 4347- 9667- 489ae671b767"
¥
"instantiate": {
"href": "https:// <<VNFM HOST | P>>: 8443/ vnflcm vl/
vnf _i nstances/ dsr Net wor kOam 793a2420- adab- 4347- 9667- 489ae671b767/i nstanti at "
}
}
}
Response Body for VNF Instances that are Instantiated
{
"id": "dsrNetworkOam c689e44d- 2b93- 473f - 935a- 3bf 09957f e9f ",
“vnfdld": "dsrNetworkGant,
"instantiationState": "I NSTANTI ATED',
“vnflnstanceNane": "dsrvnfni,
“vnf I nstanceDescription": "dsrvnfni,
“vnfProvider": "Oracle",
"vnf Product Name": "DSR',
"vnf Sof t war eVersi on": "DSR 8.4.0.3.0_85.17.0",
“vnfdVersion": "4.x",
"onboar dedVnf Pkgl nfol d": "N A",
“links": {
"sel f": {
“href": "https:// <<VNFM HOST | P>>: 8443/ vnflcm v1/
vnf _i nstances/ dsr Net wor kOam c689e44d- 2b93- 473f - 935a- 3bf 09957f e9f "
¥
"instantiate": {
“href": "https:// <<VNFM HOST | P>>: 8443/ vnflcm v1/
vnf _i nstances/ dsr Net wor kOam c689e44d- 2b93- 473f - 935a- 3bf 09957f e9f /i nst ant i at "
¥
"scal eToLevel ": {
“href": "https:// <<VNFM HOST | P>>: 8443/ vnflcm v1/
vnf _i nstances/ dsr Net wor kCam ¢689e44d- 2b93- 473f - 935a- 3bf 09957f e9f / scal e_t o_l evel "
¥
"termnate": {
“href": "https:// <<VNFM HOST | P>>: 8443/ vnflcm v1/
vnf _i nst ances/ dsr Net wor kOam c689e44d- 2b93- 473f - 935a- 3bf 09957f e9f / t er ni nat "
}
b
"instantiatedVnflnfo": {
"flavourld": "DSR NOAM',
"vnfState": "STARTED',
"ext Cplnfo": {
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"id": null,
"cpdld": null
h
"scal eStatus": [{
"aspect [ d": "NOAM',

"scal eLevel ": "2"
H
¥

"vi mConnectionlnfo": {

"id": "vimid",

"vinfType": "QOpenStack",

"interfacelnfo": {

“controllerUri": "https://oortcloud. us.oracl e.com 5000/ v3"

¥

"accessInfo": {
"username": "dsrat.user",
"password": " XXXXXXX",
"user Domain": "Default",
"project Domai n": "default",
"tenant": "DSRAT Feature_Test1"

¥
"extra": {}
}
}
Query All VNF Instances
Sample Request

URL: GET: https://<<VNFM HOST | P>>: 8443/ vnfl cmf v1/vnf _i nstances
Sample Response

URL: GET: https://<<VNFM HOST | P>>: 8443/ vnfl cm v1/vnf_i nstances
Accept: application/json

Cont ent - Type: application/json

X-Token: Token generated after |ogin

Response Body for No VNF Instances

(]
Response Body for all VNF Instances

[

{
"id": "dsrNetworkOam 38f 694dc- be36-4747- 814d- 5f ccd4f a6163",

"vnfdld": "dsrNetworkGCant,
"instantiationState": "INSTANTI ATED",
"vnflnstanceNane": "string",
"vnf I nstanceDescription": "dsrvnfni,
"vnf Provider": "Oracle",
"vnf Product Name": "DSR',
"vnf Sof t war eVersi on": "DSR 8.4.0.3.0_85.17.0",
"vnfdVersion": "4.x",
"onboar dedVnf Pkgl nfol d": "N A",
"links": {

"sel f": {

“href": "https:// <<VNFM HOST | P>>: 8443/ vnf| cm v1l/vnf_i nstances/
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dsr Net wor kOam 38f 694dc- be36- 4747- 814d- 5f ccd4f a6163"
¥
"instantiate": {
“href": "https:// <<VNFM HOST | P>>: 8443/ vnf| cm v1l/vnf_i nstances/
dsr Net wor kOCam 38f 694dc- be36- 4747- 814d- 5f ccd4f a6163/ i nst anti at e"
¥
"scal eToLevel ": {
“href": "https:// <<VNFM HOST | P>>: 8443/ vnfl cm v1/dsr Net wor kCam 38f 694dc-
be36- 4747-814d- 5f ccd4f a6163/ scal e_to_| evel "
¥
"terminate": {
“href": "https:// <<VNFM HOST | P>>: 8443/ vnfl cm v1/dsr Net wor kCam 38f 694dc-
be36- 4747-814d- 5f ccd4f a6163/t er mi nat e"
}
b
"instantiatedVnflnfo": {
"flavourld": "DSR NOAM',
"vnfState": "STARTED',
"ext Cplnfo": {
"id": null,
“cpdld": null
¥
"scal eStatus": [
{
"aspect|d": "NOAM',
"scal eLevel ": "2"
}
]
h
"vi mConnectionlnfo": {
"id": "vimd",
"vimlype": "QOpenStack",
"interfacelnfo": {
"controllerUi": "https://dpcl.us.oracle.com5000/v3"
¥
"accesslnfo": {
"usernanme": "dsrvnfni,
"password": "XXXXXXX",
"user Domai n": "Default",
"proj ect Domain": "default",
"tenant": "dsrvnfnf
¥
"extra": {}
}
¥

{
"id": "dsrNetworkCam 31f d9dc5- bcce- 4df b- ae21- 46f 07cd3cha5”,

"vnfdld": "dsrNetworkQant,
"instantiationState": "NOT_I NSTANTI ATED',
"vnfl nstanceNane": "denp",
"vnf I nstanceDescription": "dsrvnfni,
"vnfProvider": "Oracle",
"vnf Product Name": "DSR',
"vnf Sof t wareVersion": "DSR 8.4.0.3.0_85.17.0",
"vnfdVersion": "4.2",
"onboar dedVnf Pkgl nfol d": "N A",
"links": {
"sel f": {
“href": "https:// <<VNFM HOST | P>>: 8443/ vnf| cm v1l/vnf_i nstances/
dsr Net wor kOCam 31f d9dc5- bcce- 4df b- ae21- 46f 07cd3cbab”

b
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"instantiate": {
“href": "https:// <<VNFM HOST | P>>: 8443/ vnf| cm v1l/vnf_i nstances/

dsr Net wor kGam 31f d9dc5- bcce- 4df b- ae21- 46f 07cd3cbab/ i nst anti at e"

b
"scal eToLevel ": null,

"termnate": null
}
}

}

Instantiating the Network OAM VNF

ORACLE

Network OAM VNF supports both dynamic and fixed IP deployment.

To start a DSR deployment, it is required to instantiate a DSR network OAM VNF. Before
deploying the VNF, make sure the following information is available:

The VNF ID for a previously created DSR Network OAM VNF instance.

Information about the OpenStack instance on which the VNF must be deployed:

e OpenStack Controller URI

e User Domain Name

*  Project Domain Id

e Username

e Password

e Tenant name

The name of a Public Network in your chosen OpenStack instance that will carry OAM traffic.

The IP of an NTP server accessible by VMs within the selected OpenStack instance. The
OpenStack controller that controls the selected OpenStack instance normally hosts an NTP
server, and is often a good choice.

DSR NOAM supports Dual Subnet for XMI and IMI interfaces.

For more information about the full list of all inputs and possible outputs of the instantiate
VNF command, see ETSI NFV-SOL 003, section 5.4.4.3.1, or the DSR VNFM Swagger
specification.

Swagger specifications can be found post VNFM installation at (htt ps: // <VNFM | P>: 8443/
docs/vnfm).

Sample Request

Resource URL: https://<<VNFM HOST | P>>: 8443/ vnflcm vl/vnf _i nstances/ <VNF | D
received fromcreate request>/instantiate

Accept: application/json

Cont ent - Type: application/json

X-Token: Token generated after |ogin

Instantiating NOAM Request for dynamic IP deployment (Dual Subnet).

{
"flavourld": "DSR NOAM',
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"instantiationLevel Id": "HA",
"ext Virtual Li nks": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [],
"vi mConnectionlnfo":[ {
“id": "vimd",
"vinfType": "QOpenStack",
"interfacelnfo": {
“controllerUri": "https://oortcloud.us.oracl e.com 5000/ v3"
¥
"accesslinfo": {
"username": "dsrci.user",
"password": "XXxxx",
"user Domai n": "Defaul t",
"“proj ect Domain": "default",
"tenant": "DSR CI"
}
H,
"l ocal i zati onLanguage": "localizationLanguage",
"addi tional Paranms": {
"xm Network": {
"nane": "ext-net3",
"vi pSubnet Nane": "ext-net-ipv6-subnet"”,

"subnet": [{
"ipVersion": "IPv6",
"name": "ext-net-ipv6-subnet"”
¥
{ . .
"ipVersion": "IPv4",
"nane": "ext-net-subnet"”
1
¥
"im Network": {
“name": "im-net",
"subnet": [{
"ipVersion": "IPv6",
"name": "test6"
¥
{ . .
"ipVersion": "IPv4",
"name": "test11"
1
¥
"ntpServerlp": "10.250.32.10",
“flavor": "dsr.noant,

"image": "DSR-8.4.0.3.0_85.17.0.vndk",
"avail abilityZone": "nova"

j" Note:

The "vipSubnetName" field is used only in case of Dual Subnet.

Instantiating NOAM Request for dynamic IP deployment (Single Subnet).

{
"flavourld": "DSR NOAM',

"instantiationLevel Id": "HA",
"extVirtual Links": "extVirtual Li nks",
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"ext ManagedVi rtual Li nks": [],

"vi mConnectionlnfo":[ {
“id": "vimd",
"vinfType": "QOpenStack",
"interfacelnfo": {
“controllerUri": "https://oortcloud.us.oracl e.com 5000/ v3"
¥
"accesslinfo": {
"username": "dsrci.user",
"password": "XXxxx",
"user Domai n": "Defaul t",
"project Domai n": "default",
"tenant": "DSR C"

H,

"l ocal i zati onLanguage": "localizationLanguage",
"addi tional Paranms": {
"xm Network": {
"nane": "ext-net3",

"subnet": [
{
"i pVersion": "IPv4",
"nane": "ext-net-subnet"
}
]
b
"im Network": {
"name": "im-net",
"subnet": [
{
"ipVersion": "IPv4",
"name": "test11"
}
]
}

"ntpServerlp": "10.250.32.10",
“flavor": "dsr.noant,

"image": "DSR-8.4.0.3.0_85.17.0.vndk",
"avail abilityZone": "nova"

Instantiating NOAM Request for fixed IP deployment.

{
"flavourld": "DSR NOAM',

"instantiationLevel ld": "HA",
"ext Virtual Li nks": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [],

"vi mConnectionlnfo":[ {
"id": "vimd",
"vinfType": "QOpenStack",
"interfacelnfo": {
“controllerUri": "https://oortcloud.us.oracl e.com 5000/ v3"

}

ccesslnfo": {
"username": "dsrci.user",
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"password": "XXxxx",
"user Domai n": "Default",
“proj ect Domain": "default",
"tenant": "DSR CI"
}
H,
"l ocal i zati onLanguage": "localizationLanguage",
"addi tional Paranms": {
"xm Network": {
"nane": "ext-net3",

"subnet": [{
“ipVersion": "IPv4",
"nane": "ext-net-subnet",
“fixedl ps": {

"primaryNoam p": "10.75. 189. 224",
"secondar yNoam p": "10.75. 189. 236",
"noanVi p": "10.75.189. 238"

}
¥
{
"ipVersion": "IPv6",
"name": "ext-net-ipv6-subnet",
"fixedl ps":{
"primaryNoan p":

"2606: b400: 605: b818: 6e41: 6af f: fec7: 80e0",

"secondar yNoanl p":
"2606: b400: 605: b818: 6e41: 6af f: fec7: 80f 9"

}
H
¥
"im Network": {
"name": "ini-net",
"subnet": [{
“ipVersion": "IPv4",
"nanme": "ext-net-subnet",
“fixedlps": {
“primaryNoam mi | p": "10.75. 189. 224",
"secondaryNoam mi | p": "10. 75. 189. 236"
}
b
{
"ipVersion": "IPv6",
"name": "ext-net-ipv6-subnet",
"fixedlps": {

"primaryNoam m | p":
"2606: b400: 605: b818: 6e41: 6af f: fec7: 80e0",
"secondar yNoam mi | p":
"2606: b400: 605: b818: 6e41: 6af f: fec7: 80f 9"

}
H

"ntpServerlp": "10.250.32.10",
“flavor": "dsr.noant,

"image": "DSR-8.4.0.3.0_85.17.0.vndk",
"avail abilityZone": "nova"
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j" Note:

User must identify available IP addresses to be used in the network. If the user provides
an IP address which does not exists in the subnet, the stack creation fails.

Sample Response: Instantiating NOAM Request.

202 Accepted
Header s:

{

[ ocation: https://local host:8443/vnflcm vl/vnf_| cmop_occs/ I cmDp-
f b21f 9d3- 43ad- 46cd- a03f - 7220bb36a5¢c6

date: Tue, 29 Jan 2019 10:39:24 GVl

content-length: 0 content-type:

application/xm

j" Note:

*  The 202 response means that the request was accepted for processing. The VNF
might take up to 15 minutes to become fully operational. Use the DSR GUI to
determine when the VNF is operational.

» Ifthe VNFM creates a VNF that is operational, but has no Signaling VNFs, then it
is required to deploy one or more Signaling VNF, and create the DIAMETER
configuration data (peers, connections, etc.) for those VNFs, to perform
DIAMETER routing.

»  After NOAM VNF deployment, the standby NOAM is automatically changed to
Force StandBy, purposely to avoid any switchover, while DSR Signaling VNF is
deployed. Once DSR Signaling Site is deployed and no more Life Cycle
Management operations are planned, change Force Standby NOAM to Active by
changing the Max Allowed HA Role to Active on the Status & Manage -> HA
options in the Active NOAM GUI.

*  The supported NOAM Flavor is DSR NOAM.
*  The supported NOAM instantiation level id is HA, that creates two NOAMs.

*  Supported for [Pv6 networks - ipVersion should be "IPv6" in the request Body. The
GUI can be accessed by the following URL: https://[<NOAM-vIP>] .
For example: https://[fd0d: deba: d97c: 2c: 6e41: 6af f: f ec7: 80bf ]

Expected Alarms:
10073 Server Group Max Allowed HA Role Warning

Resolution: This alarm can be resolved by, Status and Manage Server tab — HA —
changing Max HA Role field of StandBy NOAM to active.

The following table describes the parameters used for sending request to VNFM.
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Table 9-3 Parameters and Definitions for Network OAM VNF

Parameters Definitions

flavourld Identifier of the VNF deployment flavor to be
instantiated

xmiNetwork Network that is used to provide access to the DSR
entities (GUI, ssh), and for inter-site
communication

ntpServerlp IP of the NTP server

fixedlIps Json object in network to provide IP address

primaryNoamlIp IP address for primary NOAM IP

secondaryNoamlIp IP address for secondary NOAM IP

noamVip IP address for NOAM VIP

imiNetwork Network used for internal communication of DSR
entities

ipVersion IP version of the network - "IPv4"/"IPv6"

primaryNoamImilp IP address for primary NOAM IP of IMI

secondaryNoamImilp IP address for secondary NOAM IP of IMI

flavor (optional)

flavor used for openstack deploys

image (optional)

image used for openstack deploys

availabilityZone (optional)

name of logical partitioning in case of host
aggregate

vipSubnetName (In case of Dual Subnet)

Name of VIP subnet to be used only in case of
Dual Subnet

Instantiating the DR Network OAM VNF

DRNOAM is the Disaster recovery NOAM site. The operator can make DRNOAM as the
Primary Site, in case both the Active and StandBy NOAM of Primary site fails, and can

ORACLE

continue the operations without any disturbance.

DRNOAM supports both dynamic and fixed deployment model.

When a setup is configured with a DR NOAM then first NOAM SG is treated as Primary
NOAM Site and second NOAM SG is treated as Secondary NOAM site.

To instantiate a DSR DR Network OAM VNF, the following information must be available:

e The VNF ID for a previously created DSR DR Network OAM VNF instance.

*  Information about the OpenStack instance on which the VNF must be deployed:

—  OpenStack Controller URI
—  User Domain Name

—  Project Domain Id

—  Username

—  Password

—  Tenant name
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The name of a Public Network in your chosen OpenStack instance that will carry OAM
traffic.

OpenStack resource IDs for the XMI IPs from both DSR NOAM VMs.

j" Note:

The resource IDs can be obtained by examining the DSR Network OAM stack to
which the identified DR NOAM VNF would be attached.

Name of Active Primary DSR NOAM VM.

The IP of an NTP server accessible by VMs within the selected OpenStack instance. The
OpenStack controller that controls the selected OpenStack instance normally hosts an NTP
server, and is often a good choice.

Determining the DR NOAM XMI Resource IDs

The following facts must be considered before proceeding with DR NOAM site creation:

DRNOAM site must be created on separate tenant.

DRNOAM site is referred as Secondary NOAM. Therefore, we have two sites, Primary
and Secondary.

Secondary Site configuration is done on Primary Active NOAM.

In the Primary Active NOAM, when second NOAM Server Group gets created, it
automatically becomes Secondary.

Primary Active NOAM communicates to Secondary Active NOAM through the existing
comcol replication and merging mechanism.

Secondary NOAM Site is optional and it does not need to be deployed at the same time as
of Primary NOAM.

From the OpenStack GUI, to change your view to the tenant on which the DSR Network OAM
VNF is deployed, perform the following steps.

1.

2.

3.

ORACLE

Go to Project->Network->Network Topology. A diagram of all VMs in the tenant is
displayed.

j" Note:

The diagram may take few minutes to display.

Click one of the NOAM VMs. A pop-up appears having information about the specific
NOAM VM.

Save the resource ID for the XMI port provided in the IP Addresses section of the pop-up.

f Note:

The IP Addresses section of the popup contains information about the network
ports and resource IDs, assigned to the VM.
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4. Repeat the previous step for the other NOAM VM.

You can also use the following alternative:
* Instead of passing resource IDs, user can use DSR-NOAM XMI IPs.

e User can pass Active DSR-NOAM's XMI IP to resource id 1 and StandBy DSR-NOAM's
XMI IP to resource id 2.

For more information about the full list of all inputs and possible outputs of the instantiate
VNF command, seeETSI NFV-SOL 003, section 5.4.4.3.1, or theDSR VNFM Swagger
specification.

Swagger specifications can be found post VNFM installation at (htt ps: // <VNFM | P>: 8443/
docs/vnfn).

Sample Request

Resource URL: https://<<nyhost -1 P>>: 8443/ vnfl cm v1/vnf _i nstances/ <VNF I D received
fromcreate request>/instantiate

Accept: application/json
Cont ent - Type: application/json
X-Token: Token generated after |ogin

Instantiating DR NOAM Request for Dynamic IP deployment.

{
"flavourld": "DSR DR NOAM',

"instantiationLevel Id": "HA",
"ext Virtual Li nks": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [{
“id: o "idlt,
"virtual Li nkDescld": " Active NOAM',
"resourcel d";: "156d73cf-6e44-456b-a661-14bd0cc2b43c"

b
{

“id' “id2",

"virtual Li nkDescld": " StandBy NOAM',

"resourcel d": "5c638770-5585-44c7-97c7-b4ab52a26e5ec"
}

1,
"vi mConnectionlnfo":[ {

“id": "vimd",

"vinfType": "QOpenStack",

"interfacelnfo": {

“controllerUri": "https://oortcloud.us.oracl e.com 5000/ v3"

¥
"accesslinfo": {

"username": "dsrci.user",

"password": "XXXXX",

"user Domai n": "Default",
"proj ect Domain": "default",

"tenant": "DSR C"

}
H,

"l ocal i zati onLanguage": "localizationLanguage",
"additional Paranms": {
"xm Network": {
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"name": "ext-net3",
"vi pSubnet Nane": "ext-net-ipv6-subnet"”,

"subnet": [{
"ipVersion": "lPv6",
"name": "ext-net-ipv6-subnet”
¥
{ . .
"ipVersion": "IPv4",
"name": "ext-net-subnet"
H
¥
"im Network": {
"name": "inm-net",
"subnet": [{
"ipVersion": "|Pv6",
"nane": "test6"
¥
{
"i pVersion": "IPv4",
"name": "test11l"
}H

h
"ntpServerlp": "10.250.32.10",

"pri maryNoamvVmNane": " NOAMDO- ead7f 4bl",
"flavor": "dr.noant,

"image": "DSR-8.4.0.3.0_85.17.0.vndk",
"avail abilityZone": "nova"

j" Note:

The "vipSubnetName" field is used only in case of Dual Subnet.

Instantiating DR NOAM Request for Fixed IP deployment.

{
"flavour!ld":"DSR DR NOAM',

"instantiationLevel Id":"HA",
"ext Vi rtual Li nks": "ext Virtual Li nks",
"ext ManagedVi rtual Li nks": [

{

“id"tidlt,

"virtual LinkDescld":"Active NOAM | P' s",

"resourcel d":"38121f c6-310c-4012-9787- b5289dd620b9"
b
{

"id""id2",

"virtual Li nkDescl d": " Secondary NOAM | P' s",

"resourcel d": "baa54c8d- 1a7a- 4b15- 8d64- 8f e9af 50b000"
}

]

"vi mConnectionlnfo": [

{

"id"tvimd,
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"vi nType": " OpenSt ack",
"interfacelnfo":{

“control lerUi":"https://dpcl.us.oracle.com 5000/ v3"
¥
"accesslnfo":{

"user nanme": "dsrvnf ',

"password": " xxxx",

"user Domai n": "Defaul t",

“proj ect Domain": "default",

"tenant":"dsrvnfnf

}
]

"l ocal i zati onLanguage": "l ocal i zat i onLanguage",
"addi tional Params": {
"ntpServerlp":"10.250. 32. 10",

"xm Network": {
"name": "ext-net4",
"subnet": [{
"i pVersion": "IPv4",
"nanme": "ext-net-subnet",
“fixedlps": {
"drPrinmaryNoam p": "10.75.189. 224",
"dr Secondar yNoar p": "10. 75. 189. 236",
"dr NoanVi p": "10. 75. 189. 238"
}
|3
{
"ipVersion": "IPv6",
"name": "ext-net-ipv6-subnet",
"fixedlps": {

"dr Pri maryNoam p":

"2606: b400: 605: b818: 6e41: 6af f: fec7: 80e0",

"dr Secondar yNoar p":

"2606: b400: 605: b818: 6e41: 6aff: f ec7: 80f 9"

}
H
¥
"im Network": {
"nang": "im-net",
"subnet": [{
"i pVersion": "IPv4",
"nane": "ext-net-subnet",
"fixedl ps": {
"drPrinmaryNoam mi | p": "10.75.189. 224",
"dr Secondar yNoam mi | p": "10.75. 189. 236"
}
¥
{
“ipVersion": "lPv6",
"name": "ext-net-ipv6-subnet",
"fixedlps": {

"drPrimaryNoam mi | p":

"2606: b400: 605: b818: 6e41: 6aff: fec7: 80e0",

"dr Secondar yNoam mi | p":

"2606: b400: 605: b818: 6e41: 6af f: f ec7: 80f 9"

}
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H
H
"pri mar yNoanVmNane" : " NOAMDO- 9ca5c 163",
“flavor": "dr.noant,

"imge": "DSR-8.4.0.3.0_85.17.0.vnuk",
"avail abilityZone": "nova"

}
}

Sample Response: Instantiating DR NOAM Response.

202 Accept ed
Header s:

{

location: https://local host: 8443/ vnflcnvl/vnf_| cmop_occs/| cnOp-
f b21f 9d3- 43ad- 46¢d- a03f - 7220bb36a5c6

date: Tue, 21 Feb 2019 10:39:24 GMI

content-length: 0 content-type:

appl i cati on/ xn

j" Note:

*  The 202 response means that the request was accepted for processing. The VNF
might take up to 15 minutes to become fully operational. Use the DSR GUI to
determine when the VNF is operational.

*  The supported NOAM Flavor is DSR NOAM.
*  The supported NOAM instantiation level id is HA.
*  Support for IPv6 networks - ipVersion should be "IPv6" in the request Body.

Table below describes the parameters used for sending request to VNFM.

Table 9-4 Parameters and Definitions for DR Network OAM VNF
|

Parameters Definitions

flavourld Identifier of the VNF deployment flavor to be
instantiated

instantiationLevelld Identifier of the instantiation level of the

deployment flavor to be instantiated. If not present,
the default instantiation level is HA.

resourceld The identifier of the resource in the scope of the
VIM or the resource provider

xmiNetwork Network that is used to provide access to the DSR
entities (GUI, ssh), and for inter-site
communication

imiNetwork Network used for internal communication of DSR
entities

name Network name, for example; ext-net

ipVersion IP version IPv4 or IPv6

ntpServerlp IP of the NTP server
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Table 9-4 (Cont.) Parameters and Definitions for DR Network OAM VNF

Parameters Definitions

primaryNoamVmName Primary Active DSR NOAM VM name
drPrimaryNoamlIp IP address of primary DR Noam
drSecondaryNoamlp IP address of secondary DR Noam
drPrimaryNoamlIp IP address of primary DR Noam
dsPrimaryNoamImilp IP address for primary DR NOAM IP of IMI
drSecondaryNoamImilp IP address for secondary DR NOAM IP of IMI

flavor (optional)

flavor used for openstack deploys

image (optional)

image used for openstack deploys

availabilityZone (optional)

name of logical partitioning in case of host
aggregate

vipSubnetName (In case of Dual Subnet)

Name of VIP subnet to be used only in case of
Dual Subnet

Instantiating the Signaling VNF with Multiple XSI (1,
2 & 4 XSI Interface)

Signaling VNF supports both dynamic and fixed IP deployment.

ORACLE

To deploy the first signaling VNF, the following must be available:

A previously instantiated DSR Network OAM VNF.

The VNF ID for a previously created DSR Signaling VNF instance.

Information about the OpenStack instance on which you want to deploy the VNF:

*  OpenStack Controller URI
e User Domain Name

e Project Domain Id

e Username

e Password

¢ Tenant name

The name of a Public Network in your chosen OpenStack instance that will carry OAM traffic.

The name of a Public Network in your chosen OpenStack instance that will carry Signaling

traffic.

# Note:

This should be a different network than the one that carries OAM traffic.

The IP address of the NTP server accessible by VMs within the selected OpenStack instance.
The OpenStack controller that controls your chosen OpenStack instance normally hosts an NTP

server, and is often a good choice.
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OpenStack resource IDs for the XMI IPs from both NOAM VMs.

j" Note:

The resource IDs can be obtained by examining the network OAM stack to which the
identified signaling VNF would be attached .

Name of the active NOAM VM.

# Note:

To avoid switchover of Active NOAM, make the StandBy NOAM as Forced Standby
by changing the Max Allowed HA Role to Standby on Status & Manage -> HA from
Active NOAM GUIL.

Name of the NOAM SG.

Expected Alarms:

IPFE Alarm: 5002 An address pertaining to inter-IPFE state synchronization is configured
incorrectly.

The following image illustrates the VNF instantiation:

Figure 9-3 VNF Instantiate Request

Orchestrator DSR VNFM OpenStack

‘instantiate VNF' request

202 Accepted

HEAT templates

stack status

Update VNF

L instance data 6

The following table contains the supported Instantiation levels to instantiate a VNF resource for
the DSR Signaling VNF.
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Table 9-5 Supported Instantiation Levels for DSR Signaling VNF
e ___________________ |

VNFM Small Medium Large
Signaling
Flavors DA [IP ST |[SB|U |DA [IPF|S [s [U |DA |IPF|ST |SB |UD
MP |FE |P |R |D |MP |E T |B |D |[MP |[E |P |R |R
R P [R |R
DIAMETER 0 2 0 [0 |O
SS7 0 0 4 10 |0
DIAMETER 2 2 2 0 2 4 10 |0
+SS7
DIAMETER 2 2 0 3 0 |4 2 0 |6 |0 8 2 0 9 0
+SBR
DIAMETER 2 2 2 3 0 4 2 4 |6 |0 8 2 8 9 0
+SS7+SBR
DIAMETER 2 2 0 0 2 4 2 0 [0 |2 8 2 0 0 2
+UDR
SS7+UDR 0 0 2 0 |2 0 0 4 10 |2 0 0
DIAMETER
+SS7+SBR
+UDR
j" Note:
e Incase of SBR flavors, it is mandatory to pass the sbrNetwork parameter for
instantiation of signaling stack. VNFM always creates Replication port for SBRs.
e Incase of UDR flavors, VNFM supports one and two xsi interface.
¢ Total number of servers allowed per signaling VNF is 48.
*  Total number of IPFE servers allowed per signaling VNF is 4.
¢ Total number of SOAMs for any of the above servers is 2.

For Example: Total number of servers per signaling VNF = No. of SOAM's + No. of DAMP's
+ No. of IPFE's + No. of STP's + No. of SBR's+ No. of UDR's.

Determine the NOAM XMI Resource IDs

From the OpenStack GUI:

1. Change your view to the tenant on which the DSR Network OAM VNF was deployed.

2. Navigate to Orchestration->Network->Network Topology. A diagram of all VMs in the
tenant is displayed.

j" Note:

The diagram may take a few minutes to appear.
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3. Click on one of the NOAM VMs.
A screen displays with information about the specific NOAM VM.

4. Save the resource ID for the XMI port provided in the IP addresses section of the screen.

j" Note:

The IP Addresses section of the popup screen contains information about the
network ports and resource IDs assigned to the VM.

5. Repeat the previous step for the other NOAM VM.

You can also use the following alternative:

* Instead of passing resource IDs, user can use DSR-NOAM XMI IPs.

e User can pass Active DSR-NOAM's XMI IP to resource id 1 and StandBy DSR-NOAM's
XMI IP to resource id 2.

f Note:

If DSR-NOAM is created on Dual Subnet, then use IPv4 XMI IP's of NOAM while
creating SOAM.

For more information about the full list of all inputs and possible outputs of the instantiate
VNF command, see ETSI NFV-SOL 003, section 5.4.4.3.1, or the DSR VNFM Swagger
specification. Swagger specifications can be found post VNFM installation at (ht t ps: // <VNFM
| P>: 8443/ docs/ vnf ).

Signaling VNF with Multiple XSI Support (1, 2 and 4 XSI
only)

*  Multiple XSI supports only DSR Signaling VNF.

*  DAMP vnf supports 1, 2 & 4 xsi interface.

*  STPMP vnf supports 1, 2, & 4 xsi interface.

*  IPFE vnf supports 1, 2, & 4 xsi interface.

*  UDR vnf supports only 1 & 2 xsi interface.

While passing the xsi Net wor k through request body. Add list of network in the xsi Net wor k.

For Example
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1 xsiNetwork

2 xsiNetwork

4 xsiNetwork

"xsi Network": [{
"name": " provi der-vl an500",
"subnet": [{

"nane": "<subnet-nane>",
"ipVersion": "IPv4"

1

]

"xsi Network": [{
“name": "provider-

vl an500",
"subnet": [{
"nane": "<subnet - nane>",

“ipVersion": "|Pv4"

H

H

{

“name": "provider-

vl an610",

"subnet": [{

"nane": "<subnet - nane>",

“ipVersion": "|Pv4"

H
}
]

"xsi Network": [{
"nane": "provider-
vl an500",
"subnet": [{
"nane": " <subnet - name>",

"ipVersion": "I|Pv4"

H

¥

{

"nane": "provider-

vl an610",

"subnet": [{

"nane": " <subnet - name>",

"ipVersion": "I|Pv4"

1

b

"nane": "provider-

vl an500",

"subnet": [{

"nane": " <subnet - name>",

"ipVersion": "I|Pv4"

H

¥

{

"nane": "provider-

vl an610",

"subnet": [{

"nane": " <subnet - name>",

"ipVersion": "I Pv4"

1
}
]

The sample request and response provided below represents signaling flavors without SBR
such as, DIAMETER, SS7 & DIAMETER+SS7, DIAMETER+UDR, and SS7+UDR, with
multiple xsi (1, 2, 4 xsi interface) for Dynamic IP and Fixed IP deployment model.

Sample Request

Resource URL: htt ps: //<<nmyhost -1 P>>: 8443/ vnf| cnl v1/vnf _i nst ances/ <VNF | D recei ved
fromcreate request>/instantiate

Accept: application/json

Cont ent - Type: application/json

X-Token: Token generated after login

Instantiating the first signaling VNF request for Dynamic IP (Dual Subnet) deployment model.
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{
“flavourld": "DI AVMETER',
"instantiationLevel Id": "small",
"ext Virtual Li nks": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [{
tidto"t,
"virtual Li nkDescl d": "active
NOAM',
"resourcel d":
"8addlec6- 367a- 4bla- 978d- 2c4eae3daec3”
h
{
tidto"t,
"virtual Li nkDescl d": "standby
NOAM',
"resourcel d":
"2bed5886- 8¢97- 4623- 8da3- 9¢500cce71e3"
}
1
"vi mConnectionlnfo":[ {
“id": "vimd",
"vinfType": "QOpenStack",
"interfacelnfo": {
"controllerUri": "https://oortcloud.us.oracl e.com 5000/ v3"
¥
"accesslinfo": {
"username": "dsrci.user",
"password": "xxxx",
"user Domai n": "Defaul t",
“proj ect Domain": "default",
"tenant": "DSR CI"
}
H,
"l ocal i zati onLanguage": "localizationLanguage",

"addi tional Parans": {
"xm Network": {
“name": "ext-net3",
"vi pSubnet Name": "ext-net-ipv6-subnet",

"subnet": [{
"ipVersion": "IPv6",
"name": "ext-net-ipv6-subnet”
¥
{ . .
"ipVersion": "lPv4",
"name": "ext-net-ipv4-subnet”
}
]
¥
"im Network": {
"name": "im-private",
"subnet": [{
"ipVersion": "IPv6",
"name": "test6"
¥
{ . .
"ipVersion": "IPv4",
"name": "test4"
}
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]
h
"xsi Network": [{
"nane": "ext-net2",
"subnet": [{
"ipVersion": "IPv6",
"name": "xsilPv6"
b
{ . .
"ipVersion": "IPv4",
"nane": "xsilPv4"
}
]
b
{
"name": "xsi Networ kDual 2",
"subnet": [{
"ipVersion": "IPv6",
"name": "xsi Networ kDual 2- | Pv6"
b
{ . .
"ipVersion": "IPv4",
"name": "xsi Networ kDual 2- | Pv4"
}
]
H,
“ntpServerlp": "10.250.32. 10",
"pri mar yNoanVnNane": " NOAMDO- 32cd6138",
"noantBgName": "dsr Net wor kGam NOAM 32c¢d6138_SG',
"soanfl avor": "dsr.soanf,
"soam nage": "DSR-8.4.0.3.0_85.17.0. vndk",
"soamAvai | abi | ityZone": "nova",
"ipfeFlavor": "dsr.ipfe",
"ipfelmge": "DSR-8.4.0.3.0_85.17.0. vmdk",
"ipfeAvail abilityZone": "nova",
"daFl avor": "dsr.da",
"dal nage": "DSR-8.4.0.3.0_85.17.0.vndk",
"daAvai | abi lityZone": "nova",
"stpFlavor": "dsr.stp",
"stplmage": "DSR-8.4.0.3.0_85.17.0.vndk",
"st pAvail abi | i tyZone": "nova"
}
}
j" Note:

The "vipSubnetName" field is used only in case of Dual Subnet.

Instantiating the first signaling VNF request for Dynamic IP deployment model.

{
"flavourld": "D AMETER+SS7",
"instantiationLevel Id": "small",
"ext Virtual Li nks": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [{
idtso ",
"virtual Li nkDescl d": "active
NOAM',
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"resourcel d":
"8addlec6- 367a- 4bla- 978d- 2c4eae3daec3”
h
{
tidtott,
"virtual Li nkDescl d": "standby
NOAM',
"resourcel d":
"2bed5886- 8¢97- 4623- 8da3- 9¢500cce71e3"
}
1
"vi mConnectionlnfo":[ {
“id": "vimd",
"vinfType": "QOpenStack",
"interfacelnfo": {
“controllerUri": "https://oortcloud.us.oracl e.com 5000/ v3"
¥
"accesslinfo": {
"username": "dsrci.user",
"password": "xxxx",
"user Domai n": "Default",
“proj ect Domain": "default",
"tenant": "DSR CI"
}
H,
"l ocal i zati onLanguage": "localizationLanguage",
"addi tional Parans": {
"xm Network": {
"nane": "ext-net3",
"subnet": [{
"ipVersion": "IPv6",
"name": "ext-net-ipv6-subnet”
H
h
"im Network": {
"name": "im-private",
"subnet": [{
"ipVersion": "IPv6",
"nane": "test6"
}H
h
"xsi Network": [{
"nane": "ext-net2",
"subnet": [{
"ipVersion": "IPv6",
"name": "xsilPv6"
}H
b
{
"nanme": "xsi Net wor kDual 2",
"subnet": [{
"ipVersion": "IPv6",
"name": "xsi Networ kDual 2- | Pv6"
}H
H,

“ntpServerlp": "10.250.32.10",

"pri mar yNoanVnNane": " NOAMDO- 32cd6138",
"noantgName": "dsr Net wor kGam NOAM 32cd6138_SG',
"soanFl avor": "dsr.soant,

"soam nage": "DSR-8.4.0.3.0_85.17.0.vndk",
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"soamAvai | abi | ityZone": "nova",
"ipfeFlavor": "dsr.ipfe",

"ipfelmge": "DSR-8.4.0.3.0_85.17.0. vmdk",
"ipfeAvail abilityZone": "nova",

"daFl avor": "dsr.da",

"dal mage": "DSR-8.4.0.3.0_85.17.0.vndk",
"daAvai | abi |l ityZone": "nova",

"stpFlavor": "dsr.stp",

"stplmage": "DSR-8.4.0.3.0_85.17.0.vndk",
"st pAvail abi | i tyZone": "nova"

Instantiating the first signaling VNF request for Fixed IP deployment.

{
"flavourld":"D AVETER+SS7",

"instantiationLevel Id":"smal ",
"ext Virtual Li nks": "ext Vi rtual Li nks",
"ext ManagedVi rt ual Li nks": [

{
"iditidlt,
"virtual Li nkDescld":"",
"resourcel d": "d6ébe6053- 78a9- 437a- al1l39- 4dc11792598a"
}
{
"iditid2",
"virtual Li nkDescld":"",
"resourcel d": "d6ébe6053- 78a9- 437a- al1l39- 4dc11792598a"
}
I
"vi mConnectionl nfo": [
{
"id" i "vimd",
"vi nType": " OpenSt ack",
“interfacelnfo":{
“control lerUri":"https://dpcl.us. oracl e. com 5000/ v3"
¥
"accesslnfo":{
"usernanme": "dsrvnfnl,
“password": " xxxx",
"user Domai n": "Defaul t",
“projectDomai n*: "default",
"tenant": "dsrvnfni
}
}
]

ocal i zati onLanguage": "l ocal i zat i onLanguage",
"addi tional Parans": {
“xm Net wor k" : {
"name": "ext-net4",
“subnet": [{
"i pVersion": "IPv4",
"nanme": "ext-net-subnet",
“fixedlps":{
"primrySoanXni | p": "10. 75. 218. 141",
"secondar ySoanmXmi | p":"10. 75. 218. 163",
"soanVi p":"10. 75. 218. 97",
"danmpXm | ps": [
"10. 75. 218. 38",
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"10.75.218. 137"
1.
"ipfeXmlps":[
"10. 75. 218. 153",
"10. 75. 218. 126"
1.
"stpXm | ps":|
"10.75.218. 67",
"10.75. 218. 84"

}

"im Network":{
"name":"im-private",
"subnet": [{
"name": "inm-private-sub",
"i pVersion": "IPv4",
"fixedl ps":{
“primarySoam mi | p":"192. 167.2.9",
"secondarySoam mi | p":"192. 167. 2. 10",
"dampl mi | ps": [
"192.167.2. 11",
"192.167.2. 12"
1
"ipfelmlps":[
"192.167. 2. 13",
"192.167. 2. 14"
1
"stplmlps":|
"192.167. 2. 15",
"192. 167. 2. 16"

H

"xsi Network": [

"name": "ext-net 4",
"subnet": [{
"nane": "ext-net4-subnet",
"i pVersion": "IPv4",
"fixedl ps":{
"dampXsi | ps": [
"10. 75. 218. 140",
"10. 75. 218. 155"
1
"i pfeXsilps":[
"10.75.218. 101",
"10. 75. 218. 22"
1
"stpXsilps":[
"10. 75. 218. 95",
"10. 75. 218. 108"

"name":"ext-net",
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"subnet": [{

"nane":"ext-net-subnet",
"i pVersion": "IPv4",
"fixedl ps":{
"dampXsi | ps": [
"10. 75. 218. 140",
"10. 75. 218. 155"
1
"i pfeXsilps":[
"10.75.218. 101",
"10. 75. 218. 22"
1
"stpXsilps":[
"10. 75. 218. 95",
"10. 75. 218. 108"

}
H

H,
"ntpServerlp":"10.250. 32. 10",

"pri mar yNoanVmNane" : " NOAMDO- ",
"noanBgName" : " dsr Net wor kCam NOAM__SG',
"soantl avor": "dsr.soanf,

"soam nage": "DSR-8.4.0.3.0_85.17.0.vndk",
"soamAvai | abi | ityZone": "nova",
"ipfeFlavor": "dsr.ipfe",

"ipfelmge": "DSR-8.4.0.3.0_85.17.0. vmdk",
"ipfeAvail abilityZone": "nova",

"daFl avor": "dsr.da",

"dal mage": "DSR-8.4.0.3.0_85.17.0.vndk",
"daAvai | abi lityZone": "nova",

"stpFlavor": "dsr.stp",

"stplmage": "DSR-8.4.0.3.0_85.17.0. vndk",
"st pAvai l abi l'ityZone": "nova"

}

Sample Response

202 Accept ed
Header s:

{

location: https://local host: 8443/ vnflcnmvl/vnf_| cmop_occs/| cnOp-
f b21f 9d3- 43ad- 46¢d- a03f - 7220bb36a5c6

date: Tue, 29 Jan 2019 10:39:24 GMI

content-length: 0 content-type:

appl i cati on/ xn

}
Sample Request

Instantiating the signaling VNF request with SBR (DIAMETER+SBR, DIAMETER
+SS7+SBR, DIAMETER+SS7+SBR+UDR) with multiple xsi (1, 2, 4 xsi interface) generated
for Dynamic IP deployment model.

Resource URL: https://<<nyhost -1 P>>: 8443/ vnfl cnl v1/vnf _i nstances/ <VNF I D recei ved
fromcreate request>/instantiate

Accept: application/json
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Cont ent - Type: application/json

X-Token: Token generated after login

{
"flavourld": "DI AVETER+SBR',
"instantiationLevel Id": "small",
"ext Virtual Li nks": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [{
"idto"t,
"virtual Li nkDescld": "active
NOAM',
"resourcel d":
"8addlec6- 367a- 4bla- 978d- 2c4eae3daec3”
h
{
"idto"t,
"virtual Li nkDescl d": "standby
NOAM',
"resourcel d":
"2bed5886- 8¢c97- 4623- 8da3- 9¢500cce71e3"
1
1
"vi mConnectionlnfo":[ {
"id": "vimd",
"vinfType": "QpenStack",
"interfacelnfo": {
"controllerUri": "https://oortcloud.us.oracle.com 5000/ v3"
¥
"accesslinfo": {
"username": "dsrci.user",
"password": "xxxx",
"user Domai n": "Default",
"projectDomain": "default",
"tenant": "DSR CI"
}
H,
"l ocal i zati onLanguage": "localizationLanguage",
"addi tional Parans": {
"xm Network": {
"nane": "ext-net3",
"subnet": [{
"nane": "ext-net3-
subnet ",
"i pVersion": "IPv4"
}H
h
"im Network": {
"name": "im-private",
"subnet": [{
"name": "im-private-
sub",
"i pVersion": "I Pv4"
}H
h
"xsi Network": [{
"nane": "ext-net2",
"subnet": [{
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"nane": "ext-net2-

subnet ",
"ipVersion": "l|Pv4"
}H
b
{
“"name": "ext-net5",
"subnet": [{
"name": "ext-netb5-
subnet ",
“ipVersion": "|Pv4"
}H
}
1
"sbrNetwork": {
"name": "ext-net3",
"subnet": [{
"name": "ext-net3-
subnet ",
"ipVersion": "l Pv4"
}H
b
“ntpServerlp": "10.250.32. 10",
"pri mar yNoanVnNane": " NOAMDO- 32cd6138",
"noantBgName": "dsr Net wor kGam NOAM 32cd6138_SG',
"soanfl avor": "dsr.soanf,
"soam nage": "DSR-8.4.0.3.0_85.17.0. vndk",
"soamAvai | abi | ityZone": "nova",
"ipfeFlavor": "dsr.ipfe",
"ipfelmge": "DSR-8.4.0.3.0_85.17.0. vrdk",
"ipfeAvail abilityZone": "nova",
"daFl avor": "dsr.da",
"dal mage": "DSR-8.4.0.3.0_85.17.0.vndk",
"daAvai | abi |l ityZone": "nova",
"sbrFlavor": "dsr.sbhr",
"sbrlmge": "DSR-8.4.0.3.0_85.17.0.vndk",
"sbrAvail abi li tyZone": "nova"
}
}

Instantiating the signaling VNF request with SBR (DIAMETER+SBR, DIAMETER
+SS7+SBR) with multiple xsi (1,2,4 xsi interface) generated for Fixed IP deployment model.

{
"flavourld": " DI AVETER+SBR',

"instantiationLevel Id":"small",

"ext Vi rtual Li nks": "ext Virtual Li nks",

"ext ManagedVi rt ual Li nks": [

{

tidtotidit,

"virtual Li nkDescl d": "active NOAM',

"resourcel d": "d6be6053- 78a9- 437a- a139- 4dc11792598a"
b

{

"idUtid2",

"virtual Li nkDescl d": " st andby NOAM',

"resourcel d": "d6be6053- 78a9- 437a- a139- 4dc11792598a"

}
1.
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"vi mConnectionl nfo": [

{

"id":tvimd",

"vi niType": " OpenSt ack",

"interfacelnfo":{

"controllerUi":"https://dpcl.us. oracl e.com 5000/ v3"
b
"accesslnfo":{

"username": "dsrvnfnt,
"password": " xxxx",

"user Donmai n": "Default",
"project Domai n": "default",
"tenant":"dsrvnfnf

}

}

]

"l ocal i zati onLanguage": "l ocal i zati onLanguage",
"addi ti onal Parans": {
"xm Net wor k" : {
"name": " ext - net 4",
"subnet": [{
"name": "ext-net4-subnet",
"i pVersion":"IPv4",
"fixedl ps":{
“pri marySoanXmi | p": " 10. 75. 218. 141",
"secondar ySoanmXmi | p":"10. 75. 218. 163",
"soanVi p":"10. 75. 218. 97",

"dampXmi | ps": [
"10. 75. 218. 38",
"10.75.218. 137"
1
"ipfeXmlps":[
"10. 75. 218. 153",
"10. 75. 218. 126"
1
"shrXm | ps": [
"10.75.218. 67",
"10. 75. 218. 84",
"10.75.218. 184"
]
}
H
b
"im Network":{
"name":"im-private",
"subnet": [{
"name": "inm-private-sub",
"i pVersion":"IPv4",
"fixedlps":{

“primarySoam nilp":"192. 167.2. 1",
"secondarySoam mi | p":"192. 167. 2. 2",
"dampl milps": [
"192.167.2.3",
"192.167. 2. 4"
1
"ipfelmlps":[
"192.167.2.5",
"192.167.2.6"
1
"sbhrimlps":[
"192.167.2.7",
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"192.167.2.8",
2.9"

"192. 167.
]
}
H
b
"shr Net wor k" : {
"name":"ext-net7",
"subnet": [{
"nane": "ext-net7-subnet",
"i pVersion": "I Pv4",
"fixedlps":{
"shr Net wor kI ps": [
"10. 196. 218. 95",
"10. 196. 218. 108",
"10. 196. 218. 18"
]
}
H
b

"xsi Network": [{
"name": "ext-net4",
"subnet": [{
"nane": "ext-net4-subnet",
"ipVersion":"IPv4",

“fixedlps":{
"danmpXsi | ps": [
"10. 75. 218. 140",
"10. 75. 218. 155"
1,
"i pfeXsilps":[
"10. 75. 218. 101",
"10. 75. 218. 22"
]
}
¥
{
"nane": "ext-net 4",
"subnet": [{
"name": "ext-net-sub",
"ipVersion":"IPv4",
"fixedlps":{
"dampXsi | ps": [
"10. 75. 218. 42",
"10. 75. 218. 122"
1
"i pfeXsilps":[
"10. 75.218. 91",
"10. 75. 218. 131"
]
}
}
]

"ntpServerlp":"10.250. 32. 10",
"pri mar yNoanVmName" : " NOAMDO- f 1888e6d",
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"noangName" : " dsr Net wor kCam NOAM f 1888e6d_SG'
"soanFl avor": "dsr.soant,

"soanl nage": "DSR-8.4.0.3.0_85.17.0. vndk",
"soamAvai | abi | i tyZone": "nova",
"ipfeFlavor": "dsr.ipfe",

"ipfelmge": "DSR-8.4.0.3.0_85.17.0. vrdk",
"i pfeAvail abilityZone": "nova",

"daFl avor": "dsr.da",

"dal nage": "DSR-8.4.0.3.0_85.17.0.vndk",
"daAvai | abi | i tyZone": "nova",

"sbrFlavor": "dsr.sbhr",

"sbrlmge": "DSR-8.4.0.3.0_85.17.0.vndk",
"sbrAvail abi | ityZone": "nova"

For signaling flavors with UDR with multiple xsi (1 and 2 XSI interface) for Fixed IP
deployment model

{

"flavourld": "D AVMETER+UDR",
"instantiationLevel Id":"small",
"ext Virtual Li nks": "ext Virtual Li nks",
"ext ManagedVi rt ual Li nks": [

{
"id"tidlt,
"virtual Li nkDescl d": "active NOAM',
"resourcel d":"6ba09324- 0568- 4489- bdb6- bcc9bb6218a3"
¥
{
"id""id2",
"virtual Li nkDescl d": "standby NOAM',
"resourcel d":"379e4f ce- 61a7- 4323- 8ee3- d548e819042f "
}
1
"vi nConnectionl nfo": [
{
"id""vimd",
"vi nType": " OpenSt ack",
"interfacelnfo":{
"controllerUri":"https://dpcl.us.oracl e.com 5000/ v3"
¥
"accesslnfo":{
"user nanme": "dsrvnf ',
"password": " xxxx",
"user Domai n": "Default",
"proj ect Domain": "default",
"tenant":"dsrvnfnf
}
}
]

"l ocal i zati onLanguage": "l ocal i zati onLanguage",
"addi tional Params": {

"xm Network": {
"nane": "ext-net4",
"subnet":[{

"name": "ext-net4-subnet",

"ipVersion":"IPv4",

"fixedl ps":{
"primarySoanXm | p": " 10. 75. 218. 207",
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"secondar ySoamXmi | p":"10. 75. 218. 218",
"soanVi p":"10. 75. 218. 204",
"primryUdrXm | p":"10.75.218. 243",
"secondaryUdr Xm | p": " 10. 75. 218. 223",
"udrVip":"10.75. 218. 191",
"dampXm | ps": [

"10. 75. 218. 196",

"10. 75. 218. 213"

1
"ipfeXmlps":[
"10. 75. 218. 226",
"10.75. 218. 216"
]
}
H
¥
"im Network":{
"name":"im-private",
"subnet": [{

"name": "inm-private-sub",

"i pVersion":"IPv4",

"fixedl ps":{
“primarySoam m | p":"192. 167.2. 1",
"secondarySoam mi | p":"192. 167. 2. 2",
"primryUdrimlp":"192. 167.2. 3",
"secondaryUdr | m | p":"192. 167. 2. 4",

"dampl mi | ps": [
"192.167.2.5",
"192.167.2.6"
1
"ipfelmlps":[
"192.167.2. 7",
"192.167.2.8"
]
}
H
b
"xsi Network": [{
"name": "ext-net 4",
"subnet": [{
"nane": "ext-net4-subnet",
"i pVersion":"IPv4",
"fixedlps":{
"dampXsi | ps": [

"10. 75. 218. 214",
"10. 75. 218. 217"

1

"ipfeXsilps":|[
"10.75.218. 149",
"10. 75. 218. 238"

]

rimaryUdr Xsi | ps": [

"10. 75. 218. 201"

]

econdar yUdr Xsi | ps": [

"10. 75. 218. 215"

H
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{
"nane": "ext-net4",
"subnet": [{
"name": "ext-net4-subnet",
"i pVersion": "l Pv4",
"fixedl ps":{
"dampXsi | ps": [
"10. 75. 218. 235"
"10. 75.218. 178"
1
"i pfeXsilps":[
"10. 75. 218. 225"
"10. 75. 218. 219"

1
"primryUdrXsilps":[
"10.75.218. 175"

1
"secondar yUdr Xsi | ps": [
"10. 75. 218. 230"

H

H,
"ntpServerlp":"10.250. 32. 10",

"pri mar yNoanVmNane" : " NOAMDO- a2eaba59",

"noanBgName" : " dsr Net wor kCam NOAM a2eaba59_SG'

"soanFl avor": "dsr.soanf,

"soam nage": "DSR-8.4.0.3.0_85.17.0.vndk",
"soamAvai | abi | ityZone": "nova",
"ipfeFlavor": "dsr.ipfe",

"ipfelmge": "DSR-8.4.0.3.0_85.17.0. vmdk",
"ipfeAvail abilityZone": "nova",

"daFl avor": "dsr.da",

"dal nage": "DSR-8.4.0.3.0_85.17.0.vndk",
"daAvai | abi lityZone": "nova",

"udr Fl avor": "udr. noant,

"udrlmage": "DSR-8.4.0.3.0_85.17.0.vndk",
"udr Avai | abi l'i tyZone": "nova"

}

Sample Response
Instantiating the signaling VNF with SBR response

202 Accepted
Header s:

| ocation: https:// <<VNFM HOST | P>>: 8443/ vnfl cm v1/vnf _| cmop_occs/ | cnOp-

f00678f 4- ea8e- 417f - 9c5a- €126926db402
date: Wed, 13 Feb 2019 09:55:01 GV
content-length: 0

content-type: application/xm

Sample Request

For signaling flavors with DIAMETER+SS7+SBR+UDR with multiple xsi (2 XSI interface)

for Fixed IP deployment model.

{"flavourld": "Dl AMETER+SS7+SBR+UDR",
"instantiationLevel Id": "small",
"extVirtual Links": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [
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{
“id': tidl,
"virtual Li nkDescl d": "active NOAM',
"resourcel d": "790bf 9f 7- 8834- 4c3a- bd17- 5544ef 56848"
¥
{
“id': id2",
"virtual Li nkDescl d": "standby NOAM',
"resourceld": "1776d877-f643-45d6- b6da- bf 1a540a01d1"
}
1
"vi mConnectionlnfo": [
{
"id": "vimd",
"vinfType": "QOpenStack",
"interfacelnfo": {
“controllerUi": "https://oortcloud.us.oracle.com5000/v3"
b
"accesslinfo": {
"username": "dsrvnfn',
"password": "XXXXxX",
"user Domai n": "Defaul t",
“proj ect Domain": "default",
"tenant": "dsrvnfnf
}
}
1
"l ocal i zati onLanguage": "localizationLanguage",

"additional Parans": {
"xm Network": {
"nanme": "ext-net4",

"subnet": [{
"nane": "ext-net4-subnet"”,
"ipVersion": "I|Pv4",
"fixedlps": {

"pri marySoanXmi | p": "10.75.218. 91",

"secondar ySoanmXmi | p": " 10. 75. 218. 223",
"soanVi p":"10. 75. 218. 36",
"primryUdrXm | p":"10.75.218. 180",
"secondaryUdr Xm | p": " 10. 75. 218. 205",
"udrVip":"10.75. 218. 121",

"danmpXni | ps":
["10.75.218.242","10. 75. 218. 194"],
"ipfeXmlps":
["10.75.218. 159", "10. 75. 218. 198"],
"stpXm | ps":
["10.75.218.241","10. 75. 218. 128"],
"sbrXm | ps":
["10.75.218. 147","10. 75. 218. 209", "10. 75. 218. 105" ]
}
H
|3
"im Network": {
"name": "im-int",
"subnet": [{
"nane": "im-int-sub",
"ipVersion": "IPv4",
"fixedlps": {

"pri marySoan milp": "192.167.2.0",
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["192.167.2.4","192.167.2.5"],

["192.167.2.6","192. 167.2.7"],

["192.167.2.8","192.167.2.9"],

"secondarySoam mi | p":"192. 167. 2. 1",
"primryUdrimlp":"192. 167.2.2",
"secondaryUdrinmlp":"192. 167. 2. 3",
"danpl m | ps":

"ipfelmlps":

"stplmlps":

"sbrimlps":

["192.167.2.10","192. 167. 2. 11","192. 167. 2. 12"]

H
b

"shrNetwork": {

“name": "ext-
"subnet": [{

}

net 4",

"nanme": "ext-net4-subnet"”,

"i pVersion": "IPv4",
"fixedl ps": {

["10.75.218. 231", "10. 75. 218. 236", "

"xsi Network": [{

["10. 75.

. 218.

. 218.

218.

. 218.

. 218.

. 218.

. 218.

. 218.

. 218.

1
b
“name": "ext-
"subnet": [{

"sbr Net wor kl ps":
10. 75. 218. 244" ]

}

net 4",

"nane": "ext-net4-subnet"”,

238","10.75.218. 47"],
239","10.75.218.93"],

214" ,"10.75.218.19"],

pVersion": "I Pv4",

fixedl ps": {
"danmpXsi | ps":
"ipfeXsilps":
"st pXsilps":

"primryUdr Xsilps":

"secondar yUdr Xsi | ps":

“name": "ext-net4",
"subnet": [{

228",
235"
}
¥
{
230", "10. 75. 218. 225"],

49","10. 75. 218. 245" ],
170", "10. 75. 218. 224"],

233'],

"nane": "ext-net4-subnet",

“i pVersion": "IPv4",

"fixedlps": {
"danpXsi | ps":
"i pfeXsilps":
"stpXsilps":
“primaryUdr Xsi | ps":

"secondar yUdr Xsi | ps":
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["10. 75. 218. 227"]

}
}

ntpServerlp": "10.250.32.10",

"pri maryNoamvVmNane": " NOAMDO- d8f c80a2",
"noanSgName": "dsr Net wor kGam NOAM d8f c80a2_SG'
"soanFl avor": "dsr.soant,

"soanm mage": "DSR-8.4.0.3.0_85.17.0.vmdk",
"soamAvai | abi | i tyZone": "nova",
“ipfeFlavor": "dsr.ipfe",

“ipfelmage": "DSR-8.4.0.3.0_85.17.0. vrdk",
"i pfeAvailabilityZone": "nova",

"daFl avor": "dsr.da",

"dal nage": "DSR-8.4.0.3.0_85.17.0. vndk",
"daAvai | abi | i tyZone": "nova",

"udr Fl avor": "udr. noant,

"udrlmage": "DSR-8.4.0.3.0_85.17.0.vndk",
"udrAvai |l abi lityZone": "nova",
"sbrFlavor": "dsr.sbr",

"sbrlmge": "DSR-8.4.0.3.0_85.17.0.vndk",
"sbrAvail abilityZone": "nova"

i3

Sample Response

Instantiating the signaling VNF with DI AVETER+SS7+SBR+UDR response
202 Accept ed

Header s:

| ocation: https:// <<VNFM HOST | P>>:8443/vnflcnm vl/vnf_| cmop_occs/| cnOp-
f 00678f 4- eaBe- 417f - 9c5a- €126926db402

date: Wed, 13 Feb 2019 09:55:01 GMI

content-length: 0

content-type: application/xn

Sample Request

For signaling flavors with DIAMETER+SS7+SBR+UDR with multiple xsi (2 XSI interface)
for Dynamic IP deployment model.

{"flavourld": "DI AMETER+SS7+SBR+UDR",
"instantiationLevel Id": "small",
"ext Virtual Li nks": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [

{

“id': tidl",

"virtual Li nkDescld": "active NOAM',

"resourcel d": "790bf 9f 7- 8834- 4c3a- bd17- 5544ef 5e6848"
b
{

“idh: tid2",

"virtual Li nkDescl d": "standby NOAM',

"resourceld": "1776d877-f 643-45d6- b6da- bf 1a540a01d1"
}

]

"vi mConnectionlnfo": [

llidll: |lvi mdn’
"vinfType": "OpenStack",
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"interfacelnfo": {

“controllerUi": "https://oortcloud.us.oracle.com5000/v3"
b
"accesslinfo": {

"username": "dsrvnfn',

"password": "XXXXxX",

"user Domai n": "Defaul t",

“proj ect Domain": "default",

"tenant": "dsrvnfnf

}

}

]

"l ocal i zati onLanguage": "localizationLanguage",
"addi tional Parans": {
"xm Network": {

"name": "ext-net4",

"subnet": [{
"name": "ext-net4-subnet",
“ipVersion": "|Pv4"
H
¥
"im Network": {
"name": "im-int",
"subnet": [{
"nane": "im-net-sub",
"ipVersion": "l Pv4"
H
¥
"xsi Network": [
{
"name": "ext-net4",
"subnet": [{
"nane": "ext-net4-subnet",
"ipVersion": "l Pv4"
H
b
{
"name": "ext-net4",
"subnet":[{
"nane": "ext-net4-subnet",
"ipVersion": "IPv4"
1
}
]

"shrNetwork": {
"name": "ext-net4",
"subnet": [{
"name": "ext-net4-subnet",
"ipVersion": "|Pv4"

H

ntpServerlp": "10.250.32.10",

"pri maryNoamvVmNane": " NOAMDO- d8f c80a2",
"noanSgName": "dsr Net wor kGam NOAM d8f c80a2_SG'
"soanfl avor": "dsr.soant,

"soanl mage": "DSR-8.4.0.3.0_85.17.0.vmdk",
"soamAvai | abi | i tyZone": "nova",

“ipfeFlavor": "dsr.ipfe",

“ipfelmage": "DSR-8.4.0.3.0_85.17.0. vndk",

"i pfeAvailabilityZone": "nova",

"daFl avor": "dsr.da",
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"dal nage": "DSR-8.4.0.3.0_85.17.0. vndk",
"daAvai | abi | i tyZone": "nova",

"udr Fl avor": "udr. noant,

"udrlmage": "DSR-8.4.0.3.0_85.17.0.vndk",
"udrAvail abi lityZone": "nova",
"sbrFlavor": "dsr.sbr",

"sbrlmge": "DSR-8.4.0.3.0_85.17.0.vndk",
"sbrAvail abilityZone": "nova"

i3

Sample Response

Instantiating the signaling VNF with DI AVETER+SS7+SBR+UDR response
202 Accept ed

Header s:

| ocation: https:// <<VNFM HOST | P>>:8443/vnflcnlvl/vnf_|l cmop_occs/| cnOp-
f 00678f 4- eaBe- 417f - 9c5a- €126926db402

date: Wed, 13 Feb 2019 09:55:01 GMI

content-length: 0

content-type: application/xni

j" Note:

*  The 202 response means that the request was accepted for processing. The VNF
might take up to 15 minutes to become fully operational. Use the DSR GUI to
determine when the VNF is operational.

* Ifthe VNFM creates a VNF that is operational, but has no DIAMETER
configuration data, then create the necessary configuration data (peers,
connections, etc.) to perform DIAMETER routing.

*  The flavor ID must be selected based on the VMs to be deployed and the
instantiation level must be selected based on the number of VMs required.

e Only the IPs of the required VM must be provided in the f i xedl p parameter.
For Example

“flavorld": "DI AMETER+SS7", "instantiationLevelld": "small" - This brings
up 2 SOAM, 2 DAMP, 2 IPFE, 2 STP servers.

*  The user must provide pri mar ySoanmXmi | p( 1), secondar ySoanXni | p(1),
soanVi p( 1), danpXnmi | ps(2),ipfeXm | ps(2), stpXm | ps(2), dampXsilps(2),
i pfeXsilps(2),stpXsilps(2)

Detailed explanation of XMI, IMI and XSI Network

The detailed explanation of XMI and XSI Network for the additional parameters are provided
below:

For XMI Network

"xm Net wor k" : {
"nanme":"<NAME of the network of XM |PS >",
"subnet": [{
"name": "<Name of the Subnet of XM network>"
"ipVersion": "l Pv4",
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“fixedl ps":{
“primarySoamXm | p": " <ACTI VE SOAM XM | P>",
"secondar ySoamXm | p": " <STANDBY SOAM XM | P>",
"soanVi p": " <SOAM VI P>",
"dampXm | ps": |
"<DAMP 00 XM | P>",
"<DAMP 01 XM | P>"

I
“ipfeXmlps":[
"<|PFE 00 XM | P>",
"<|PFE 01 XM |P>"
I
"stpXmlps": [
"<STP 00 XM | P>",
"<STP 01 XM | P>"
]
}
H
}
For IMI Network
"xm Networ k" : {
"name": " <NAME of the network of XM [PS >",
"subnet": [{

"name": "<Name of the Subnet of XM Network>",
"ipVersion":"IPv4",
"fixedl ps":{
"primarySoan mi | p": " <ACTIVE SOAM IM | P>",
"secondarySoam mi | p": " <STANDBY SOAM IM | P>",
"danpl mi | ps": [
"<DAMP 00 IM |P>",
"<DAMP 01 IM |P>"

1
"ipfelmlps":[
"<IPFE 00 IM |P>",
"<IPFE 01 IM |P>"
1
"stplmlps":[
"<STP 00 IM |P>",
"<STP 01 IM | P>"
]
}
1
}
For XSI Network

"xsi Networ k" : [
{
"nane":"<NAME of the network of XSI 1>",
“subnet": [{
"nane": "<Nanme of the Subnet of XSI-1 network>",
“ipVersion":"IlPv4",
“fixedlps":{
“danmpXsi | ps": |
"<DAMPOO XSI 1 |P>",
"<DAMP 01 XSI 1 |IP>"
1
“ipfeXsilps":|
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"<| PFEOO XSI 1 IP>",
"<| PFEO1 XSI 1 IP>"
1,
"stpXsilps":[
"<STPOO XSI 1 IP>",
"<STPO1 XSI 1 |P>"

H
b
{
"name":"<NAME of the network of XSI 2>",

"subnet": [{
"name": "<Name of the Subnet of XSI-2 network>",
"i pVersion":"IPv4",
“fixedl ps":{
"dampXsi | ps": |
"<DAMPOO XSI 2 | P>",
"<DAMPO1 XSI 2 | P>"
I
"ipfeXsilps":|[
"<| PFEOO XSI 2 | P>",
"<| PFEO1 XSI 2 | P>"
I
"stpXsilps":[
"<STPOO XSI 2 |P>",
"<STPO1 XSI 2 | P>"

}
}H
1]

The following describes the parameters used for sending request to VNFM.

Table 9-6 Parameters and Definitions for Signaling VNF with Multiple XSI
|

Parameters Definitions

flavourld Identifier of the VNF deployment flavor to be
instantiated

instantiationLevelld Identifier of the instantiation level of the
deployment flavor to be instantiated. If not present,
the default instantiation level as declared in the
VNFD is instantiated.

resourcel d The identifier of the resource (active NOAM and
then standBy NOAM) in the scope of the VIM or
the resource provider

xm Net wor k Network that is used to provide access to the DSR
entities (GUI, ssh), and for inter-site
communication

xsi Net wor k Network used for DSR signaling traffic

i m Net wor k Network used to provide access to the DSR entities
(GUI, ssh), and for internal communication

name Network name, for example; ext-net

i pVersi on IP version IPv4 or IPv6

xsi Net wor k Network that is used for DSR signaling traffic

nt pServer| P IP of the NTP server

ORACLE
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Table 9-6 (Cont.) Parameters and Definitions for Signaling VNF with Multiple XSI
|

Parameters

Definitions

pri mar yNoamVmName

Name of primary NOAM VM on which the
configured XML is loaded

noanSgNane

The server group of the NOAM VM

pri marySoamXmi | p

IP address of primary SOAM

secondar ySoanXmi | p

IP address of secondary SOAM

soanVi p VIP of SOAM

danpXmi | ps List of DAMP external management IPs (only if
DAMPs are being instantiated)

i pfeXni | ps List of IPFE external management IPs (only if
IPFEs are being instantiated)

st pXm | ps List of vSTP external management IPs (only if
STPs are being instantiated)

danpXsi | ps List of DAMP signaling IPs (only if DAMPs are
being instantiated)

i pfeXsilps List of IPFE signaling IPs (only if IPFEs are being
instantiated)

st pXsi | ps List of STP signaling IPs (only if STPs are being

instantiated)

pri maryUdr Xnmi | p

IP address of primary UDR (only if UDRs are
being instantiated)

secondar yUdr Xmi | p

IP address of secondary UDR (only if UDRs are
being instantiated)

udr Vi p

VIP address of UDR (only if UDRs are being
instantiated)

pri mar yUdr Xsi | ps

List of primary UDR signaling IPs (only if UDRs
are being instantiated)

secondar yUdr Xsi | ps

List of secondary UDR signaling IPs (only if
UDRs are being instantiated)

sbr Xm | ps

List of SBR external management IPs (only if
SBRs are being instantiated)

sbr Net wor ki ps

List of SBR replication port IPs (only if SBRs are
being instantiated)

pri marySoam m | p

IP address of primary SOAM for IMI

secondar ySoam mi | p

IP address of secondary SOAM for IMI

dampl mi | ps List of DAMP internal management IPs (only if
DAMPs are being instantiated)

i pfelnilps List of IPFE internal management IPs (only if
IPFEs are being instantiated)

stplmlps List of vSTP internal management IPs (only if

STPs are being instantiated)

primryUdrimip

IP address of primary UDR for IMI (only if UDRs
are being instantiated)

secondaryUdrimlp

IP address of secondary UDR for IMI (only if
UDRs are being instantiated)

sbrimlps

List of SBR internal management IPs (only if
SBRs are being instantiated)

soantl avor (optional)

flavor used for OpenStack deploys
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Table 9-6 (Cont.) Parameters and Definitions for Signaling VNF with Multiple XSI

Parameters

Definitions

soan nage (optional)

image used for OpenStack deploys

soamAvai | abi | i tyZone (optional)

name of logical partitioning in case of host
aggregate

i pf eFl avor (optional)

flavor used for OpenStack deploys

i pfel mage (optional)

image used for OpenStack deploys

i pfeAvail abilityZone (optional)

name of logical partitioning in case of host
aggregate

daFl avor (optional)

flavor used for OpenStack deploys

dal mage (optional)

image used for OpenStack deploys

daAvai | abi | ityZone (optional)

name of logical partitioning in case of host
aggregate

st pFl avor (optional)

flavor used for OpenStack deploys

stpl mage (optional)

image used for OpenStack deploys

st pAvail abi lityZone (optional)

name of logical partitioning in case of host
aggregate

sbrFl avor (optional)

flavor used for OpenStack deploys

sbrimage (optional)

image used for OpenStack deploys

sbr Avai | abi | ityZone (optional)

name of logical partitioning in case of host
aggregate

udr Fl avor (optional)

flavor used for OpenStack deploys

udr I mage (optional)

image used for OpenStack deploys

udr Avai | abi |'i tyZone (optional)

name of logical partitioning in case of host
aggregate

vi pSubnet Nane (In case of Dual Subnet)

name of VIP subnet to be used only in case of Dual
Subnet

Instantiating Multiple Signaling VNFs

Instantiating the APIGW VNF

ORACLE

To instantiate multiple Signaling VNFs, simply repeat the above procedures. You would need
to create another DSR Signaling VNF instance, and you must deploy each Signaling VNF on a

separate OpenStack instance.

j" Note:

For lab installations, a separate tenant on the same OpenStack instance is acceptable.

To start APIGW deployment, it is required to instantiate an APIGW VNF. Before deploying the
VNF, make sure the following information is available:

The VNF ID for a previously created APIGW VNF instance.

Information about the OpenStack instance on which the VNF must be deployed:
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*  OpenStack Controller URI
*  User Domain Name

*  Project Domain Id

*  Username

*  Password

¢ Tenant name

The name of a public network in the selected OpenStack instance that will carry APIGW
traffic.

The name of a public network in the selected OpenStack instance that will carry signaling
traffic.

j" Note:

This should be a different network than the one that carries APIGW traffic

The IP of an NTP server accessible by VMs within the selected OpenStack instance. The
OpenStack controller that controls the selected OpenStack instance, normally hosts an NTP
server, and is often a good choice.

For more information about the full list of all inputs and possible outputs of the instantiate
VNF command, see ETSI NFV-SOL 003, section 5.4.4.3.1, or the DSR VNFM Swagger
specification. Swagger specifications can be found post VNFM installation at ( https://<VNFM
1P>:8443/docs/vnfm/).

The following table contains the supported Instantiation levels to instantiate the VNF resource
for DSR APIGW VNF.

Table 9-7 Supported Instantiation levels for DSR APIGW VNF
|

APIGW Flavors Small Medium Large
supported by
VNFM ADMI APP DB ADMI AP DB AD AP DB
N N P MIN P
APIGW 1 1 Active/ 1 2 Active/ 1 3 Active/
Standby Standby Standby
Sample Request

Resource URL: https://<<VNFM HOST | P>>: 8443/ vnfl cm vl/vnf_instances/< VNF ID
received fromcreate request>/instantiate

Accept: application/json
Cont ent - Type: application/json
X-Token: Token generated after login

Instantiating APl GV Request gener at ed.

"flavourld": "APIGW,
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"instantiationLevelld": "small",
"ext Virtual Li nks": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [],

]

"vi mConnectionlnfo": [
{
"id": "vimd",
"vinlype": "QOpenStack",
"interfacelnfo": {
"controllerUi": "https://oortcloud.us.oracl e.com5000/v3"
¥
"accesslnfo": {
"username": "dsrat.user",
"password": "xxxx",
"user Domai n": "Default",
"projectDonain": "default",
"tenant": "DSR AT Dev 2"
}
}

ocal i zati onLanguage": "l ocalizationLanguage",

"additional Parans": {

}
}

"ntpServerlp": "10.250.32.10",
"keyNane": "api GnKey",
"xm Network": {

"name": "ext-net3",

"ipVersion": "lPv4",
"xm Subnet Name" : "ext-net3-subnet”
b
"im Network": {
"nane": "im-net",
"ipVersion": "lPv4",
"i m Subnet Name" : "im-subnet"
b
"xsi Network": {
"name": "ext-net3",
"ipVersion": "lPv4",
"xsi Subnet Name" : "ext-net3-subnet”
}

ext ernal LoadBal ancer": "10.10. 10. 10",

“ntu":"9000",

“dsrMPList”: “10.10. 10. 4: 49152",

“appServersVol unel ds”: [“320f 3557- 9a0a- 4c13- 9d19- d4f Of 755b941" ]

"api GvAppFl avor": "dsrapi gw. app",

"api GvAdni nFl avor": "dsrapi gw. adm n",

"dbServer Fl avor": "dsr.noant,

"api GvAppl mage": "DSRAPI G¥8.4.0.3.0_85.17. 0. vndk",
"api GvAdni nl nage": " DSRAPI GN8.4.0.3.0_85.17.0. vidk",
"dbServer|nage": "DSR-8.4.0.3.0_85.17.0.vndk",

"api gwAvai | abi lityZone": "nova"

Sample Response

Instantiating APIGW Request

202 Accepted
Headers:

{

[ ocation: https://l|ocal host:8443/vnflcm vl/vnf_| cmop_occs/ I cmDp-

f b21f 9d3- 43ad- 46cd- a03f - 7220bb36a5¢c6
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date: Tue, 29 Jan 2019 10:39:24 GV
content-length: 0 content-type:
application/xm

j" Note:

The 202 response means that the request was accepted for processing. The VNF might take up
to 6 minutes to become fully operational. Use the DSR GUI to determine when the VNF is
operational.

The supported flavor is APIGW.

The keyName is the name of the key that generates public & private key in openstack
dynamically while creating stack and this key is used to communicate over admin to app server
& DB server.

One push script executes and enables the OCSG. After successful execution of one push script,
the Admin portal and the App portals GUI comes up.

APIGW is configured automatically and it does not require manual intervention.

The following table describes the parameters used for sending request to VNFM.

Table 9-8 Parameters and Definitions for APIGW VNF

Parameters Definitions

flavourld Identifier of the VNF deployment flavor to be
instantiated

instantiationLevelld Identifier of the instantiation level of the

deployment flavor to be instantiated. If not present,
the default instantiation level as declared in the
VNFD is instantiated.

xm Net wor k Network that is used to provide access to the DSR
entities (GUI, ssh), and for inter-site
communication.

i m Net wor k Network used for internal communication of DSR
entities.

xsi Net wor k Network used for DSR signaling traffic

nt pServerlp IP of the NTP server

keyNarme Name of key-pair to be generated

ext er nal LoadBal ancer The external load balancer IP where the API is
exposed on

ntu Maximum transfer Unit to do scp file. For different

cloud values will be different. (Ex: For oort and
mvl-devl mtu value will be 9000 and for dpcl it
will be 1500.)

dsr MPLi st List of DSR MPs
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Table 9-8 (Cont.) Parameters and Definitions for APIGW VNF

|
Parameters Definitions

appSer ver sVol unel ds A JSON Array containing the volume IDs of the
volumes created by the user that is mounted to the
individual App Servers. The size/length of this
array should be equal to the number of App
Servers, which in turn depends on the flavor
chosen by the user.

api GvAdmi nFl avor (optional) flavor used for openstack deploys
api GuvAppFl avor (optional ) flavor used for openstack deploys
dberver Fl avor (optional) flavor used for openstack deploys
api GvAdm nl mage (optional) image used for openstack deploys
api GvAppl mage (optional) image used for openstack deploys
dberver |l nage (optional) image used for openstack deploys
api gwAvai | abi | i tyZone (optional) name of logical partitioning in case of host
aggregate

Instantiating the IDIH VNF

ORACLE

To start IDIH deployment, it is required to instantiate a signaling VNF. Before deploying the
VNF, make sure the following information is available:

The VNF ID for a previously created IDIH VNF instance.

Information about the OpenStack instance on which the VNF must be deployed:
*  OpenStack Controller URI

e User Domain Name

*  Project Domain Id

*  Username

e Password

¢ Tenant name

The name of a public network in the selected OpenStack instance that will carry the IDIH
traffic.

The IP of an NTP server accessible by VMs within the selected OpenStack instance. The
OpenStack controller that controls the selected OpenStack instance normally hosts an NTP
server, and is often a good choice.

The network ID of the private network in the selected OpenStack instance that will carry OAM
traffic. A signaling stack must be brought up first and then the ID of the internal network
generated from this stack must be used for instantiating IDIH.

The name of the internal private network in the selected OpenStack instance that will allow
communication between Application, Mediation, and Database servers.

For more information about the full list of all inputs and possible outputs of the instantiate
VNF command, see ETSI NFV-SOL 003, section 5.4.4.3.1, or the DSR VNFM Swagger
specification.
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Swagger specifications can be found post VNFM installation at (ht t ps: // <VNFM | P>: 8443/
docs/vnfm).

Determining the Signaling IMI Resource ID:

ORACLE

1. Navigate to Project -~ Network -> Networks.
2. Open the Network used for intra-site communication with Signaling VNF (imi).

3. The IMI resource ID is the ID of this network.

The following table informs about the supported Instantiation levels to Instantiate VNF
resource for IDIH VNF:

Table 9-9  Supported Instantiation levels for IDIH VNF
- ___________ |

IDIH Flavors supported by VNFM APP (Small) MEDIATION | DB (Small)
(Small)
IDIH 1 1 1
Sample Request

Instantiating IDIH Request for dynamic IP deployment

Resource URL: https://<<VNFM HOST | P>>: 8443/ vnfl cm v1/vnf_i nstances/ <VNF | D
received fromcreate request>/instantiate

Accept: application/json
Cont ent - Type: application/json

X-Token: Token generated after |ogin

{
"flavourld":"I D H',
"instantiationLevel Id":"small",
"ext Virtual Li nks": "ext Virtual Li nks",
"ext ManagedVi rt ual Li nks": [
{

"id"tid1,

"virtual Li nkDescld":" Network ID of the network used for intra-site
comuni cation(im) with Signalling VNF',

“resourcel d":"aae72b3d- d189- 4464- a217- 58bb0320065b"

}
I
"vi nConnectionlnfo": [
{
"id":"vimd",
"vi nType": " OpenSt ack",
“interfacelnfo":{
“control lerUi":"https://oortcloud. us.oracl e. com 5000/ v3"
h
"accesslnfo":{
"username": "dsrat.user",
“password": " xxxx",
"user Domai n": "Defaul t",
“projectDomai n": "default",
"tenant": " DSRAT_Feat ure_Test 4"
}
}
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]

ocal i zati onLanguage": "l ocal i zati onLanguage",
"addi tional Parans": {
"ntpServerlp":"10.250. 32. 10",
"xm Network": {
"name": "ext-net3",
"i pVersion": "l Pv4",
"xm Subnet Nane" : "ext-net3-subnet”
b
"i di hl nt Net wor k": {
“idihlntPrivateNetwork":"test",
“idi hlntPrivateSubnet":"test-sub",
}
"i di hAppFl avor": "appl -idih",
“idi hMedFl avor": "med-idih",
"idi hDbFl avor": "db-idih",
"i di hAppl mage": "apps-8.2.2.0.0_82.30.0.vndk",
"idi hMedl mage": "nediation-8.2.2.0.0_82.30.0.vndk",

"i di hDbl nage": "oracle-8.2.2.0.0_82.30.0.vndk",
"i di hAvail abi | ityZone": "nova"

}

Instantiating IDIH Request for fixed IP deployment

{

"flavourld":"I D H',
"instantiationLevel Id":"small",
"ext Virtual Li nks": "ext Virtual Li nks",

"ext ManagedVi rt ual Li nks": [

"id"tidlt,
"virtual LinkDescld":" Network ID of the network used for intra-site

comuni cation(im) with Signalling VNF',

"resourcel d":"aae72b3d- d189- 4464- a217- 58bb0320065b"

1,
"vi nConnectionlnfo": [
{
"id"rtvimd",
"vi nType": " OpenSt ack",
"interfacelnfo":{
"controllerUri":"https://oortcloud.us. oracl e. com 5000/ v3"
3
"accesslnfo":{
"usernanme": "dsrat. user",
"password": " xxxx",
"user Domai n": "Defaul t",
"proj ect Domain": "default",
"tenant": " DSRAT_Feat ure_Test 4"
}
}
]

ocal i zati onLanguage": "l ocal i zati onLanguage",
"addi tional Params": {
"ntpServerlp":"10. 250. 32. 10",
"xm Network": {
"nane": "ext-net3",
"ipVersion": "l Pv4",
"xm Subnet Nane" : "ext-net3-subnet",
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“fixedlps":{

"i di hDoXm I p":"10. 75. 218. 30",

"idi hMedXm I p":"10.75.218. 19",
"i di hAppXm I p":"10.75.218. 49"

H

"i di hl nt Net wor k": {
“idihlntPrivateNetwork":"test",
“idihlntPrivateSubnet":"test-sub",

}
"i di hAppFl avor": "appl-idih",
"i di hMedFl avor": "nmed-idih",
"i di hDoFl avor": "db-idih",
"i di hAppl mage": "apps-8.2.2.0.0_82.30.0.vndk",
"idi hMedl mage": "mediation-8.2.2.0.0_82.30.0.vndk",
"i di hDbl mage": "oracle-8.2.2.0.0_82.30.0.vndk",
“i di hAvail abilityZone": "nova"
}

}

Sample Response
Instantiating IDIH Request

202 Accepted
Header s:

{

[ ocation: https://l|ocal host:8443/vnflcm vl/vnf_| cmop_occs/ I cmDp-
f b21f 9d3- 43ad- 46cd- a03f - 7220bb36a5c6

date: Tue, 29 Jan 2019 10:39:24 GVI

content-length: 0 content-type:

appl i cation/xm

;" Note:

The 202 response means the request was accepted for processing. The VNF might take up to 6
minutes to become fully operational. Use the DSR GUI to determine when the VNF is
operational.

The supported flavor is IDIH.

The following table describes the parameters used for sending request to VNFM.

Table 9-10 Parameters and Definitions for IDIH VNF
|

Parameters Definitions

flavourld Identifier of the VNF deployment flavor to be
instantiated

instantiationLevelld Identifier of the instantiation level of the

deployment flavor to be instantiated. If not present,
the default instantiation level as declared in the

VNEFD is instantiated.
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Table 9-10 (Cont.) Parameters and Definitions for IDIH VNF
- ______________________________________|

Parameters Definitions

resourceld The Identifier of the Private network (imi) of the
Signaling VNF

xmiNetwork Network that is used to provide access to the DSR
entities (GUI, ssh), and for inter-site
communication

IdihIntNetwork Private network for communication between
application, mediation and database servers

ntpServerlp IP of the NTP server

idihDbXmilp Fixed IP address of IDIH database server

idihMedXmilp Fixed IP address of IDIH mediation server

idihAppXmilp Fixed IP address of IDIH application server

idihApplmage (optional)

image used for openstack deploys

idihMedimage (optional)

image used for openstack deploys

idihDblmage (optional)

image used for openstack deploys

idihAppFlavor (optional)

flavor used for openstack deploys

idihMedFlavor (optional)

flavor used for openstack deploys

idihDbFlavor (optional)

flavor used for openstack deploys

idihAvailabilityZone (optional)

name of logical partitioning in case of host
aggregate

Instantiating the SDS Network OAM VNF

SDS NOAM is a setup of following three servers:

ORACLE

*  Primary Noam
*  Secondary Noam

*  Query Server

In order to start a SDS deployment, it is required to instantiate a SDS Network OAM VNF.
Before deploying the VNF, the following information must be available:

*  The VNF ID for a previously created SDS network OAM VNF instance.

*  Information about the OpenStack instance on which the VNF must be deployed:

—  OpenStack Controller URI

—  User Domain Name
—  Project Domain Id
—  Username

—  Password

—  Tenant name

*  The name of a public network in the selected OpenStack instance that will carry the OAM

traffic.
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*  The IP of an NTP server accessible by VMs within the selected OpenStack instance. The
OpenStack controller that controls the selected OpenStack instance normally hosts an NTP
server, and is often a good choice.

—  Supported for IPv6 networks - ipVersion should be "IPv6" in the request Body. The
GUI can be accessed by the following URL: htt ps: / /[ <SDS- NOAM v P>]
For example: https://[fd0d: deba: d97c: 2c: 6e41: 6af f: f ec7: 80bf ]

For more information about the full list of all inputs and possible outputs of the instantiate
VNF command, see ETSI NFV-SOL 003 , section 5.4.4.3.1, or the DSR VNFM Swagger
specification . Swagger specifications can be found post VNFM installation at (ht t ps: // <VNFM
| P>: 8443/ docs/ vnfnl).

Expected Alarms:

* 31226 - HA Availability Status Degraded (Major Alarm)

* 10012 - Table change responder failed (Major Alarm)

* 14101 - No Remote Connections (Major Alarm)

* 10073 - Server Group Max Allowed HA Role Warning (Minor Alarm)

Sample Request: Sample Request for DYNAMIC IP deployment model

Resource URL: https://<<VNFM HOST | P>>: 8443/ vnf| cm v1/vnf _i nstances/ <VNF | D
received fromcreate request>/instantiate

Accept: application/json
Cont ent - Type: application/json

X-Token: Token generated after login

{
"flavourld": "SDS NOAM',

"instantiationLevel Id": "HA",
"ext Virtual Li nks": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [],

"vi mConnectionlnfo":[ {

“id": "vimd",

"vi nType": "OpenStack",

"interfacelnfo": {

"controllerUri": "https://oortcloud. us. oracl e. com 5000/ v3"

},

"accessInfo": {
"username": "dsrci.user",
"password": "Xxxxxx",
"user Domai n": "Default",
"proj ect Domain": "default",
“tenant": "DSR C"

H,

"l ocal i zati onLanguage": "l ocalizationlLanguage",
"additional Parans": {
"xm Network": {
"nane": "ext-net3",
"vi pSubnet Nane": "ext 6- net 3- subnet ",
"subnet": [{
"ipVersion": "IPv6",
"nane": "ext 6- net 3- subnet "
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"ipVersion":"IPv4",
"nane" : "ext-net3-subnet"”

H
},

"im Network": {
"nane": "im-net3",
"subnet":[{
"ipVersion": "IPv6",
"nane":"im 6-net 3-subnet”
b
{ . .
"ipVersion":"lPv4",
"nane" : "im-net3-subnet”

H
}

"ntpServerlp": "10.250.32.10",

"sdsNoanfl avor": "sds. noant,

"sdsQsFl avor": "sds. noant,

"sdsNoam mage": "SDS-8.4.0.3.0_85.17.0.vndk",
"sdsQsl mage": "SDS-8.4.0.3.0_85.17.0.vrdk",
"sdsNoamAvai | abi | i tyZone": "nova",
"sdsQsAvail abilityZone": "nova"

j" Note:

The "vipSubnetName" field is used only in case of Dual Subnet.

Sample Request for Fixed IP deployment model

{
“flavourld": "SDS NOAM',
"instantiationLevel Id": "HA",
"ext Virtual Li nks": "extVirtual Li nks",

"ext ManagedVi rt ual Li nks": [],

"vi mConnectionlnfo":[ {

"id" "vimd,

"vinfype": "OpenStack"”,

"interfacelnfo": {

“controllerUri": "https://oortcloud.us.oracle.com 5000/ v3"

},

"accessinfo": {
"username": "dsrci.user",
"password”: " XXXXX",
"user Domai n": "Defaul t",
“projectDomai n*: "default"”,
“tenant": "DSR Cl"

H
"l ocal i zati onLanguage”: "l ocalizationLanguage",
"addi tional Params": {
"xm Network": {
" "ext-net 8",

nane :
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"subnet":[{
"ipVersion": "IPv6",
"nane": "ext 6- net 3- subnet ",
"fixedlps":{

"primarySdsNoanl p": "2606: b400: 605: b813: : 14",
"secondar ySdsNoani p": "2606: b400: 605: b813: : 13",
"sdsQsl p": "2606: b400: 605: b813: : 12",

"sdsNoanVi p": "2606: b400: 605: b813: : 11"

}
¥
{ . .
"ipVersion":"lPv4",
"name" : "ext-net3-subnet"”,
"fixedlps": {
“primarySdsNoanl p": "10.75.218. 50",
"secondar ySdsNoani p": "10. 75.218. 49",
"sdsQslp": "10.75.218. 134"
}
H
¥
"im Network": {
"name": "inmi-net",
"subnet":[{
"ipVersion": "IPv6",
"name":"im 6-net-subnet"”,
"fixedlps": {
"primarySdsNoanm ni | p": "2606: b400: 605: b813: 12",
"secondar ySdsNoanmi ni | p": "2606: b400: 605: b813:: 1",
"sds@slmIp": "2606: b400: 605: b813: : 14"
}
b
{ . .
"ipVersion": "IPv4",
"name":"im-net-subnet",
"fixedlps": {
"primrySdsNoam ni | p": "192.167.2.5",
"secondar ySdsNoami ni | p": "192.167.2.4",
"sdsQslmilp": "192.167.2.3"
}
}H
¥
"ntpServerlp": "10.250.32.10",
"sdsNoanfl avor": "sds. noant,
"sdsQsFl avor": "sds. noant,

"sdsNoam mage": "SDS-8.4.0.3.0_85.17.0.vnmdk",
"sdsQsl mage": "SDS-8.4.0.3.0_85.17.0.vndk",
"sdsNoamAvai | abi | ityZone": "nova",
"sdsQsAvail abilityZone": "nova"

}

Sample Response

202 Accept ed
Header s:

{

location: https://local host: 8443/ vnflcnmvl/vnf_| cmop_occs/| cnOp-
f b21f 9d3- 43ad- 46¢d- a03f - 7220bb36a5c6

date: Tue, 29 Jan 2019 10:39:24 GMI

content-length: 0 content-type:
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*  The 202 response means that the request was accepted for processing. The VNF
might take up to 15 minutes to become fully operational. Use the SDS GUI to
determine when the VNF is operational.

*  After SDS NOAM VNF deployment, standby SDS NOAM is automatically
changed to "Force StandBy", purposely to avoid any switchover while SDS
Signaling VNF is deployed. Once SDS Signaling site is deployed and no more Life
Cycle Management operations are planned, make "Force Standby" NOAM as
"Active" by changing the "Max Allowed HA Role" to "Active" on "Status &
Manage -> HA from Active SDS NOAM GUI.

*  The supported SDS NOAM Flavor is SDS NOAM.

*  The supported SDS NOAM Flavor instantiation level id is HA that creates 2 SDS
NOAMs and 1 Query Server.

The following table describes the parameters used for sending request to VNFM:

Table 9-11 Parameters and Definitions for SDS Network OAM VNF
______________________________________________ ____________________________________|
Parameter Definitions
flavourld Identifier of the VNF deployment flavor to be
instantiated
xm Net wor k Network that is used to provide access to the DSR
entities (GUI, ssh), and for inter-site
communication
i m Net wor k Network used for internal communication of DSR
entities
nt pServerlp IP of the NTP server
fixedl ps Json object in network to provide IP address

pri marySdsNoani p

IP address for primary SDS NOAM IP

secondar ySdsNoani p

IP address for secondary SDS NOAM IP

sdsQslp

IP address for SDS Query Server VIP

sdsNoanVi p

IP address for SDS NOAM VIP

pri marySdsNoam mi | p

IP address for primary SDS NOAM IP of IMI

secondar ySdsNoan mi | p

IP address for secondary SDS NOAM IP of IMI

sdsQslmlp

IP address for SDS Query Server IP of IMI

sdsNoanfl avor (optional)

flavor used for OpenStack deploys

sdsQsFl avor (optional)

flavor used for OpenStack deploys

sdsNoam nage (optional)

image used for OpenStack deploys

sdsQsl mage (optional)

image used for OpenStack deploys

sdsNoamAvai | abi | ityZone (optional)

name of logical partitioning in case of host
aggregate

sdsQAvai | abi l'ityZone (optional)

name of logical partitioning in case of host
aggregate
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Instantiating the SDS DR Network OAM VNF

SDS DRNOAM is the Disaster Recovery SDS NOAM site. In case both the Active and
Standby SDS NOAM of Primary site fails, then the operator can make SDS DRNOAM as the
Primary Site and can continue the operations without any disturbance.

When a setup is configured with a SDS DR NOAM then the first SDS NOAM SG is treated as
the Primary NOAM Site and the second SDS NOAM SG is treated as Secondary NOAM site.

SDS DR NOAM is a setup of three servers:
*  Primary Noam
e Secondary Noam

*  Query Server

In order to instantiate a SDS DR Network OAM VNF, the following information must be
available:

*  The VNF ID for a previously created SDS DR network OAM VNF instance.
* Information about the OpenStack instance on which the VNF must be deployed:
—  OpenStack Controller URI
—  User Domain Name
—  Project Domain Id
—  Username
—  Password
—  Tenant name

*  The name of a public network in the selected OpenStack instance that will carry the OAM
traffic.

*  OpenStack resource IDs for the XMI IPs from both SDS NOAM VMs.

j" Note:

The resource IDs can be obtain by examining the SDS Network OAM stack to which
the identified SDS DR NOAM VNF is attached.

*  Name of Active Primary SDS NOAM VM.

*  The IP of an NTP server accessible by VMs within the selected OpenStack instance. The
OpenStack controller that controls the selected OpenStack instance normally hosts an NTP
server, and is often a good choice.

*  DSR DR NOAM supports Dual Subnet for XMI and IMI interfaces.

Determining the SDS DR NOAM XMI Resource IDs

The following facts must be considered before proceeding with SDS DR NOAM site creation:
*  SDS DRNOAM site must be created on separate tenant.
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*  SDS DRNOAM site is referred as Secondary NOAM. Therefore, we have two sites,
Primary and Secondary. Secondary Site configuration is done on Primary Active SDS
NOAM.

e Inthe Primary Active SDS NOAM, when second SDS NOAM Server Group gets created,
it automatically becomes Secondary.

e The Primary Active SDS NOAM communicates to the Secondary Active SDS NOAM
through existing Comcol replication and merging mechanism.

*  The Secondary SDS NOAM Site is optional and does not require to be deployed at the
same time as of the Primary SDS NOAM.

From the OpenStack GUI:
1. Change your view to the tenant on which the DSR Network OAM VNF was deployed.

2. Go to Project->Network->Network Topology. A diagram of all VMs in the tenant is
displayed.

j" Note:

The diagram may take a few minutes to display.

3. Click on one of the NOAM VMs.
4. A pop-up appears having information about the specific NOAM VM.
5. Save the resource ID for the XMI port provided in the IP Addresses section of the pop-up.

f Note:

The IP Addresses section of the popup contains information about the network
ports and resource IDs, assigned to the VM.

6. Repeat the previous step for the other NOAM VM.

You can also use the following alternative:
* Instead of passing resource IDs, user can use SDS-NOAM XMI IPs.

e User can pass Active SDS-NOAM's XMI IP to resource id 1 and StandBy SDS-NOAM's
XMI IP to resource id 2.

For more information about the full list of all inputs and possible outputs of the instantiate
VNF command, see ETSI NFV-SOL 003 , section 5.4.4.3.1, or the DSR VNFM Swagger
specification . Swagger specifications can be found post VNFM installation at (ht t ps: // <VNFM
| P>: 8443/ docs/ vnf ).

Sample Request: Instantiating SDS DR NOAM Request for DYNAMIC IP deployment model

Resource URL: https://<<VNFM HOST | P>>: 8443/ vnfl cmvl/vnf_i nstances/ <VNF | D
received fromcreate request>/instantiate

Accept: application/json
Cont ent - Type: application/json

X-Token: Token generated after login
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"flavourld": "SDS DR NOAM',
"instantiationLevel Id": "HA",
"ext Virtual Li nks": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [{
“id: "idlt,
"virtual Li nkDescl d": "active SDS NOAM XM ",
"resourcel d": "156d73cf-6e44-456b-a661- 14bd0cc2b43c"

¥
{
“id' “id2",
"virtual Li nkDescl d": "standy SDS NOAM XM ",
"resourcel d": "5c638770-5585-44c7-97c7-b4ab52a26e5ec"
}
1
"vi mConnectionlnfo":[ {
"id': "vimd",

"vinfType": "QOpenStack",
"interfacelnfo": {

“controllerUri": "https://oortcloud.us.oracl e.com 5000/ v3"
¥
"accesslinfo": {

"username": "dsrci.user",
"password": "XXxxx",

"user Domai n": "Defaul t",
“proj ect Domain": "default",
"tenant": "DSR CI"

H,

"l ocal i zati onLanguage": "localizationLanguage",
"addi tional Paranms": {
"xm Network": {
"name": "ext-net3",
"vi pSubnet Nane": "ext 6-net 3- subnet",

"subnet":[{
"ipVersion": "IPv6",
"nane": "ext 6- net 3-subnet "
b
{ . .
"ipVersion":"lPv4",
"nane" : "ext-net3-subnet"”
H
b
"im Network": {
"nane": "im-net3",
"subnet":[{
"ipVersion": "IPv6",
"nane" : "im 6-net3-subnet”
b
{ . .
"ipVersion":"lPv4",
"nane" : "im-net3-subnet"”
H
}

ntpServerlp": "10.250.32.10",
"primarySdsNoanVmName": " SDS- NOAMDO- ea47f 4b1",
"sdsDr NoanFl avor": "sds. noant',

"sdsDr @sFl avor": "sds. noant,

"sdsDr Noam mage": "SDS-8.4.0.3.0_85.17.0.vndk",
"sdsDr Qsl mage": "SDS-8.4.0.3.0_85.17.0.vndk",
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"sdsDr NoamAvai | abi | ityZone": "nova",
"sdsDr QsAvai | abi lityZone": "nova"

j" Note:

The "vipSubnetName" field is used only in case of Dual Subnet.

Instantiating SDS DR NOAM Request for Fixed IP deployment model

{

“flavourld": "SDS DR NOAM',
"instantiationLevel Id": "HA",
"extVirtual Links": "extVirtual Li nks",
"ext ManagedVi rt ual Li nks": [{
“id': “id1",
"virtual Li nkDescl d": "active SDS NOAM XM ",
"resourcel d"; "156d73cf-6e44-456b-a661-14bd0cc2b43c"

¥
{
“id": "id2",
"virtual Li nkDescl d": "standy SDS NOAM XM ",
"resourceld": "5c638770-5585-44c7-97c7-b4a52a26e5ec”
}
1,
"vi mConnectionlnfo":[ {
"id": "vimd",

"vinfType": "QOpenStack",
"interfacelnfo": {

"controllerUri": "https://oortcloud.us.oracle.com 5000/ v3"
¥
"accesslinfo": {

“username": "dsrci.user",
"password": "XXXXx",

“user Domai n": "Defaul t",
"projectDomain": "default",
“tenant": "DSR C"

H,

"l ocal i zati onLanguage": "localizationLanguage",
"addi tional Parans": {
"xm Network": {
"name": "ext-net3",

"subnet":[{
"ipVersion": "IPv6",
"name": "ext 6- net 3- subnet ",
"fixedlps":{

"sdsDr Pri mar yNoani p": "2606: b400: 605: b813: : 14",
"sdsDr Secondar yNoanl p": "2606: b400: 605: b813: : 13",
"sdsDr QueryServerlp": "2606: b400: 605: b813: : 12",
"sdsDr NoanVi p": "2606: b400: 605: b813: : 11"

}

b

{ . .
"ipVersion":"lPv4",
"nane" . "ext-net3-subnet",
"fixedlps": {
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"sdsDr Pri maryNoani p": "10.75.218. 50",
"sdsDr Secondar yNoani p": "10. 75. 218. 49",
"sdsDr QueryServerlp": "10.75.218. 134"

}
H
b
"im Network": {
"name": "im-net",
"subnet":[{
"ipVersion": "IPv6",
"nane": "ext 6- net 3-subnet ",
"fixedlps":{

"sdsDr Pri maryNoam ni | p": "2606: b400: 605: b813: : 14",
"sdsDr Secondar yNoanmi ni | p": "2606: b400: 605: b813:: 13",
"sdsDr QueryServerlnilp":

"2606: b400: 605: b813: : 12"

}
1
{ . .
"ipVersion":"lPv4",
"nane" : "ext-net3-subnet",
"fixedlps": {
"sdsDr Pri maryNoam mi | p": "10.75.218. 50",
"sdsDr Secondar yNoani ni | p": "10.75.218. 49",
"sdsDrQueryServerlm|p": "10.75.218. 134"
}
H

ntpServerlp": "10.250.32.10",
"primarySdsNoanVmName": " SDS- NOAMDO- ea47f 4b1",
"sdsDr NoanFl avor": "sds. noant',

"sdsDr @sFl avor": "sds. noant,

"sdsDr Noam mage": "SDS-8.4.0.3.0_85.17.0.vndk",
"sdsDr Qsl mage": "SDS-8.4.0.3.0_85.17.0.vndk",
"sdsDr NoamAvai | abi | ityZone": "nova",

"sdsDr QsAvai | abi | ityZone": "nova"

}

Sample Response

202 Accept ed
Header s:

{

location: https://local host: 8443/ vnflcnmvl/vnf_| cmop_occs/| cnOp-
f b21f 9d3- 43ad- 46¢d- a03f - 7220bb36a5c6

date: Tue, 21 Feb 2019 10:39:24 GMI

content-length: 0 content-type:

appl i cati on/ xn
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*  The 202 response means that the request was accepted for processing. The VNF
might take up to 15 minutes to become fully operational. Use the DSR GUI to
determine when the VNF is operational.

*  The supported SDS DR NOAM Flavor is SDS DR NOAM.

*  The supported SDS DR NOAM Flavor instantiation level id is HA, which creates 2
SDS NOAMs and 1 Query Server.

*  Supported for IPv6 networks - ipVersion should be "IPv6" in the request Body.

The following table describes the parameters used for sending request to VNFM:

Table 9-12 Parameters and Definitions SDS DR Network OAM VNF
|

Parameter

Definitions

flavourld

Identifier of the VNF deployment flavor to be
instantiated

instantiationLevelld

Identifier of the instantiation level of the
deployment flavor to be instantiated. If not present,
the default instantiation level is HA.

resourcel d The identifier of the resource (active and then
standby SDS NOAM XM)]) in the scope of the
VIM or the resource provider.

xm Net wor k Network that is used to provide access to the DSR
entities (GUL ssh), and for inter-site
communication

i m Net wor k Network used for internal communication of DSR
entities

name Network name, for example; ext-net

i pVersi on IP version IPv4 or IPv6

nt pServerlp IP of the NTP server

pri marySdsNoanVmNane

Primary Active SDS NOAM VM name

sdsDr Pri mar yNoan p

XMI IP of the Primary SDS DR NOAM

sdsDr Secondar yNoam p

XMI IP of the Secondary SDS DR NOAM

sdsDr QueryServerlp

XMI IP of the SDS DR QUERY NOAM

sdsDr NoanVi p

VIP of the SDS DR NOAM

sdsDr Pri maryNoam ni | p

IMI IP of the Primary SDS DR NOAM

sdsDr Secondar yNoami ni | p

IMI IP of the Secondary SDS DR NOAM

sdsDr QueryServerlmlp

IMI IP of the Primary SDS DR NOAM

sdsDr NoanFl avor (optional)

flavor used for OpenStack deploys

sdsDr Noani mage (optional)

image used for OpenStack deploys

sdsDr QsFl avor (optional)

flavor used for OpenStack deploys

sdsDr Qsl mage (optional)

image used for OpenStack deploys

sdsDr NoamAvai | abi | i tyZone (optional)

name of logical partitioning in case of host
aggregate
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Table 9-12 (Cont.) Parameters and Definitions SDS DR Network OAM VNF

Parameter Definitions
sdsDr QsAvai | abi lityZone (optional) name of logical partitioning in case of host
aggregate

Instantiating the SDS Signaling VNF

In order to deploy the SDS signaling VNF, the following information must be available:

ORACLE

A previously instantiated SDS network OAM VNF.

The VNF ID for a previously created SDS signaling VNF instance.

Information about the OpenStack instance on which the VNF must be deployed:
—  OpenStack Controller URI

—  User Domain Name

—  Project Domain Id

—  Username

—  Password

—  Tenant name

The name of the xmi public network in the selected OpenStack instance that will carry
traffic.

The IP address of the NTP server accessible by VMs within the selected OpenStack
instance.

The OpenStack controller that controls the selected OpenStack instance normally hosts an
NTP server, and is often a good choice.

OpenStack resource IDs for the IMI IP from DSR Signaling and XMI IPs from both
NOAM VMs.

f Note:

The resource IDs can be obtain by examining the SDS Network OAM stack and
DSR Signaling stack to which the identified SDS signaling VNF would be
attached.

Name of the Active NOAM VM.

j" Note:

To avoid switchover of Active NOAM, make the StandBy NOAM as "Forced
Standby" by changing the "Max Allowed HA Role" to "Standby" on "Status &
Manage -> HA from Active NOAM GUI.

Name of the NOAM SG
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f Note:

After SDS deployment, the Max Allowed HA Role of Query Server is expected to
be Observer but it is Standby. Manually change the Max Allowed HA Role of
Query Server from Standby to Observer as follows:

Login to Active SDS Noam GUI and navigate to Status & Manage -->HA -->Edit-
>Change the role of Query Server to Observer, and click OK.

e Supported for IPv6 networks - ipVersion should be "IPv6" in the request Body.
*  SDS Signaling supports Dual IP

The following image illustrates the VNF instantiation:

Figure 9-4  VNF Create Instance Request

Orchestrator DSR VNEM OpenStack

‘instantiate VNF’' request

202 Accepted

HEAT templates

stack status

Undate VNF

L instance data E ﬂ

The following table informs about the supported Instantiation levels to Instantiate VNF
resource for SDS Signaling VNF:

Table 9-13  Signaling Flavors supported by VNFM

Signaling Flavors supported Small Medium Large
by VNFM

DP Server DP Server DP Server
SDSSIGNALING 1 2 3

The number of DP-SOAM will be 2 for any instantiation level.

Determining the Signaling IMI Resource IDs

From the OpenStack GUI:
1. Navigate to Project -> Network -> Networks
2. Open the Network used for intra - site communication with Signaling VNF (imi).

3. The IMI resource ID is the ID of this network.
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Determining the SDS NOAM XMI Resource IDs

ORACLE

From the OpenStack GUI:
e Change your view to the tenant on which the DSR Network OAM VNF is deployed.

*  Go to Project->Network->Network Topology. A diagram of all VMs in the tenant is
displayed.

j" Note:

The diagram may take a few minutes to display.

e Click on one of the NOAM VMs.
* A pop-up appears having information about the specific NOAM VM.
*  Save the resource ID for the XMI port provided in the IP Addresses section of the pop-up.

f Note:

The IP Addresses section of the popup contains information about the network
ports and resource IDs, assigned to the VM.

*  Repeat the previous step for the other NOAM VM and DSR Signaling VM.

You can also use the following alternative:
» Instead of passing resource IDs, user can use SDS-NOAM XMI IPs.

e User can pass Active SDS-NOAM's XMI IP to resource id 1 and StandBy SDS-NOAM's
XMI IP to resource id 2.

f Note:
If SDS-NOAM is created on Dual Subnet then, then use IPv4 XMI IP's of SDS-
NOAM while creating SDS-SOAM.

For more information about the full listing of all inputs and possible outputs of the command
"instantiate VNF", see ETSI NFV-SOL 003, section 5.4.4.3.1, or the DSR VNFM Swagger
specification.

Sample Request:
Instantiating the first signaling VNF request generated

URL: https://<<VNFM HOST | P>>: 8443/ vnfl cm vl/vnf _i nstances/ < VNF ID received from
create request > /instantiate

Accept: application/json
Cont ent - Type: application/json

X-Token: Token generated after login
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Sample request for Dynamic IP deployment model

{
"flavourld": "sdssignaling",
"instantiationLevel Id": "small"
"ext Virtual Li nks": "extVirtual Li nks"
"ext ManagedVi rtual Li nks": [{
"idhott,
"virtual Li nkDescl d": "active SDS
NOAM XM ",
"resourcel d"
" 2bed5886- 8c97- 4623- 8da3- 9¢500cce71e3"
}
{
"idhott,
"virtual Li nkDescl d": "standby
SDS NOAM XM ",
"resourcel d"
"8addlec6- 367a- 4bla- 978d- 2c4eae3daeg3”
}
1,
"vi mConnectionlnfo":[ {
"id": "vimd",
"vi nType": "OpenStack”
"interfacelnfo": {
"controllerUri": "https://oortcloud. us. oracl e. com 5000/ v3"
1
"accessInfo": {
"username": "dsrci.user",
"password": "Xxxxx"
"user Domai n": "Defaul t"
"proj ect Domain": "defaul t"
"tenant": "DSR Cl"
}
H,
"l ocal i zati onLanguage": "l ocalizationLanguage"
"additional Parans": {
"xm Network": {
"vi pSubnet Name": "ext 6- net 3-
subnet ",

"nane": "ext-net3"
"subnet": [{
"ipVersion": "lPv6"
"nane": " ext 6- net 3- subnet "

b
{ . .
"i pVersion":"| Pv4"
"nane" : "ext-net3-subnet"”
}
I
"im Network": {
"name": "im-net"
"subnet": [{
"ipVersion": "lPv6"
"nanme":"im 6-net-subnet”
b
{ . .
"i pVersion":"| Pv4"
"nane" : "im-net-subnet"
}
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h
“ntpServerlp": "10.250.32. 10",

"pri marySdsNoanVmNane": " SDS- NOAMDO- 32¢d6138",
"sdsNoanSgNange" :

"sdsNet wor kGam NOAM 32c¢d6138_SG',
"dpSoanfl avor": "sds. noant,
"dpFl avor": "sds. dpsoant,
"dpSoam nage": "SDS-8.4.0.3.0_85.17.0. vdk",
"dpl mage": "SDS-8.4.0.3.0_85.17.0.vndk",
"dpSoamAvai | abi | i tyZone": "nova",
"dpAvai | abi lityZone": "nova"

j" Note:

The "vipSubnetName" field is used only in case of Dual Subnet.

Sample request for Fixed IP deployment model

{
“flavourld": "sdssignaling",
"instantiationLevel Id": "small",
"extVirtual Li nks": "extVirtual Li nks",
"ext ManagedVi rt ual Li nks": [{
tidtott,
"virtual Li nkDescld": "active SDS
NOAM XM ",
"resourceld":
" 2bed5886- 8c97- 4623- 8da3- 9¢500cce71e3"
1
{
tidtott,
"virtual Li nkDescl d": "standby
SDS NOAM XM ",
"resourceld":
"8addlec6- 367a- 4bla- 978d- 2c4eae3daeg3”
}
1,
"vi mConnectionlnfo":[ {
"id": "vimd,
"vinfype": "OpenStack"”,
"interfacelnfo": {
“controllerUri": "https://oortcloud.us.oracle.com 5000/ v3"
},
"accessinfo": {
"username": "dsrci.user",
"password’: "Xxxx",
"user Domai n": "Defaul t",
“projectDomai n*: "default"”,
“tenant": "DSR CI"
}
H,
"l ocal i zati onLanguage": "localizationLanguage",

“addi tional Paranms": {
“xm Network": {

ORACLE 9-69



ORACLE

Chapter 9
Instantiating the SDS Signaling VNF

"nane": "ext-net3",
"subnet": [{

“ipVersion": "lPv6",

"name": "ext 6- net 3- subnet ",
"fixedl ps":{
"primaryDpSoanXmi | p": "2606: b400: 605: b813: : 11",
"dpSoanXni | p": "2606: b400: 605: b813: : 11",
"dpSoanVi p": "2606: b400: 605: b813:: 11",
"dpXmi | ps": ["2606: b400: 605: b813::11"]

}
b
{ . .
“ipVersion":"IPv4",
"name" . "ext-net3-subnet"”,
"fixedl ps":{
"pri maryDpSoamXmi | p*: "10.75.192. 5",
"dpSoanXmi | p": "10.75.192. 6",
"dpXm | ps": ["10.75.192.8"]
}
}H
b
"im Network": {
"name": "im-net3",
"subnet": [{
“ipVersion": "|Pv6",
"name":"im 6-net 3-subnet",
"fixedl ps":{
"primaryDpSoam mi | p": "2606: b400: 605: b813: : 11",
"dpSoanm mi | p": "2606: b400: 605: b813: : 11",
"dplmlps": ["2606: b400: 605: b813::11"]
}
h
{ . .
“ipVersion":"IPv4",
"name" : "im-net3-subnet”,
"fixedl ps":{
“pri maryDpSoam ni | p": "192.167.2.1",
"dpSoanm mi | p": "192.167.2.3",
"dplmlps": ["192.167.2.5"]
}
}H

h
“ntpServerlp": "10.250.32.10",

"pri marySdsNoanVmNane": " SDS- NOAMDO- 32¢d6138",
"sdsNoanSgNange" :

"sdsNet wor kGam NOAM 32c¢d6138_SG',
"dpSoanfl avor": "sds. noant,
"dpFl avor": "sds. dpsoant,
"dpSoanm nage": "SDS-8.4.0.3.0_85.17.0. vmdk",
"dpl mage": "SDS-8.4.0.3.0_85.17.0.vndk",
"dpSoamAvai | abi | i tyZone": "nova",
"dpAvai | abilityZone": "nova"

}

Sample Response
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l ocation: https://local host:8443/vnflcm vl/vnf_| cmop_occs/ I cmDp-

f b21f 9d3- 43ad- 46¢d- a03f - 7220bb36a5c6
date: Tue, 29 Jan 2019 10:39:24 GV
content-length: 0 content-type:

application/xm

}

The following table describes the parameters used for sending request to VNFM:

Table 9-14 Parameters and Definitions for SDS Sigaling VNF
|

Parameters

Definitions

flavourld

Identifier of the VNF deployment flavor to be
instantiated

instantiationLevel I d

Identifier of the instantiation level of the
deployment flavor to be instantiated. If not present,
the default instantiation level as declared in the
VNFD is instantiated.

resourcel d The identifier of the resource (imi Network ID of
the signaling VNF, active, standby SDS NOAM
XM]) in the scope of the VIM or the resource
provider

xm Net wor k Network that is used to provide access to the DSR
entities (GUI, ssh), and for inter-site
communication

i m Net wor k Network used to provide access to the DSR entities
(GUI, ssh), and for internal communication

name Network name, for example; ext-net

i pVersi on IP version IPv4 or IPv6

nt pServerlp IP of the NTP server

pri mar ySdsNoanVmNane Name of primary SDS NOAM VM

sdsNoanfSgNane The server group of the SDS NOAM VM

pri mar yDpSoanmXmi | p

IP address for primary SDS DP SOAM IP

dpSoamXmi | p IP address for secondary SDS DP SOAM IP
dpSoanVi p IP address for SDS SOAM VIP
dpXni | ps IP address for SDS DP IP

pri maryDpSoam mi | p

IP address for primary SDS DP SOAM IP of IMI

dpSoanmi mi I p

IP address for secondary SDS DP SOAM IP of IMI

dpl mi | ps

IP address for primary SDS DP IP of IMI

dpSoant| avor (optional)

flavor used for openstack deploys

dpFl avor (optional)

flavor used for openstack deploys

dpSoan mage (optional)

image used for openstack deploys

dpl nage (optional)

image used for openstack deploys

dpSoamAvai | abi | i tyZone (optional)

name of logical partitioning in case of host
aggregate

dpAvai | abi | ityZone (optional)

name of logical partitioning in case of host
aggregate
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Instantiating the ATS Master VNF

The ATS Master VNF Supports dynamic and fixed IP deployment model.

ORACLE

In order to deploy the ATS Master VNF, the following information must be available:

e The VNF ID for a previously created ATS Master VNF instance.

* Information about the OpenStack instance on which the VNF must be deployed:

OpenStack Controller URI
User Domain Name
Project Domain Id
Username

Password

Tenant name

*  The name of a public network in the selected OpenStack instance that will carry the ATS
master traffic.

e The IP of an NTP server accessible by VMs within the selected OpenStack instance. The
OpenStack controller that controls the selected OpenStack instance normally hosts an NTP
server, and is often a good choice.

For more information about the full listing of all inputs and possible outputs of the command "

insta

ntiate WNF", see ETSI NFV-SOL 003, section 5.4.4.3.1, or the DSR VNFM Swagger

specification.

j" Note:

It is mandatory to add two XSI Networks in ATS Master to instantiate a stack.

Sample Request for Instantiating ATS Master Dynamic IP deployment model

URL:
from

Accep
Conte
X- Tok

{

https:// <<VNFM HOST | P>>: 8443/ vnfl cm v1l/vnf _i nstances/ < VNF I D recei ved
create request>/instantiate

t: application/json
nt- Type: application/json
en. Token generated after login

“flavourld": "master",
"instantiationLevelld": "small",
"ext Virtual Li nks": "extVirtual Li nks",

"ext ManagedVi rtual Li nks": [],

"vi mConnectionlnfo":[ {

“id": "vimd",
"vinfType": "QOpenStack",
"interfacelnfo": {
“controllerUri": "https://oortcloud.us.oracl e.com 5000/ v3"

}

"accesslinfo": {
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"username": "dsrci.user",
"password": "XXXxx",

"user Domain": "Default",
“proj ect Domain": "default",
"tenant": "DSR CI"

H,

"l ocal i zati onLanguage": "localizationLanguage",
"addi tional Paranms": {
"xm Network": {
"nane": "ext-net8",
“i pVersion": "IPv4",
"xm Subnet Nane": " ext - net 8- subnet "
¥
"xsi Network": [{
"name": "ext-net7",

“i pVersion": "IPv4",
"xsi Subnet Nanme": "ext - net 7- subnet "
b
{
"name": "ext-net6",
“i pVersion": "IPv4",
"xsi Subnet Nanme": " ext - net 6- subnet "
H,

"ntpServerlp": "10.250.32.10",
"dnsServerlp": "10.250.32.10",

"at skeyNane": "atsKeypair",
"atsMasterFlavor": "ats.master",
"at sMaster| mage": "ATS_BOX gcow?",
"at sAvai |l abilityZone": "nova"

}

Instantiating ATS Master Request for Fixed IP deployment model

URL: https://<<VNFM HOST | P>>: 8443/ vnfl cm vl/vnf _i nstances/< VNF I D recei ved
fromcreate request>/instantiate

Accept: application/json
Cont ent - Type: application/json
X-Token: Token generated after login

{

"flavourld": "master",

"instantiationLevelld": "small",

"ext Virtual Li nks": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [],

"vi mConnectionlnfo":[ {

"id": "vimd",

"vinType": "OpenStack”,

"interfacelnfo": {

"controllerUri": "https://oortcloud. us. oracl e. com 5000/ v3"

1

"accessInfo": {
"username": "dsrci.user",
"password": "Xxxxxx",
"user Domai n": "Default",
"proj ect Domain": "default",
"tenant": "DSR CI"
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}
H,

"l ocal i zati onLanguage": "localizationLanguage",
"addi tional Paranms": {
"xm Network": {
"nane": "ext-net8",
“i pVersion": "IPv4",
"xnmi Subnet Nane": " ext - net 8-
subnet",
“fixedlps": {
"masterXnm | p":"10.75.123. 16"

}
¥

"xsi Network": [{

"nane": "ext-net7",

"ipVersion": "IPv4",

"xsi Subnet Name": "ext - net 7-
subnet ",
"fixedl ps":
{
"xsilp": "10.75.195. 21"

}

"name". "ext-net6",
"ipVersion": "IPv4",
"xsi Subnet Narre" : " ext - net 6-
subnet ",
"fixedl ps":
{
"xsilp": "10.75.195. 22"

}

H
"ntpServerlp": "10.250.32.10",
"dnsServerlp": "10.250.32.10",
"at skeyNane": "atsKeypair",
"atsMasterFlavor": "ats.master",
"at sMaster| mage": "ATS_BOX gcow?",
"at sAvai |l abilityZone": "nova"

}

Sample Response

Instantiating the ATS Master VNF response
202 Accept ed

Header s:

{

location: https://local host: 8443/ vnflcnvl/vnf_| cmop_occs/| cnOp-
f b21f 9d3- 43ad- 46¢d- a03f - 7220bb36a5c6

date: Tue, 29 Jan 2019 10:39:24 GMI

content-length: 0 content-type:

appl i cati on/ xn

}

The following table describes the Parameters for ATS Master:
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Parameter Definitions

flavourld Identifier of the VNF deployment flavour to be instantiated
xmiNetwork Network used to provide access master VM communication
ntpServerlp IP of the NTP server

dnsServerlp (optional)

Ip of DNS server. If not provided, NTP server IP will be
considered as DNS server I[P

atsKeyName key pair name for ATS. To login to ATS instance use same
key pair

masterXmilp In case of fixed IP scenario, the IP of master will be provided

xsiNetwork Network used for DSR signaling traffic

atsMasterFlavor (optional)

flavor used for OpenStack deploys

atsMasterImage (optional)

image used for OpenStack deploys

atsAvailabilityZone (optional)

name of logical partitioning in case of host aggregate

Note: The atsKeyName pair is created dynamically through VNFM. Same public key is put
into all the ATS instance (master, core & tools) and private key will be in ATS master stack
output. Use the same private key to login to ATS instance (master, core & tools), by executing:

ssh -i <ats private key> <usernane>@ats master |p>

For example: ssh -i atskey. pem cl oud- user @0. 75. 189. 120

Instantiating the ProvGW VNF

The ProvGW VNF supports dynamic IP deployment model.

In order to instantiate ProvGW, the following information must be available:

e The VNF ID for a previously created ProvGW VNF instance.

* Information about the OpenStack instance on which the VNF must be deployed:

—  OpenStack Controller URI

—  User Domain Name

—  Project Domain Id
— Username
—  Password

—  Tenant name

e The name of a ProvGW network in the selected OpenStack instance that carries the

ProvGW traffic.

e After instantiating VNF ProvGw, a single VM ProvGateway A is brought up.

e The IP of an NTP server accessible by VMs within the selected OpenStack instance. The
OpenStack controller that controls the selected OpenStack instance normally hosts an NTP

server, and is often a good choice.

For more information about the full list of all inputs and possible outputs of the instantiate
VNF command, see ETSI NFV-SOL 003 , section 5.4.4.3.1, or the DSR VNFM Swagger
specification. Swagger specifications can be found post VNFM installation at (ht t ps: // <VNFM

| P>: 8443/ docs/ vnf ).
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Sample Request: Sample Request for DYNAMIC IP deployment model

Resource URL: https://<<VNFM HOST | P>>: 8443/ vnf m v1/vnf _i nstances/ <VNF I D recei ved
fromcreate request>/instantiate

Accept: application/json
Cont ent - Type: application/json
X-Token: Token generated after login

{
"flavourld": "PROVGW,

"instantiationLevel Id": "small",
"extVirtual Links": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [

1

"vi mConnectionlnfo":[ {
"id": "vimd",
"vinfType": "QpenStack",

"interfacelnfo": {
"controllerUri": "https://oortcloud.us.oracle.com 5000/ v3"
}

"accesslinfo": {

"usernanme": "dsrci.user",
"password": "XXXxx",

"user Domai n": "Default",
"projectDomain": "default",
"tenant": "DSR CI "

H

"l ocal i zati onLanguage": "localizationLanguage",
"addi tional Parans": {

"xm _network" : "ext6-net",
"ntp": "2606: b400: 605: b912: 200: 5ef f: f e00: 1f 7",
"image": "UDR-PrvGw-12.6.0.0.0_18.0.0-dev",

"no_flavor":"provGy'

}
}

Sample Response
202 Accepted
Header s:

{

location: https://|ocal host:8443/vnflcm vl/vnf_| cmop_occs/ I cmDp-
f b21f 9d3- 43ad- 46cd- a03f - 7220bb36a5c6

date: Tue, 29 Jan 2019 10:39:24 GV

content-length: O content-type:

appl i cation/xm
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The following table describes the parameters used for sending request to VNFM:

Table 9-15 Parameters and Definitions for ProvGW VNF

Parameter Definitions

flavourld Identifier of the VNF deployment flavor to be
instantiated

xm Net wor k Network that is used to provide access to the DSR
entities (GUI, ssh), and for inter-site
communication

ntp IP of the NTP server

i mage (optional)

Name of image to be used for instantiation of the
stack

no_fl avor (optional)

The Name of the flavor to be used for stack
instantiation

avai | abi i ty_zone (optional)

The name of the availability zone

securityG oup (optional)

The name of the security group

Non-ConfigDrive VNF Instantiation

By default config drive is enabled through VNFM.

While instantiating VNF through VNFM. It will use configuration drive feature of openstack to

fetch the data from openstack.

ConfigDrive feature must be enabled from openstack and meta data must be disabled to use.

If any user does not want to use configDrive feature of openstack, then while instantiating VNF
through VNFM, the user must pass "configDrive": "fal se" through request body.

For example: In additional parameter

"addi tional Paranms": {

“ntpServerlp": "10.250.32.10",

"xm Network": {

"nane": "ext-net3",
"subnet": [{

"name": "ext-net3-subnet",
"ipVersion": "|Pv4"

}
b
"im Network": {
"name": "inm-private",
"subnet": [{
"name": "ini-private-sub",
"ipVersion": "I|Pv4"
}
b

"configDrive": "fal se"

ORACLE
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Scale VNF to Level (Only Scale Out)

The N/B LCM scale to_level Rest I/F helps in scaling existing VNF's.
Following are the available options while scaling using "scale to VNF level" N/B Interface:

*  Scale VNF to Level based on pre-defined sizes (using Instantiation level 1d).

*  Scale VNF to Level with arbitrary sizes (using scalelnfo).

j" Note:

»  This feature is only supported for Scaling out C-level servers of Signaling Stack.
»  The stack must have been instantiated prior to performing scale to level operation.
»  Before Scaling the VNF to level, Vnf | nst ance Id of the stack must be available.

»  The instantiation level for Signaling stack is available under Instantiating the first
signaling VNF section.

*  Scale to Level Request accepts either i nst anti ati onLevel | d or scal el nf o.

*  Cross deployment scaling is not supported by VNFM - if the user instantiated the
VNF in fixed IP deployment model, then he must scale to level using FIXED IP
deployment model only and vice versa.

The following image illustrates the VNF Scaling:

Figure 9-5 VNF Scaling

Orchestrator DSR VNFM OpenStack

Instantiate VNF request

202 Accepted Heat Templates with updated

Parameters

Stack Updation Status

Update VNF

instance data f

Scale VNF to Level using InstantiationLevelld

This option supports Scaling of VNF from a lower instantiation level to higher one, such as
Small to Medium.

Sample Request

Scaling VNF to Level Request for Dynamic IP model
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Resource URL: https://<<VNFM HOST | P>>: 8443/ vnfl cm vl/vnf_i nstances/ <VNF | D
received fromcreate/instantiate request>/scale_to_|evel

Accept: application/json
Cont ent - Type: application/json

X-Token: Token generated after login

{

"instantiationLevel Id":"medi unf

}

Scaling VNF to Level Request for Fixed IP model
{

"instantiationLevel Id": "mediunt,
"addi tional Parans": {
"xm Network": {
"nane": "ext-net",

"subnet": [{
"nane": "ext-net-subnet",
"ipVersion": "IPv4",
"fixedlps":{
"danmpXni | ps":
["10.75.218.123","10. 75. 218. 21"],
"ipfeXmlps":
["10.75.218.3","10. 75.218.2"],
"stpXm | ps":
["10.75.218.42","10. 75. 218. 143"],
"sbrXm | ps":
["10.75.218.23","10. 75. 218. 19"]
}
H
b
"im Network": {
"name": "im-net",
"subnet": [{
"nane": "im-net-sub",
"ipVersion": "IPv4",
"fixedlps":{
"danpl m | ps":
["192.167.2.1","192.167.2.2"],
"ipfelmlps":
["192.167.2.4","192.167.2.3"],
"stplmlps":
["192.167.2.5","192.167.2.6"],
"sbrimlps":
["192.167.2.7","192. 167. 2. 8"]
}
H
b
"sbr Net wor k" : {
"nane": "ext-net2",
"subnet": [{
"nane": "ext-net2-sub",
"ipVersion": "IPv4",
"fixedlps":{

"sbr Net wor kl ps":
["10.75.219.23","10. 75. 219. 123"]
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H

b
"xsi Network": [{

"nane": "ext4-net2",

"subnet": [{
"name": "ext4-net2-sub",
"i pVersion": "IlPv4",
“fixedl ps":{
"danpXsi | ps":
["10.75.219.23","10. 75.219. 12"],
"i pfeXsilps":
["10.75.219.1","10.75.219. 112"],
"stpXsilps":
["10.75.219.12","10. 75. 219. 23"]
}
H
H
}
}
j" Note:

The 202 response means that the request was accepted for processing. The VNF might
take up to 6 minutes to become fully operational. Use the DSR GUI to determine when
the VNF is operational.

Sample Response

202 Accepted
Header s:

{

location: https://local host:8443/vnflcm vl/vnf_| cmop_occs/ | cmDp-
f b21f 9d3- 43ad- 46cd- a03f - 7220bb36a5c6

date: Tue, 29 Jan 2019 10:39:24 GV

content-length: 0 content-type:

application/xm

}

Detailed explanation of XMI and XSI Network

9-80



Chapter 9
Scale VNF to Level (Only Scale Out)

f Note:

*  The instantiation level must be decided based on the number of VMs required.

*  Only the IPs of the required VM are to be provided in the fixedIp parameter and
they must be of the same network in that order as used during the instantiation
process.

For Example:

"flavorld": "DIAMETER+SS7", "i nstanti ati onLevel | d": "medi un!' ( scaling from
small to medium) - This brings up 2 new DAMPs( DAMP02, DAMP03) , 2 new STP(STP 02,
STP 03) servers.

The user needs to provide dampXni | ps(2), st pXni | ps(2), danpXsi | ps(2),
st pXsi | ps(2)

The detailed explanation of XMI and XSI Network for the additional parameters is

provided below:

For XMI Network
"xm Networ k" : {

"name": "<Nane of XM network>",

"subnet": [{

"name": "<Nane of Subnet of XM Network>",
"ipVersion": ""
"fixedlps":{
"dampXmi | ps": [

"<DAWP 02 XM | P>",
"<DAVP 03 XM | P>"

1,

"stpXmlps":[
"<STP 02 XM | P>",
"<STP 03 XM [|P>"
]
}
}
}
For IMI Network
"im Network":{
"nane": "<Name of IM Network>",
"subnet": [{
"nane": "<Name of subnet of IM Network>",
"ipVersion": "",
“fixedlps":{
“danmpl m | ps": [
"<DAMP 02 IM | P>",
"<DAMP 03 IM | P>"
I
"stplmlps":[

"<STP 02 IM [P>",
"<STP 03 IM [ P>"
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}
}
}
For XSI Network
"xsi Networ k": [
"nane": "<Name of XSI-1 Network>"
"subnet "[{
"name": "<Nane of Subnet of XSI-1 network>",
"ipVersion": "",
"fixedl ps":{
"danpXsi | ps": [
"<DAMP02 XSI 1 |IP>",
"<DAMPO3 XSI 1 |P>"
1
"stpXsilps":[
"<STP02 XSI 1 |IP>",
"<STP03 XSI 1 |IP>"
]
}
H
¥
"name": "<Nanme of XSI-2 Network>",
"subnet": [{
"name": "<Nanme of subnet of XSI-2 Network>",
"ipVersion": "",
"fixedl ps":{
"danpXsi | ps": [
"<DAMP02 XSI 2 |P>",
"<DAMPO3 XSI 2 | P>"
1
"stpXsilps":|[
"<STP02 XSI 2 | P>",
"<STP03 XSI 2 | P>"
]
1
H
}

]

Below table describes the parameters used for sending request to VNFM

Table 9-16 Scaling VNF to Level using InstantiationLevelld

Parameters Definitions

instantiationLevelld Identifier of the instantiation level of the
deployment flavor to be scaled.

dampXmilps List of DAMP external management ips (if new
DAMP VMs are to be scaled)

ipfeXmilps List of IPFE external management ips (if new IPFE
VMs are to be scaled)

stpXmilps List of vSTP external management ips (if new
vSTP VMs are to be scaled)

sbrXmilps List of SBR external management ips (if new SBR
VMs are to be scaled)
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Table 9-16 (Cont.) Scaling VNF to Level using InstantiationLevelld

Parameters Definitions

sbrNetworklIps List of SBR replication port ips (if new SBR VMs
are to be scaled)

dampXsilps List of DAMP signaling ips (if new DAMP VMs
are to be scaled)

ipfeXsilps List of IPFE signaling ips (if new DAMP VMs are
to be scaled)

stpXsilps List of STP signaling ips (if new DAMP VMs are
to be scaled)

damplImilps List of DAMP internal management ips (if new
DAMP VMs are to be scaled)

ipfelmilps List of IPFE internal management ips (if new IPFE
VMs are to be scaled)

stpImilps List of vSTP internal management ips (if new
vSTP VMs are to be scaled)

sbrimilps List of SBR internal management ips (if new SBR
VMs are to be scaled)

subnet List of subnet name and ipVersion used (also

contains fixed IPs if used)

j" Note:

During Scaling of SBR's, the newly spawned SBR's are not added to any Server Group,
it need to be manually added to the new Server Groups created by the user. One server
Group can have maximum two SBR's.

Scale VNF to Level using Scalelnfo (Arbitrary Size)

ORACLE

This option supports Scaling of VNF to arbitrary sizes based on Scalelnfo.

Scale VNF to Level using arbitrary size means increasing existing VNFC count within the max
allowed VNFC count.

Max allowed VNFC count is the count from existing VNF's flavourld with Large
InstantiationLevel I d.

f Note:

Max allowed VNFC count can be referred from Instantiating the first signaling VNF
section.

Sample Request:

Request URL: htt ps: // <<VNFM HOST | P>>: 8443/ vnfl cnf v1/vnf _i nstances/ < VNF | D
received fromcreate/instantiate request>/scale_to_|evel

Accept: application/json
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Cont ent - Type: application/json
X-Token: Token generated after login

Scaling VNF to Level Request for Dynamic IP deployment

{
"scalelnfo": [
{
"aspect!d": "DAWP",
"scal eLevel ": "3"
H,
}
Scaling VNF to Level Request for Fixed IP deployment
{
"scalelnfo": |
{
"aspect|d": "DAMP",
"scal eLevel ": "4"
h
{
"aspectld": "IPFE",
"scal eLevel ": "4"
h
{
"aspect|d": "STPWP",
"scal eLevel ": "4"
h
{
"aspectld": "SBR',
"scal eLevel ": "4"
}
]

"addi tional Parans": {
"xm Network": {
“name": "ext-net",

"subnet": [{

"name": "ext-net-subnet",
"ipVersion": "IPv4",
"fixedlps":{

"danpXmi | ps": ["10.75.218. 123", "10. 75. 218. 21"] ,
"i pfexmIps": ["10.75.218.3","10. 75. 218.2"],
"stpXmilps": ["10.75.218.42","10. 75. 218. 143"],
"sbrXmilps": ["10.75.218.23","10. 75. 218. 19" ]

}

}

H

"im Network": {
"name": "im-net",
"subnet": [{

"name": "im-net-sub",
"ipVersion": "IPv4",
"fixedlps":{

"danpl mi | ps": ["192.167.2.1","192. 167.
“ipfelmlps": ["192.167.2.4", "192. 167.
"stplmilps": ["192.167.2.5", "192. 167.2.6"]
"sbrimilps": ["192.167.2.7","192.167.2.8"]

}H
b
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"shr Net wor k": {

"name". "ext-net2",

"subnet": [{

"nane": "ext-net2-sub",

"ipVersion": "lPv4",

"fixedl ps":{

"sbrNetworkl ps": ["10.75.219.23","10.75.219. 123"]

H

xsi Network": [{
"nane": "ext4-net2",

"subnet": [{

"nane": "ext4-net2-sub",
"ipVersion": "I|Pv4",
"fixedlps":{

"danpXsi | ps": ["10.75.219. 23", "10. 75. 219. 12"],
" pfexsilps": ["10.75.219.1","10. 75. 219. 112"],
"stpXsilps": ["10.75.219.12","10. 75. 219. 23"]

]
]

[

j" Note:

The 202 response means that the request was accepted for processing. The VNF might
take up to 6 minutes to become fully operational. Use the DSR GUI to determine when
the VNF is operational.

Sample Response

202 Accepted
Header s:

{

location: https://local host:8443/vnflcm vl/vnf_| cmop_occs/ I cmDp-
f b21f 9d3- 43ad- 46cd- a03f - 7220bb36a5c6

date: Tue, 29 Jan 2019 10:39:24 GVI

content-length: 0 content-type:

application/xm
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f Note:

»  The aspect Id is decided based on the VM to be scaled, scale level is decided based
on the number of VMs required.

*  Only the IPs of the required VM must be provided in the f i xedl p parameter and
they must be of the same network in that order as used during the instantiation
process.

For Example:

"aspect | d": "DAVP", "scal eLevel ":"4" (from scal eLevel 2 to scal eLevel 4)
( scaling from small to medium) - This brings up 2 new DAMPs ( DAMP02, DAMPO3)
servers.

The user needs to provide dampXmi | ps(2), danpXsilps(2), danplnilps(2)

Detailed explanation of XMI, IMI and XSI Network

The detailed explanation of XMI , IMI and XSI Network for the additional parameters is
provided below:

For XMI Network
"xm Networ k": {
"name": "<Name of XM network>",
"subnet": [{
"nane": "<Name of Subnet of XM networ>",
"ipVersion": "",

"fixedlps":{

"dampXm | ps": [

"<DAWP 02 XM | P>",
"<DAWP 03 XM | P>"

}
}]
}

For IMI Network
"im Network":{

"nane": "<Name of IM network>",

"subnet": [{

"nane": "<Name of subnet of IM network>",
"ipVersion": ""
"fixedlps":{
"dampl mi I ps":|
"<DAMP 02 IM | P>",
"<DAMP 03 IM | P>"
]
}
}]
}
For XSI Network
"xsi Net wor k" : [
{

"nane": "<Name of XSI-1 Network>",
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"name": "<Nanme of subnet of XSI-1 Network>",

"ipVersion": "",
"fixedlps":{

}
H
}
{

"name": "<Name of XSI-2 Network>",

"subnet": [{

"dampXsi | ps": [
" <DAMP02 XSl
" <DAMPO3 XSl

"name": "<Name of Subnet of XSI-2 Network>",

"ipVersion": "",
"fixedlps":{
"danmpXsi | ps": [
"<DAMP02 XSl
"<DAMPO3 XSl

H
]

Below table describes the parameters used for sending request to VNFM.

Table 9-17 Parameters and Definitions for Scaling VNF to Level using ScaleInfo

Parameters Definitions

scalelnfo aspectld : VnfType
scaleLevel : Target scale level to which the VNF is
to be scaled

dampXmilps List of DAMP external management ips (if new
DAMP VMs are to be scaled)

ipfeXmilps List of IPFE external management ips (if new IPFE
VMs are to be scaled)

stpXmilps List of vSTP external management ips (if new
vSTP VMs are to be scaled)

sbrXmilps List of SBR external management ips (if new SBR
VMs are to be scaled)

sbrNetworklIps List of SBR replication port ips (if new SBR VMs
are to be scaled)

dampXsilps List of DAMP signaling ips (if new DAMP VMs
are to be scaled)

ipfeXsilps List of IPFE signaling ips (if new DAMP VMs are
to be scaled)

stpXsilps List of STP signaling ips (if new DAMP VMs are
to be scaled)

damplImilps List of DAMP internal management ips (if new
DAMP VMs are to be scaled)

ipfelmilps List of IPFE internal management ips (if new IPFE

VMs are to be scaled)

9-87



ORACLE

Chapter 9
Scale VNF to Level (Only Scale Out)

Table 9-17 (Cont.) Parameters and Definitions for Scaling VNF to Level using ScaleInfo

Parameters Definitions

stplmilps List of vSTP internal management ips (if new
vSTP VMs are to be scaled)

sbrimilps List of SBR internal management ips (if new SBR
VMs are to be scaled)

j" Note:

During Scaling of SBR's, the newly spawned SBR's are not added to any Server Group,
it needs to be manually added to the new Server Groups created by the user. One server
Group can have maximum two SBR's.
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VNFM supports multi-cloud and multi-tenant deployment for DSR and SDS VNF.

List of VNF deployment of multi cloud/tenant:

Table 10-1 Multi cloud/tenant deployment

Tenant-1/Cloud-1 Tenant-2/Cloud-2

DSR-NOAM DSR-Signaling

DSR-NOAM DSR-DR-NOAM

SDS-NOAM SDS-Signaling

SDS-NOAM SDS-DR-NOAM
# Note:

*  While deploying DSR Signaling/DSR DR VNF, vnflnstanceld of DSR Noam
should be passed in additional params.

*  While deploying SDS Signaling/SDS DR VNF, vnflnstanceld of SDS Noam
should be passed in additional params.

*  The "vnflnstancel d" is the mandatory parameter while multi-cloud/tenant VNF
deployment only incase of passing OpenStack resource IDs for the XMI IPs from
both NOAM VMs.

Sample Request

Sample Request Body of additional parameter changes for DSR Signaling VNF in case of multi
tenant/cloud

“addi tional Paranms": {
"xmi Network": {
"name": "ext-net3",

"subnet": [{
"nane": "ext-net3-
subnet ",
“ipVersion": "IPv4"
H
¥
"im Network": {
"name": "ini-private",
"subnet": [{
"nane": "im-
private-sub",
“ipVersion": "IPv4"
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}

b
"xsi Network": [{

"nane": "ext-net2",

"subnet": [{
"nane": "ext-net2-
sub",
"ipVersion": "Il Pv4"
H
h
{
“name": "ext-net5",
"subnet": [{
“name": "ext-net5-
sub",
"ipVersion": "Il Pv4"
H
}
]

“ntpServerlp": "10.250.32.10",
"pri mar yNoanVnNane": " NOAMDO- 32cd6138",
"noantBgName": "dsr Net wor kGam NOAM 32cd6138_SG',
"vnflnstancel d":
"dsr Net wor kGam 4e99alcd- 77h7- 478b- 9b28- 32¢d6138"

}

ORACLE 10-2



Discover Stack

ORACLE

e Itis an LCM Discover Rest I/F. This information can be further used by the orchestrator to
scale out the stack.

*  Before discovering the stack, make sure the following information is available:

—  The Stack ID of the previously created stack.

—  The following information about the OpenStack instance on which the Stack must be

discovered:

*  OpenStack Controller URI
*  Use Domain Name

*  Project Domain Id

*  Username

*  Password

*

—  The Interface discovers the stack and performs the following operations:

sk

sk

k

Tenant name

Download the parameter file of the discovered stack.
Create the Instance file of the discovered stack.

These two files are saved in/ var/ vnf nl i nst ances/ <aut oDi scovery
I nstancel d>/ directory.

Sample Request for Discover Interface

Request URL: POST:

https:// <<VNFM HOST | P>>: 8443/ vnflcm v1/di scover/<<di scover stack id>>

For exanpl e:
https://1 ocal host: 8443/ vnfl cm v1/di scover/b30ac203- 5f el- 4007- a3ba- 078f 3422708b
Accept: application/json

Cont ent - Type: application/json

X- Token:

Token generated after login

Request Body:

{

"vi mConnectionlnfo": [

{

"id"r "vimid",

uvi

nmType": "OpenStack”,

"interfacelnfo": {

}

controllerUri": "https://oortcloud. us.oracle.com5000/v3"

"accessInfo": {

"usernanme": "dsrat.user",
"password": "xxxx",
“userDomain”; “Default”,
"projectDonain": "default",
"tenant": "DSR AT Dev 1"
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]
}

Sample Response for Discover Interface

Response Code: 200

{

"vnflnstancel d": "dsrNetworkQam 945cffal07c235bb- 43d87678- 756b- 4f 8e- a59c-
d9b7d4dd95al", "discoverStackld": "7d861391- 0ed2-4d0b- 9f 01- e84e186e9244"

}
j" Note:
«  Discover VNF stack supports only those stacks that are created by the VNFM
templates.

* Discover VNF stack also supports the stack created by VNFM GUI, Double
Failure of Active VNFM and its persistent volume.
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This resource represents VNF lifecycle management operation occurrences. This resource can
be used to query status information about multiple VNF lifecycle management operation
occurrences.

The following image illustrates the sequence for querying/reading information about a VNF
LCM Operation.

Figure 12-1 VNF LCM Operation

Orchestrator : DSR VNFM ( OpenStack
Query LCM Operation

Fetch VNF

LCM operation data
—
VNF
200 OK (VNF LCM Operation LCM operation data
Occurrence) e

Query LCM Operation, using the following two ways:

*  Query individual LCM Operation
*  Query All LCM Operation

Query Individual LCM Operation

ORACLE

If the NFVO intends to read information about a particular LCM Operation, it sends a GET
request to the "Individual LCM operation" resource, addressed by the appropriate VNF LCM
Operation occurrence identifier (vnf LenOpQccl d) in its resource URI.

The VNFM returns a 200 OK response to the NFVO, and includes specific data structure of
type " Vnf LenmOpCec” related to the VNF LCM Operation occurrence identifier (vnf LenOpQccl d)
in the payload body.

Sample Request
Query individual LCM Operation

URL: GET: https://<<VNFM HOST | P>>: 8443/ vnfl cm v1/vnf_| cmop_occs /
<<{vnf LcnOpCccl d} >>

Sample Response

URL: GET: https://<<VNFM HOST | P>>: 8443/ vnfl cm vl/vnf_| cm op_occs/
<<{vnf LcmpCccl d} >>
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Accept: application/json
Cont ent - Type: application/json
X-Token: Token generated after login
{
"id": "lcnmOp-00301lea4d- a7h2-4334-8b93- 190377700ab0"
"operationState": "COWLETED',
"stateEnteredTi me": "2019/02/08 07:33:00 UTC'
"startTine": "2019/02/08 07:31:19 UTC',
"vnflnstancel d": "dsrNetworkQam cf67bff 6-e9c9-4213- b6f a-b5337¢3d30b6"
"operation": "TERM NATE",
"operationParams": {
"termnationType": "FORCEFUL"
"graceful TerninationTi neout”: null
"addi tional Parans": nul
b
“links": {
"self": {
"href": "https://local host: 8443/ vnflcnvl/vnf_| cmop_occs/ | cnOp-00301leas-
a7b2- 4334-8b93- 190377700ab0"
b
"vnflnstance": {
"href": "https://local host: 8443/ vnflcm v1/ vnf_instances/ dsr Net wor kCam
cf 67bf f 6- €9¢9- 4213- b6f a- b5337¢3d30b6"
}
b
"i sCancel Pending": false
"i sAutomaticlnvocation": false

}

Query All LCM Operation

ORACLE

If the NFVO intends to query all LCM Operation, it sends a GET request to the LCM
operation resource.

The VNFM returns a 200 OK response to the NFVO, and includes zero or more data structures
of type " Vnf LenOpCec" in the payload body.

Sample Request

Query All LCM Operation

URL: CET: https://<<VNFM HOST | P>>: 8443/ vnflcn v1/vnf_| cmop_occs
Sample Response

URL: GET: https://<<VNFM HOST | P>>: 8443/ vnflcm v1/vnf_|cm op_occs
Response Body for No VNF |nstances

(]

Response Body for Query Al LCM Qperation

[

{
"id": "lcmOp-ec72c7b4- 7Tcea- 4201- a0ab- 5c0cec66cf a6”,

"operationState": "STARTING',
"stateEnteredTine": "2019/01/16 05:53:31 UTC',
"startTime": "2019/01/16 05:53:31 UTC',
"vnflnstancel d": "dsrNetwor kCam df c4dcd2- 2752- 48b4- 875d- 6¢f 703ba4134",
"operation": "I|NSTANTI ATE",
"operationParams": {
"flavourld": "DSR NOAM',
"instantiationLevel Id": "smalll",
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"extVirtual Links": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [1],
"vi mConnectionlnfo": [
{
"id": "vimd",
"vinType": "OpenStack",
"interfacelnfo": {
“controllerUi": "https://oortcloud.us.oracle.com5000/v3"
¥

"accesslnfo": {
"username": "dsrat.user",
"password": "XXxxx",
“userDomain”: “Default”,
“proj ect Domain": "default",
"tenant": "DSR AT Dev 2"

h
"extra": null
}
1
"l ocal i zati onLanguage": "localizationLanguage",

"addi tional Parans": {
“ntpServerlp": "10.250.32. 10",
“xm Network": {

"name": "ext-net7",

“ipVersion": "IPv4",
"xm Subnet Narre": " ext - net 7- subnet "
}
}
b
"links": {
"self": {

"href": "https://local host:8443/vnflcm vl/vnf_| cmop_occs/| cmDp-
ec72c7b4- 7cea- 4201- a0ab- 5¢c0cec66¢cf a6”
b
"vnflnstance": {
"href": "https://local host:8443/vnflcm vl/vnf_instances/ dsrNetwor kCam
df c4dcd2- 2752- 48b4- 875d- 6¢f 703bad134"
}
b
"i sAutomaticlnvocation": fal se,
"i sCancel Pendi ng": false
b
{
"id": "lcmOp-00574f a7- 8c4a- 45ac- h7a8- 816bf af 70985",

"operationState": "STARTING',
"stateEnteredTime": "2019/01/16 06:05:32 UTC',
"startTine": "2019/01/16 06:05:32 UTC',
"vnflnstancel d": "dsrSignaling-08db63da- 6cac-495f - 8480- baf 368d21cf 7",
"operation": "I NSTANTI ATE",
"operationParans": {
"flavourld": "DI AMETER',
"instantiationLevelld": "small",
"ext Virtual Li nks": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [

{

"id: o tidlt,

"resourcel d": "31lae9c8hb-519e-4316-9a24-45¢c619646d69"
b

{

"id: "id2",

"resourcel d": "aa9d142d-89d4-40e7-a701-559a993aa5¢ea"

ORACLE 12-3



ORACLE

Chapter 12
Query All LCM Operation

}
1,
"vi mConnectionlnfo": [

{

"id": "vimd",

"vinlype": "QOpenStack",

"interfacelnfo": {

“controllerUri": "https://oortcloud.us.oracl e.com 5000/ v3"
¥
"accesslinfo": {

"username": "dsrat.user",
"password": "XXXXXX",

“user Domai n”: “Default”,
"proj ect Domai n": "default",
“tenant": "DSR AT Dev 2"

1
)
]

xtra": null

ocal i zati onLanguage": "l ocalizationLanguage",
"addi tional Paranms": {
"xm Network": {
“name": "ext-net7",
"i pVersion": "IPv4",
"xm Subnet Nanme": " ext - net 7- subnet "
b
"xsi Network": {
“name": "ext-net7",
"i pVersion": "IPv4",
"xsi Subnet Nanme": "ext - net 7- subnet "
¥
"ntpServerlp": "10.250.32.10",
"primaryNoanVmNane": " NOAMDO- 03ba4134",
"noangName": "dsr Net wor kGam NOAM 03ba4134_SG'
}
¥
"links": {
"sel f": {
"href": "https://local host: 8443/ vnflcnm vl/vnf_| cmop_occs/
| cnOp- 00574f a7- 8c4a- 45ac- b7a8- 816bf af 70985"
b
"vnflnstance": {
"href": "https://local host: 8443/ vnfl cm vl/vnf_instances/
dsr Si gnal i ng- 08db63da- 6¢cac- 495f - 8480- baf 368d21cf 7"
}
¥
"i sAut omati clnvocation": false,
"i sCancel Pending": false
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Terminating a VNF

This procedure represents the Terminate VNF operation. The client can use this procedure to
terminate a VNF instance. The POST method terminates a VNF instance.

Following are the two types of request parameters for the Terminate VNF operation:

*  FORCEFUL : The VNFM deletes the VNF and releases the resources immediately after
accepting the request.

*  GRACEFUL : After accepting the request, the VNFM first validates if the VNF
configuration is cleaned up. Once the validation is successful, VNFM deletes the VNF and
releases the resources.

# Note:

VNFM does not support clean-up or reverse cloud-init. The user must manually
clean the configuration before Graceful Termination.

Below table describes the parameters used for sending request to VNFM.

Table 13-1 Parameters and Definitions for Terminating VNF

Parameters Definitions

term nationType Indicates whether forceful or graceful termination
is requested.

Forceful Termination

The VNFM will delete the VNF immediately after accepting the request. The instance file is
updated with VNF Operational State set to STOPPED.

# Note:

If the VNF is still in service, requesting forceful termination can adversely impact the
network service.
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Figure 13-1 Forceful Termination

Orchestrator DSR VNFM OpenStack
Terminate Vnf Instance/

{ terminationType : FORCEFUL }

202 Accepted (VnfLemOpOcc)

Terminate Stack

Stack Status

Update VNF

Instance data 6
—

Terminating DSR and SDS VNF Instance Forcefully
Sample Request:

Request URL: POST: https://<<VNFM HOST | P>>: 8443/ vnflcnf v1l/vnf _instances/ < VNF | D
received fromcreate request>/terninate

Accept: application/json
Cont ent - Type: application/json
X-Token: Token generated after |ogin

{
}

"termnationType": "FORCEFUL"

Sample Response

Response Code: 202

{

[ ocation: https://local host:8443/vnflcm vl/vnf_| cmop_occs/ I cmDp-
f b21f 9d3- 43ad- 46cd- a03f - 7220bb36a5¢c6

date: Tue, 29 Jan 2019 10:39:24 GVl

content-length: 0 content-type:

application/xm

Graceful Termination

The VNFM first validates if the VNF configuration is cleaned up after accepting the request.
Once that configuration is cleaned, the VNFM deletes the VNF. Then the instance file is
updated with VNF Operational State set to STOPPED.

If AppWorks configurations are not cleaned manually and the orchestrator tries to do graceful
termination for that VNF, then the termination of VNF fails.
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f Note:

User must manually cleanup the AppWorks configurations before doing Graceful
Termination.

Steps for cleaning up the AppWorks Configuration for Signaling Stack of DSR and SDS:

1.  Open corresponding Active NOAM GUI of the Signaling instance.

2. In Status & Manage Tab, under HA, edit the Max Allowed HA Role of instances of the
Signaling stack as OOS.

3. In Configuration Tab, under Server Groups, edit the corresponding server groups of the
instances and uncheck SG Inclusion for the Server, and press OK. After this step, the
excluded Servers must disappear in Status & Manage -> Server section.

4. Finally, go to Configuration -> Servers section, select the servers that needs to be deleted
and click Delete.

f Note:

For DSR / SDS Signaling VNF clean up, the user must perform the above steps
twice, first for C-level servers and then repeat the steps for B-level servers.

Figure 13-2 Graceful Termination

Orchestrator DSR VNFM OpenStack

Terminate Vnf Instance/

p { terminationTvpe : GRACEFUL } L

202 Accepted (VnflemOpQcc) After Checking for Cloud Clean Up,
Terminate Stack

Stack Status

Update VNF

Instance data 8
¢ oranee gara

Terminating DSR and SDS VNF Instance Gracefully
Sample Request:

Request URL: POST: https://<<VNFM HOST | P>>: 8443/ vnfl cm v1l/vnf_instances/< VNF I D
received fromcreate request>/terninate

Accept: application/json
Cont ent - Type: application/json

X-Token: Token generated after login
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{
}

"termnationType": "GRACEFUL"

Sample Response

Response Code : 202

{

location: https://local host: 8443/ vnflcnmvl/vnf_| cmop_occs/| cnOp-
f b21f 9d3- 43ad- 46¢d- a03f - 7220bb36a5c6

date: Tue, 29 Jan 2019 10:39:24 GMI

content-length: 0 content-type:

appl i cati on/ xn

ORACLE’ 13-4



Changing the Default Configurations

This section includes information about changing the default configurations through the
following files:

Vm nf 0. xm
Vnf nProperties. xm

Changing Flavor Names

To change the flavor names:

1.
2.
3.

Log into the VNFM VM.

Go to/ opt/vnfniconfig/8.4/ folder.

Edit the file Vm nf 0. xn

Find the tag <f| avor > against the VM type (NOAM, SOAM, and so on)

Change the default name to user defined name.

f Note:

The user defined flavor name should be a valid flavor.

Changing Image Names

ORACLE

Log into the VNFM VM

Change to / opt/ vnf nf confi g/ 8. 4/ folder

Edit the Vm nf 0. xm

Find the tag <i mage> against the VM type (NOAM, SOAM, and so on)

Change the default name to user defined name.

f Note:

The user defined image name should be a valid image.

The sample VmInfo.xml is provided below:

<?xm version="1.0" encodi ng="UTF-8"?>

<l--
EEEEEEEEEEEEEEREEEEEESEEEEEEEEEREEEEEEREEEEEEEEEEEEEEEESEEEEEEEREERSEESEEEEEEEEES

Oracl e Corporation, Inc.
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Copyright (C) 2016, Oacle and/or its affiliates. Al rights reserved

EE R RS R RS EEEEEEEEEEEEEEEEEEEEE R EEEEEREREREEEEEEEEREREEEEEEEEEEEEEEEEEEEEEEE]

>

<l--

VWM Info file for DSR Rel ease 8.4

This file contains informations related to open stack flavors, Dsr images.. etc
of respective node types (NOAM SOAM DAMP, SS7, STP, | PFE. . ).

-->

<dsratvm nfo xm ns:xsi="http://ww.w3. org/ 2001/ XM_Schena- i nst ance" >
<vndet ai | s>

<vm nf 0>

<nane>NOAMNk/ nane>

<f | avor >dsr. noanx/ f | avor >

<i mage>DSR- 8. 4. 0. 1. 0_84. 23. 0. vndk</ i mage>
</ vm nf o>
<vm nf 0>

<nane>SOAMNk/ nane>

<fl avor>dsr. soanx/f| avor >

<i mage>DSR- 8. 4. 0. 1. 0_84. 23. 0. vndk</ i mage>
</ vm nf o>
<vm nf 0>

<nane>DA- MP</ name>

<fl avor>dsr. da</fl avor >

<i mage>DSR- 8. 4. 0. 1. 0_84. 23. 0. vndk</ i mage>
</ vm nf o>
<vm nf 0>

<nane>| PFE</ nane>

<flavor>dsr.ipfe</flavor>

<i mage>DSR- 8. 4. 0. 1. 0_84. 23. 0. vndk</ i mage>
</vm nf o>
<vm nf o>

<nanme>SBR</ nane>

<fl avor>dsr.sbr</flavor>

<i mage>DSR- 8. 4. 0. 1. 0_84. 23. 0. vndk</ i mage>
</ vm nf o>
<vm nf 0>

<nane>SS7- MP</ nane>

<fl avor>dsr.ss7</fl avor>

<i mage>DSR- 8. 4. 0. 1. 0_84. 23. 0. vndk</ i mage>
</ vm nf o>
<vm nf 0>

<nane>STP- MP</ nane>

<flavor>dsr.vstp</flavor>

<i mage>DSR- 8. 4. 0. 1. 0_84. 23. 0. vndk</ i mage>
</ vm nf o>
<vm nf 0>

<nane>DR- NOAMK/ name>

<fl avor >dr. noanx/ f | avor >

<i mage>DSR- 8. 4. 0. 1. 0_84. 23. 0. vndk</ i mage>
</ vm nf o>
<vm nf 0>

<nane>DSR- APl GMADM N</ nane>

<fl avor >dsr api gw. adm n</f | avor >

<i mage>DSRAPI GW 8. 4. 0. 0. 0_84. 16. 0. vndk</ i mage>
</vm nf o>
<vm nf 0>

<nane>DSR- APl GMPP</ name>

<fl avor >dsr api gw. app</ f| avor >

<i mage>DSRAPI GW 8. 4. 0. 0. 0_84. 16. 0. vndk</ i mage>
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</ vm nf o>
<vm nf 0>

<nanme>UDR</ nane>

<f | avor >udr. noanx/ f | avor >

<i mage>UDR- 12. 5. 1. 0. 0_17. 8. 0. vndk</ i mage>
</ vm nf o>
<vm nf 0>

<nane>DSR- DBSERVER</ name>

<f | avor >dsr. noanx/ f | avor >

<i mage>DSR- 8. 4. 0. 0. 0_84. 15. 0. vndk</ i mage>
</ vm nf o>
<vm nf 0>

<nane>DSR- | DI HAPP</ nane>

<flavor>appl -i di h</fl avor >

<i mage>apps-8. 2. 1. 0. 0_82. 23. 0. vnuk</ i mage>
</ vm nf o>
<vm nf 0>

<nanme>DSR- | DI HVEDI ATl ON</ nanme>

<fl avor >ned-i di h</fl avor >

<i mage>nedi ation-8.2.1.0.0_82.23. 0. vnuk</ i mage>
</ vm nf o>
<vm nf 0>

<nanme>DSR- | DI HDB</ nane>

<f | avor >db-i di h</fl avor >

<i mage>oracl e-8.2.1.0.0_82. 23. 0. vndk</ i mage>
</ vm nf o>
<vm nf 0>

<nanme>SDS- NOAMK/ nane>

<fl avor >sds. noanx/ f | avor >

<i mage>SDS- 8. 4. 0. 1. 0_84. 23. 0. vndk</ i mage>
</ vm nf o>
<vmi nf 0>

<name>SDS- (S</ name>

<fl avor >sds. noanx/ f | avor >

<i mage>SDS- 8. 4. 0. 1. 0_84. 23. 0. vndk</ i mage>
</ vm nf o>
<vm nf 0>

<nane>SDS- DR- NOAMK/ nane>

<fl avor >sds. noanx/ f | avor >

<i mage>SDS- 8. 4. 0. 1. 0_84. 23. 0. vndk</ i mage>
</ vm nf o>
<vm nf 0>

<nanme>SDS- DR- S</ nane>

<fl avor>sds. noanx/ f | avor >

<i mage>SDS- 8. 4. 0. 1. 0_84. 23. 0. vndk</ i mage>
</ vm nf o>
<vm nf 0>

<nanme>SDS- SOAMK/ nane>

<flavor>sds. dpsoanx/ f| avor >

<i mage>SDS- 8. 4. 0. 1. 0_84. 23. 0. vndk</ i mage>
</ vm nf o>
<vm nf 0>

<nane>SDS- DP</ nane>

<fl avor>sds. dp</fl avor >

<i mage>SDS- 8. 4. 0. 1. 0_84. 23. 0. vndk</ i mage>
</vm nf o>
<vm nf 0>

<nane>DSR- DR- NOAMK/ nane>

<f | avor >dsr. noanx/ f | avor >

<i mage>DSR- 8. 4. 0. 1. 0_84. 23. 0. vndk</ i mage>
</ vm nf o>
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</vndetail s>
</ dsratvm nf 0>

Changing Availability Zone
1. Log into the VNFM VM.
2. Change to/opt/vnfm config/ folder
3. Edit the Vnf nProperties. xn

4. Find the tag <osAvai | abi | i t yZone>

5. Change the default name to user defined name.

j" Note:

The user defined flavor name should be the availability zone.

Changing Profile Name

1. Log into the VNFM VM

2. Change to/opt/vnfm config/ folder
3. Edit the Vnf nProperti es. xni

4. Find the tag <profi | eNane>

5. Change the default name to user defined name.

j" Note:

The user defined image name should be a valid profile name

The sample VnfmProperties.xml is provided below:
<?xm version="1.0" encodi ng="UTF-8"?>

<l--

LR EE R SRR RS SR SRS EEE SRR SRR EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESEEEEEEEESEEEEE]
Oracle Corporation, Inc.

Copyright (C) 2016, Oacle and/or its affiliates. Al rights reserved

EEEEE R R RS EEEEEEEREE R EEEEEEEEEEEEEEEEEREEEREEEEEEEREREEEEEEEREREREEEEEEEEEE

-->

<vnf mOpenst ackProperties xm ns: xsi="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<I'-- DSR RELEASE | NFORMATI ON : START-->

<l-- -->

<l-- Information about DSR VNFM rel ease -->

<dsr Vnf nmVer si on>4. 3. 0</ dsr Vnf nVer si on>

<l-- Information about DSR supported rel eases

I nclude within <dsrVersion></dsrVersion> tags to add new rel ease
-->

<dsr Support edRel eases>
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<dsr Rel ease>

<rel easeNunber >8. 4</r el easeNunber >
</ dsr Rel ease>

</ dsr Suppor t edRel eases>

<I'-- Information about DSR supported pre-rel eases
APPLI CABLE ONLY FOR | NTERNAL RELEASES

I nclude within <dsrVersion></dsrVersion> tags to add new rel ease
-->

<dsr Support edPr eRel eases>

<dsr Rel ease>

<r el easeNumber >8. 3</r el easeNunber >

</ dsr Rel ease>

</ dsr Suppor t edPr eRel eases>

<I-- >

<l-- DSR RELEASE | NFORMATION : END -->

<I'-- VNFM Persistent Storage path-->

<vnf nPer si stent I nstancesDi r>/ var/vnfnfinstances/ </ vnf nPer si stent | nstancesDi r >
<vnf nPer si st ent LcnOper ati onsDi r >/ var/ vnf m' | cnoper ati ons/ </

vnf nPer si st ent LcnmCper ati onsDir>

<vnf mJser Dat abi r >/ var/ vnf m </ vnf mJser Dat aDi r >

<l--paths to various files -->

<user Openst ackDi r >/ var/ NSA/ LDM conf i g/ openst ack</ user Qpenst ackDi r >

<heat Par anet er Di r >/ var/ NSA/ LDM conf i g/ openst ack/ par anet er </ heat ParaneterDi r >
<user | nput Vnf nDi r >/ var / NSA/ LDM confi g/ pl anni ng</ user | nput Vnf nDi r >

<vmi nf oDi r>/ var/ NSA/ LDM conf i g/ openst ack</ vm nf oDi r >

<vnfnLogDi r >/ var/vnfni | ogs/ </ vnfnLogDi r >

<I--(penStack related timers -->

<st ackCheckl nt er val >5000</ st ackCheckl nt erval >

<st ackCr eat eCheckCount >60</ st ackCr eat eCheckCount >

<st ackUpdat eCheckCount >60</ st ackUpdat eCheckCount >

<st ackDel et eCheckCount >30</ st ackDel et eCheckCount >

<st ackRet ri eveDat aCount >3</ st ackRet r i eveDat aCount >
<retrieveStackRet ryCount >25</retrieveSt ackRet ryCount >
<retrieveDel et eSt ackRet ryCount >1</retri eveDel et eSt ackRet r yCount >

<!--QpenStack network information -->
<dsrlm | pv4C dr Subnet >192. 167. 1. 0/ 24</ dsr | mi | pv4Ci dr Subnet >
<dsr I m | pv6Ci dr Subnet >2001: db8: 1234: 0000: : / 64</ dsr | ni | pv6C dr Subnet >

<l'-- HTTP Request Validator Path -->
<nbrest Val i dat or sDi r >/ var/ NSA/ LDM val i dat or s</ nbr est Val i dat or sDi r >

<l-- SNW\P MB File Path -->

<snnpM bFi | e>/ usr/ shar e/ snnp/ m bs/ or acl eVnf m mi b</ snnpM bFi | e>

<t opLevel M bFi | e>/ usr/ shar e/ snnp/ m bs/ t ekel ec-t opl evel -reg. m b</topLevel M bFi | e>
<snnpRecei ver | pAddr ess>udp: 10. 75. 189. 162/ 1623</ snnpRecei ver | pAddr ess>

<j sonM bFi | e>/ usr/ shar e/ vnf m oracl eVnf mM b. j son</j sonM bFi | e>

<I'-- SNWP User Details -->

<user Name>MD5DES</ user Nane>

<securityName>MD5DES</ securi t yName>

<aut henti cati onPassPhrase>User Nane</ aut hent i cati onPassPhr ase>
<privacyPassPhrase>Passwor dUser </ pri vacyPassPhrase>

<l-- DSR 5G SPF - DB VOLUME SIZE -->
<dbVol umeSi ze>5</ dbVol uneSi ze>
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<I-- DSR M related paraneters -->
<mi Ret r yCount >10</ mi Ret r yCount >
<mi | nt erval >60000</ nmi | nt erval >

<I'-- DSR access for validation -->
<dsr NoamJser name>gui adm n</ dsr NoamJser name>

<!-- Total Nunber of severs per signaling VNF -->
<t ot al ServersPer Si gnal i ngVnf >48</t ot al Server sPer Si gnal i ngVnf >
<t ot al | pf eSer ver sPer Si gnal i ngVnf >4</ t ot al | pf eSer ver sPer Si gnal i ngVnf >

<I'-- Topo version for MM Cient -->
<dsr Mni Ver si on>v2. 0</ dsr Mri Ver si on>
<sdsMni Ver si on>v1. 0</ sdsMri Versi on>

<l'-- Thread pool executor -->

<cor ePool Si ze>20</ cor ePool Si ze>

<maxi munPool Si ze>30</ maxi nunPool Si ze>

<bl ocki ngQueueSi ze>30</ bl ocki ngQueueSi ze>
<keepAl i veTi ne>10</ keepAl i veTi me>

<l'-- Openstack https client certificate path -->
<osCientCertificatePath>/var/vnfmcertificate/os-client-certificate-
keystore. penx/osClientCertificatePath>

<l-- ProfilelHardware nane -->
<dsr Har dwar ePr of i | eNane>DSR Guest </ dsr Har dwar ePr of i | eNane>
<sdsHar dwar eProf i | eNane>SDS Cl oud Quest </ sdsHar dwar ePr of i | eNane>

<I-- QOpenstack Availability Zone -->
<osAvai | abi | i tyZone>nova</ osAvai | abi | i t yZone>

<I'-- Vnfm X-Token Information 5 hours by default-->
<ti meToLi ve>18000000</ti neToLi ve>

<xm NewNanme>xm </ xm NewNane>

<i m NewNanme>i m </i m NewNane>

<l cnRet r yCount >20</ | cnRet r yCount >

<l cnRetryl nt erval >120000</| cnRet ryl nt erval >
</ vnf mpenst ackProperties>
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Vnfm support both openstack vim HTTP & HTTPS client.

To support the openstack HTTPS client, user must add the openstack certificate in the below

path in a vofm deployed system:
/var/vnfmcertificate/<certificate name>. pem

For example: / var/vnfmicertificate/os-client-certificate-keystore.pem

j" Note:

Certificate needs to be in pem format only.

To get the Openstack client certificate, execute:

echo -n | openssl s_client -connect <openstack stack ip>:5000 | \

sed -ne '/-BEG N CERTI FI CATE-/, /- END CERTI FI CATE-/p' > os-client-certificate-

keyst ore. pem
For example:

echo -n | openssl s_client -connect 10.10.20.137:5000 | \

sed -ne '/-BEG N CERTI FI CATE-/, /- END CERTI FI CATE-/p' > os-client-certificate-

keyst ore. pem

Above command will fetch the https certificate from openstack and save it in os-cl i ent -

certificate-keystore. pemfile.
Restart the tomcat by performing the steps in sectionSteps to Reboot Tomcat.
To give Openstack HTTPS call through VNFM:

In the request body of any instantiate vnf through VNFM, change Vi nConnect i on
control lerUri fromhttp tohttps.

For example:

"vi mConnectionlnfo": [
{
“id": "vimd",
"vinType": "QOpenStack",
"interfacelnfo": {
“controllerUi": "https://10.10.20.137:5000/v3"
¥
"accesslnfo": {
"username": "dsrat.user",
"password": "xxxx",
“user Domai n”: “Default”,
"project Domai n": "default",
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“tenant": "tenant name"

}

xtra": null

j" Note:

The OpenStack should support "HTTPS Identity Service" to use HTTPS in the
controller URIL.
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VNFM SNMP ALERTS

*  VNFM acts as an SNMP Agent that generates traps such as exception traps, and success
notifications.

*  VNFM MIB (or acl eVnf m i b) and Top level MIB (t ekel ec- t opl evel - reg. ni b) are
placed in "/ usr/ shar e/ snnp/ mi bs" directory.
For more information on Alerts and MIB files, see sections VNFM Alarms and VNFM
MIB File.

*  VNFM generates traps in the following SNMP versions:
—  System health traps - SNMP v2c version

—  VNFM exception and success notifications - SNMP v3 version

Steps to change the SNMP Trap Receiver/Manager

To change the SNMP Trap Receiver/Manager:

1. Edit the IP, port of SNMP Trap Receiver/Manager by changing the property
snnpRecei ver | pAddr ess in Vnf nProperties. xm file, located in / opt/ vnf m confi g/ folder.

2. Run the following script in dsr vnf muser mode:
[var/vnfm promet heus/ snnp_notifier/restart_SnmpNotifier.sh <VNFM | P address>
3. The output reflects that the SNMP notifier successfully stopped and started again with the
given SNMP Trap Receiver/Manager.

Steps to add route for a new VIM

To add route for a new VIM, execute the following commands in ' root' user mode:
1.  Open ' route-network.sh', and append the new VIM route address to the ' Dat aLi st
For example: Dat alLi st =10. 75. 167. 0/ 24, 10. 75. 185. 0/ 24

2. Execute'ifdown ethl',and then'ifup ethl'

Steps to Reboot Tomcat

To reboot Tomcat, execute the following commands in ' dsrvnf ni user mode:
1. [usr/share/vnfniapache-tontat-9. 0. 20/ bi n/ shut down. sh

2. [usr/share/vnfnl apache-tontat-9.0.20/bin/startup.sh

VNFM Alarms

This section includes information about VNFM alarms.
Example OID: 1.3.6.1.4.1.323.5.3.33.1. 2. 1. 3001
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OID | Alert | Alert Name Alert Message Severit
ID y
3001 [ GEN_0 [ vnfmlIllegal ArgumentGenAlertNotificat | Exception for Illegal argument Minor
01 ion
3002 [ GEN_0 | vnfmNullPointerAlertNotification Exception for a Null Pointer Minor
02
3003 | GEN_0 | vafmWorkingDirectoryErrorAlertNotifi | Error while creating the NSA Minor
03 cation Directory Fails
3004 | GEN_0 | vafmHttpClientHandlingErrorAlertNoti | Error when there is a failure in Minor
04 fication processing HTTP request or
response
3005 | GEN_O | vnfmUnexpectedHttpResponseStatusC | Error when there is a unexpected Minor
05 odeAlertNotification response status code
3006 | GEN_0 | vnfmJsonParseErrorAlertNotification | Error when the JSON object parsing | Minor
06 fails
3007 | GEN_0 | vnfmNoSuchAlgorithmAlertNotificatio | Error when the requested the Minor
07 n algorithm for SSL context is not
found
3008 | GEN_0 | vafmKeyManagementAlertNotification | Error if there is a key management | Minor
08 issue while initializing
3009 [ GEN_0 | vnfmTimeoutAlertNotification Error if the server is taking too long | Minor
09 to respond
3010 | GEN_0 | vafmMissingMMIResponseParameter | Error when an expect MMI response | Minor
10 AlertNotification parameter is missing
3011 | GEN_O | vafmInputOutputErrorAlertNotification | An I/O error has occurred Minor
11
3012 [ GEN_O | vnfmInterruptedErrorAlertNotification | An interrupted error has occurred Minor
12
3013 [ GEN_0 | vnfmFileNotFoundAlertNotification Error if the specified file is not Minor
13 found
3014 | GEN_0 | vnfmUnexpectedParseErrorAlertNotifi | An unexpected error has occurred Minor
14 cation while parsing an object or file
3015 | GEN_0 | vafmMissingConfigParamAlertNotifica | Error occurred when a configuration | Minor
15 tion file is missing a mandatory
parameter
3016 | GEN_0 | vafmUnsupportedConfigParamAlertNo | Error when a configuration file Minor
16 tification contains an unsupported parameter
3017 [ GEN_O | vnfmValueOutOfBoundsAlertNotificati | Error when a value/index is out of | Minor
17 on range
3018 | GEN_0 [ vnfmSessionldErrorAlertNotification | Failed to fetch the session ID Minor
18
3019 | GEN_0 | vnfmIOExceptionErrorAlertNotificatio | Detected an IOException during Minor
19 n processing
3020 | GEN_0 | vafmHttpResourceNotFoundAlertNotif | The requested Http Resource Not Minor
20 ication Found
3021 | GEN_0 | vafmMMIStatusExceptionErrorAlertN | MMI Exception status response Minor
21 otification
3022 | GEN_0 | vafmNotActiveNodeErrorAlertNotifica | Error when the node is not active Minor
22 tion
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OID | Alert | Alert Name Alert Message Severit
ID y

3023 | GEN_0 | vnfmSoftwareVersionInfoNotFoundAle | MMI Exception if the Software Minor
23 rtNotification Version is not found

3024 [ GEN_0 | vnfmParameterAdditionFailedAlertNot | MMI Exception if the addition of Minor
24 ification Parameter failed

3025 | GEN_0 | vafmOperationFailureAlertNotification | Unexpected Operation Failure Minor
25

3026 | GEN_0 | vafmTemporaryConditionFailureAlert | Temporary Condition Failure Minor
26 Notification

3027 | GEN_O | vnfmJaxbMarshallingErrorAlertNotific | Jaxb Marshalling Error found Minor
27 ation

3028 [ GEN_0 | vnfmNoamServerGroupCountErrorAle | Noam Server group count Error Minor
28 rtNotification

3029 | GEN_0 | vafmSecureRemoteOperationFailedAle | Secure Remote Operation Failed Minor
29 rtNotification

3030 | GEN_0 | vafmXmlParseErrorAlertNotification | XML Parse Error Minor
30

3031 [ GEN_0 | vafmXmlIXPathExpressionFailureAlert | The XPath Expression Failed Minor
31 Notification

3032 | GEN_0 | vafmXmlTransformXmlToStringFailur | Converting DOM Xml to String Minor
32 eAlertNotification Failure

3033 [ GEN_0 | vafmXmilpAddressIsNotAssignedAlert | Xmi Ip address not assigned to Minor
33 Notification device

3034 | GEN_0 | vnfmLoadConfigOperationFailedError | Load config operation failure Minor
34 AlertNotification

3035 | GEN_0 | vnfmFileSystemEntity ActionFailureAl [ File system entity action failure Minor
35 ertNotification

3036 | GEN_0 | vnfmServerNotReachableAlertNotificat | Server not accessible Minor
36 ion

3037 | GEN_0 | vafmUnsupportedDsrReleaseVersionAl | DSR Release Invalid Minor
37 ertNotification

3038 | GEN_0 | vnfmCannotDetermineDefaultValueAle | Default value cannot be determined | Minor
38 rtNotification

3039 [ GEN_O | vnfmDsrImagesNotConfiguredAlertNo | DSR images are not configured for | Minor
39 tification the release

3040 [ GEN_0 | vnfmDsrImageNotConfiguredVmType | DSR image for VM type not Minor
40 AlertNotification configured

3041 [ GEN_0 | vnfmBulkConfigXmlCreationFailureAl | Bulk Config XML creation failure | Minor
41 ertNotification

3046 | GEN_0 | vafmUnsupportedVnfTypeAlertNotific | Unsupported VNFM type Minor
46 ation

3049 | GEN_0 | vafmFileCreationFailureAlertNotificati | File creation failed Minor
49 on

3050 | GEN_0 | vafmValueNotConfiguredInPropertyFil | Value not configured in property file | Minor
50 eAlertNotification

3051 | GEN_0 | vnfmHeatTemplateStackObjectInstantia | HeatTemplateStack instantiation Minor
51 tionFailureAlertNotification failure
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OID | Alert | Alert Name Alert Message Severit
ID y

3052 [ GEN_0 | vonfmConfigurationExceptionAlertNotif | Exception while initializing Minor
52 ication configuration exception

3053 | GEN_0 | vnfmWatchDogTimerExceptionAlertN | Failed to create Watch Dog Timer Minor
53 otification

3054 | GEN_0 | vafmInvalidOpenStackResourceAlertN | Openstack resource id is not valid Minor
54 otification

3055 | GEN_0 | vafmUnsopportedFlavorldAlertNotific | Unsupported VNFM type. Minor
55 ation

3056 | GEN_0 | vnfmReadVnfInstanceAlertNotification | Incorrect VNF Instance Id Minor
56

3057 | GEN_0 | vnfmlllegallnstantiationLevel AlertNoti | Incorrect VNF Instance Id Minor
57 fication

3058 | GEN_0 | vnfmFileNotFoundExceptionAlertNotif | Incorrect VNFM persistent file Minor
58 ication

3059 | GEN_0 | vafmInvalidFileAlertNotification Invalid file Error Minor
59

3060 | GEN_0 | vafmScaledConfigXmlCreationFailure | Bulk Config XML creation failure | Minor
60 AlertNotification

3061 | GEN_0 | vafmReadVnfLecmOperationException | Incorrect VNF LCM Operation Id | Minor
61 AlertNotification

3062 | GEN_O | vnfmInvalidInstanceNameAlertNotifica | vnfInstance Name is already in use | Minor
62 tion

3063 [ GEN_O | vnfmInvalidNetworkAlertNotification | Invalid network name. Minor
63

3064 | GEN_0 | vafmUnsupportedEncodingAlertNotific | Unsupported Encoding Found Minor
64 ation

3065 | GEN_0 | vnfmReachedMaxAllowedServersPerSi | Reached Max allowed servers per Minor
65 gnalingVnfAlertNotification signaling VNF

3066 | GEN_0 | vofmReachedMaxAllowedIpfePerSign | Reached Max allowed IPFE servers | Minor
66 alingVnfAlertNotification per signaling VNF

3067 | GEN_0 | vofmTerminationFailureAlertNotificati | Failed Terminating Stack Major
67 on

3068 [ GEN_0 | vnfmInvalidResourceldAlertNotificatio | Exception for invalid resource id Minor
68 n

3069 | GEN_0 | vnfmRetrieveBulkXmlPersistentFailure | Retrieval of bulk xml from Minor
69 AlertNotification persistent storage failed.

3070 | GEN_0 | vanfmRetrievePasswordFailureAlertNoti | Password retrieval failure Minor
70 fication

3071 | GEN_0 | vafmCloudInitFailureAlertNotification | Cloud Init failed Major
71

3073 | GEN_0 | vafmInvalidNetworkNameAlertNotific | Network name invalid Minor
73 ation

Example OID: . 1.3.6.1.4.1.323.5.3.33.1.2.2.4001
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OID Alert ID Alert Name Alert Message Severity

4001 SEMANTI | vnfmSemanticErrorAlertNotifica | Semantic Error Found Minor
C 001 tion

4002 SEMANTI | vnfmInvalidFieldValueParameter | Invalid Field Value Found Minor
C 002 AlertNotification

4003 SEMANTI | vafmInvalidVimConnectionInfo | Invalid Connection Details in | Minor
C 003 ListSizeAlertNotification the Vim Connection

Information

4004 SEMANTI | vafmRequiredParameterMissing | Required Parameters Missing Minor
C 004 AlertNotification

4005 SEMANTI | vafmUnsupportedInputParamete | Unsupported Input Parameters | Minor
C_005 rAlertNotification

4006 SEMANTI | vafmDatatypeMismatchAlertNot | Datatype Mismatch Found Minor
C 006 ification

4007 SEMANTI | vafmValueTooShortParameterAl | The value of the parameters are | Minor
C_007 ertNotification too short

4008 SEMANTI | vafmValueTooLongAlertNotifica| The value of the parameters are | Minor
C 008 tion too long

4009 SEMANTI | vnfmlIllegal ValueAlertNotificatio | Illegal Value Found Minor
C_009 n

4010 SEMANTI | vnfmlllegalArgumentAlertNotifi | [llegal Argument Found Minor
C 010 cation

4011 SEMANTI | vafmMissingFixedIpsAlertNotifi | Fixed IP addresses are Missing | Minor
C 011 cation

4012 SEMANTI | vafmValueLengthMismatchAlert | The length the value has been | Minor
C_012 Notification mismatched

4013 SEMANTI | vafmIpNotInRangeAlertNotifica | The IP address is out of bounds | Minor
C 013 tion

4014 SEMANTI | vnfmlInvalidKeyAlertNotificatio | Invalid Key Found Minor
C 014 n

4015 SEMANTI | vafmMismatchedIpVersionAlert | The IP Version has been Minor
C 015 Notification mismatched

4016 SEMANTI | vafmInvalidPasswordAlertNotifi | Invalid Password is provided Minor
C 016 cation

4017 SEMANTI | vnfmInvalidSubnetNameAlertN | Illegal Value Found Minor
C 017 otification

4018 SEMANTI | vafmNotSupportedDuallpAlertN | Dual Stack not supported Minor
C 018 otification

4019 SEMANTI | vafmMultipleOccurenceOfPara | Multiple occurrence of VIP Minor
C 019 meterAlertNotification

Example OID: . 1.3.6.1.4.1.323.5.3.33.1.2.3.5001

Table 16-3 OpenStack Exception Alert Summary

OID | Alert ID Alert Name Alert Message Severity
5001 [ OPENSTAC | vafmClientCreateFailureAlertN | Failed to create Openstack Client. | Minor
K 001 otification
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Table 16-3 (Cont.) OpenStack Exception Alert Summary

OID | Alert ID Alert Name Alert Message Severity

5002 | OPENSTAC | vnfmHeatFileMissingParameter | Mandatory Yaml file for Minor
K 002 AlertNotification deployment not found

5003 | OPENSTAC | vafmParamMapConvertErrorAl | Unable to convert parameter Yaml | Minor
K 003 ertNotification file to parameter list

5004 [ OPENSTAC | vafmStackCreateClientErrorAle | Failed to perform stack create Major
K 004 rtNotification operation due to error on client

5005 | OPENSTAC | vnfmStackDeleteClientErrorAle | Failed to delete the stack Major
K 005 rtNotification

5006 | OPENSTAC | vnfmStackNotFoundErrorAlert | Failed to find the stack by the Minor
K 006 Notification name

5007 | OPENSTAC | vnfmStackCreateServerErrorAl | Failed to perform stack create Major
K 007 ertNotification operation due to error on server

5008 | OPENSTAC | vafmStackGetOutputsTimeoutE | Failed to retrieve a stack Minor
K 008 rrorAlertNotification infrastructure

5009 [ OPENSTAC | vafmStackGetOutputsConfigEr | Failed to open NsaOsProperties Minor
K 009 rorAlertNotification file

5010 | OPENSTAC | vafmStackGetOutputsMissingD | Required data missing from Minor
K 010 ataErrorAlertNotification getOutputs response

5011 [ OPENSTAC | vafmStackGetOutputsNullValu | Failed to retrieve IPs from stack Minor
K 011 eErrorAlertNotification

5012 | OPENSTAC | vnfmlInvalidJsonFormatErrorAl | The generated JSON String has Minor
K 012 ertNotification errors

5013 | OPENSTAC | viofmOpenstackCliCommandEx | OpenStack command execution Minor
K 013 ecutionFailureAlertNotification | failure

5014 | OPENSTAC | vnfmStackServiceConfigErrorA | Error just before stack creation Minor
K 014 lertNotification

5015 [ OPENSTAC | vafmStackUpdateClientErrorAl | Failed to perform stack update Major
K 015 ertNotification operation due to error on client

5016 | OPENSTAC | vafmStackUpdateServerErrorAl | Failed to perform stack update Major
K 016 ertNotification operation due to error on server

5017 | OPENSTAC | vafmStackDeleteServerErrorAl | Failed to perform stack delete Major
K 017 ertNotification operation due to error on server

5018 [ OPENSTAC | vafmNetworkDetailsNotFound | Failed to fetch the network details | Minor
K 018 AlertNotification from the provided network

5019 | OPENSTAC | vnfmlIpDetailsNotFoundAlertN | Failed while fetching IP details for | Minor
K 019 otification the provided resource ID

Example OID:. 1.3.6.1.4.1.323.5.3.33.1.2.4.6001

Table 16-4 Invalid Gen Exception Alert Summary

OI | Alert ID Alert Name Alert Message Severity
D

600 | Invalid_GE | vafmIncorectVnflnstanceldAler | Incorrect Vnf Instance ID Minor

1 |N_001 tNotification

600 | Invalid_GE | vafmIncorrectrStackldOrName | Incorrect Stack Id or Name Minor

2 [N_002 AlertNotification
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Table 16-4 (Cont.) Invalid Gen Exception Alert Summary
. ___________________________________________________________ |

OI | Alert ID Alert Name Alert Message Severity
D

600 | Invalid_GE | vafmDiscoverStackldOrNameA | Discovery stack Id or Name already Minor

3 |N_003 lertNotification discover by VNFM

600 | Invalid_GE | vafmDiscoverStackldOrNameC | Creation of Stack by the provided stack | Minor

4 |N_004 reateFailedAlertNotification Id or Name failed

600 | Invalid_GE | vafmIncorrectVnfLcmOpOddld | Incorrect VNF LCM Operation Minor

5 |N_005 AlertNotification Occurrence Id

Example OID:. 1.3.6.1.4.1.323.5.3.33.1.2.5.7001

Table 16-5 VNFM State Conflict Exception Alert Summary
. ______________________________________________________ |

CT 002

Notification

OID | Alert ID Alert Name Alert Message Severity

7001 | STATE _CONFLI | vafmVnfAlreadyInstantiated | The Vnf Instance has already Minor
CT 001 AlertNotification been instantiated

7002 | STATE_CONFLI | vafmVnfNotlnstantiatedAlert | The Vnf Instance has not been Minor

instantiated

Example OID:. 1.3.6.1.4.1.323.5.3.33.1.2.6.8001

Table 16-6 VNFM Success Alert
|

OID | Succe | Operation | Success Alert Message Alert Name Severit
ss y
Alert
ID
8001 | 01 STACK The vnfm Operation Stack vnfmStackCreateSucessAl | Info
CREATE Creation is successful ertNotification
8002 | 02 STACK The vnfm Operation Stack Update | vafmStackUpdateSucessAl | Info
UPDATE is successful ertNotification
8003 | 03 STACK The vnfm Operation Stack vnfmStackDeleteSucessAl | Info
DELETE Terminate is successful ertNotification
8004 | 04 STACK The vnfm Operation Stack vnfmStackDiscoverSucess | Info
Discovery Discover is successful AlertNotification
8005 | 05 CLOUD The vnfm Operation Cloud-Init is | vafmCloudInitSucessAlert | Info
INIT successful Notification

Example OID:. 1.3.6.1.4.1.323.5.3.33.1.2.7.2001

OID Success Alert Message Alert Name Severity

2001 One of VNFM Job is vnfmInstanceDownAlertNotification Critical
Down

2002 Out of Memory vnfmMemoryUsageAlertNotification Critical

2003 High CPU Load inthe  vnfmLoadAlertNotification Critical
server
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OID Success Alert Message Alert Name Severity

2004 Out of disk space vnfmDiskUageAlertNotification Warning

Example OID:. 1.3.6.1.4.1.323.5.3.33.1.2.8.9001

Table 16-7 VNFM Auth Exception Summary
I

OID Success Alert Alert Name Alert Message Severity
ID

9001 AUTH 001  vnfmlInvalidUserScopeAlertNoti The Cloud Init is successful Minor
fication

9002 AUTH 002  vnfmUserAlreadyPresentAlertN User Already Present Minor
otification

9003 AUTH 003  vnfmlInvalidCredentialsEntered Invalid username or password Minor
AlertNotification entered

9004 AUTH 004  vnfmSessionExpiredAlertNotifi Session Expired, please login again  Minor
cation to continue

9005 AUTH_005  vnfmlInvalidTokenAlertNotificat Invalid Token Minor
ion

9006 AUTH 006  vnfmNullTokenAlertNotificatio Token Field must be present Minor
n

VNFM MIB File

ORACLE

Oracle VNFM MIB file for exceptions:

-- VNFM 4.3.0
-- Copyright (C 2019, Oacle and/or its affiliates. Al rights reserved.

ORACLEVNFM M B DEFINI TIONS ::= BEG N
| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON-TYPE, Counter32, TineTicks,
I nteger 32, Unsigned32
FROM SNVPv2- SM
NOTI FI CATI ON- GROUP FROM SNWVPv2- CONF
oracl eVNFM FROM TEKELEC- TOPLEVEL- REG,
oracl evnf "M B MODULE- | DENTI TY
LAST- UPDATED "201908300000Z"
ORGANI ZATION "Oracle, Inc."
CONTACT- | NFO
"Tekel ec, Inc.
5200 Paranmount Par kway
Morrisville, NC 27560
USA

http://ww. oracl e. conf support/

US & Canada: 888.367. 8552

India: +91.124. 436. 8552

China: +65.6248. 4510

UK & Europe: +44.1784.467. 804"
DESCRI PTI ON
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"The M B nodul e for managi ng oracl eVnf m i npl enent ati ons.
Copyright (C) Oacle Corp."

-- REVI SI ON HI STORY

--  There shoul d be one REVI SI ON DESCRI PTION pair for each revision of the
-- file. Revisions should appear in reverse chronol ogi cal order (the newest
-- revision at the top).
REVI SI ON "2019102500002"
DESCRI PTI ON
"Addi ng VNFM System Al erts."
c:={ oracleVNFM 1 }

-- MBtables and variables definition

oracl evnf MM BObj ects  OBJECT IDENTIFIER ::= { oraclevnfnrMB 1 }
oracl evnf mM BNot i fications OBJECT IDENTIFIER ::= { oracleVnfrMB 2 }
vnfmAl erts OBJECT I DENTIFIER ::= { oracleVnfnM BObjects 1 }

vnf nExcepti onAl ert Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Vnf mExcepti onAl ertEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This is the data structure associated to
exception alerts triggered by the Oracle VNFM "
= { vnfmAlerts 1}

vnf mExceptionAl ertEntry OBJECT- TYPE

SYNTAX Vnf nExcepti onAl ert Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This is the data structure associated to
alerts triggered by Oracle VNFM "

INDEX { vnfnExceptionAertiD}

c:= { vnfnExceptionAlertTable 1}

Vnf mExceptionAlertEntry ::=

SEQUENCE  {

vnf mExceptionAlert1 D I nt eger 32,
vnf nExcepti onAl ert Message  OCTET STRING
vnf mExcepti onAl ert Name CCTET STRING
vnf mExcepti onAl ert Ti meStanp Ti neTi cks,
vnf mExcept i onSeverity I nt eger 32

}

vnf mExcepti onAl ert1 D OBJECT- TYPE

SYNTAX I nteger32(0..127)

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The alert ID of the alert being sent; this
number can be used to correlate cleared alerts
with raised ones."

c:= { vnfnExceptionAl ertEntry 1}

ORACLE

16-9



ORACLE

vnf nExcepti onAl ert Nane OBJECT- TYPE

SYNTAX OCTET STRI NG

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The alert message of the alert being sent; this
message can be used to correlate cleared alerts
with raised ones."

c:= { vnfnExceptionA ertEntry 2}

vnf nExcepti onAl ert Message OBJECT- TYPE

SYNTAX OCTET STRI NG

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The alert message of the alert being sent; this
message can be used to correlate cleared alerts
with raised ones."

c:= { vnfnExceptionA ertEntry 3}

vnf nExceptionAl ert Ti neStanp OBJECT- TYPE
SYNTAX Ti neTi cks
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The last tine any telenetry information was updated."”
;= { vnfnExceptionAlertEntry 4 }

vnf mExceptionSeverity OBJECT- TYPE
SYNTAX I NTEGER {
crtical (3),
mej or (2),
mnor (1),
info(0)}
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The alert message of the alert being sent; this
message can be used to correlate cleared alerts
with raised ones."
::= { vnfnExceptionAl ertEntry 5}

vnf nSucessAl ert Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Vnf nmSucessAl ert Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This is the data structure associated to
success alerts triggered by the Oacle VNFM "

= { vnfmAlerts 2}

vnf nBucessAl ert Entry OBJECT- TYPE

SYNTAX Vnf nBucessAl ert Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This is the data structure associated to
success alerts triggered by Oracle VNFM "

INDEX { vnfnBuccessAlertID }
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;o= { vnfnBucessAlertTable 1 }

VnfnBSucessAlertEntry ::=

SEQUENCE  {
vnfmBuccessAl ert| D I nt eger 32,
vnf mOper at i on OCTET STRING,

vnf mBucessAl ert Message  OCTET STRI NG
vnf mBucessAl ert Ti meSt anp Ti meTi cks,
vnf mBuccessSeverity I nt eger 32

}

vnf nSuccessAl ert | D OBJECT- TYPE

SYNTAX I nteger 32(0..127)

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The alert ID of the alert being sent; this
nunber can be used to correlate cleared alerts
with raised ones."

::= { vnfnBucessAlertEntry 1 }

vnf mOperation OBJECT- TYPE

SYNTAX OCTET STRI NG

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The alert message of the alert being sent; this
message can be used to correlate cleared alerts
with raised ones."”

::= { vnfnBucessAlertEntry 2 }

vnf nBucessAl ert Message OBJECT- TYPE

SYNTAX OCTET STRI NG

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The alert message of the alert being sent; this
message can be used to correlate cleared alerts
with raised ones."

c:={ vnfnBucessAlertEntry 3 }

vnfnBucessAl ert Ti meStanp OBJECT- TYPE
SYNTAX Ti neTi cks
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The last tine any telenetry information was updated."”
;= { vnfnBucessAlertEntry 4 }

vnfnBuccessSeverity OBJECT- TYPE
SYNTAX I NTEGER {
crtical (3),
mej or (2),
mnor (1),
info(0)}
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The alert message of the alert being sent; this
message can be used to correlate cleared alerts

Chapter 16
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with raised ones."
::={ vnfnBucessAl ertEntry 5}

vnf mGenExceptionAl ert NotificationsG oup NOTI Fl CATI ON- GROUP
NOTI FI CATI ONS { vnfmi nvalidl nstanceNaneAl ert Notification }
STATUS current
DESCRI PTI ON
"The basic notifications inplemented by an SNWP entity
supporting command responder applications.”
::={ oracleVnfnM BNotifications 1}

vnf mSemant i cExcepti onAl ert Notificati onsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { vnf mnsupport edl nput Par anet er Al ert Noti fi cation }
STATUS current
DESCRI PTI ON
"The basic notifications inplemented by an SNWP entity
supporting command responder applications.”
;1= { oraclevnfnM BNotifications 2 }

vnf mOpenst ackExcepti onAl ert Noti ficationsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { vnf nnsupport edl nput Paramet er Al ert Noti fi cation }
STATUS current
DESCRI PTI ON
"The basic notifications inplemented by an SNWP entity
supporting command responder applications.”
::={ oraclevnfnM BNotifications 3}

vnfm nval i dGenExcepti onAl ert NotificationsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { vnf nmnsupport edl nput Par anet er Al ert Noti fi cation }
STATUS current
DESCRI PTI ON
"The basic notifications inplemented by an SNWP entity
supporting command responder applications.”
::={ oracleVnfnM BNotifications 4}

vnf Bt at eConf | i ct Excepti onAl ert NotificationsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { vnf nmnsupport edl nput Par anet er Al ert Noti fi cation }
STATUS current
DESCRI PTI ON
"The basic notifications inplemented by an SNWP entity
supporting command responder applications.”
::={ oraclevnfnM BNotifications 5 }

vnfnBucessAl ert NotificationsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { vnfmi nval i dl nstanceNaneAl ert Notification }
STATUS current
DESCRI PTI ON
"The basic notifications inplemented by an SNWP entity
supporting command responder applications.”
::={ oraclevnfnM BNotifications 6 }

vnf nByst emAl ert Noti fi cationsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { vnfmi nval i dl nstanceNaneAl ert Notification }
STATUS current
DESCRI PTI ON
"The basic notifications inplemented by an SNWP entity
supporting command responder applications.”
::={ oracleVnfnM BNotifications 7 }

vnf mAut hExcept i onAl ert Noti ficati onsG oup NOTI FI CATI ON- GROUP

16-12



Chapter 16

VNFM MIB File

NOTI FI CATI ONS { vnf mnsupport edl nput Par anet er Al ert Noti fi cation }
STATUS current
DESCRI PTI ON
"The basic notifications inplemented by an SNWP entity
supporting command responder applications.”
::={ oraclevnfnM BNotifications 8 }

-- Start of System Mnitoring Alerts
vnfm nst anceDownAl ert Noti fi cation NOTI Fl CATI ON- TYPE

OBJECTS { vnfm nstanceDownAl ert Nane, vnfml nstanceDownAl ert Severity,
vnfn nst anceDownAl ert Description }

STATUS current

DESCRI PTI ON

"Alert for Instance Down."
c:={ vnfnBystemAl ertNotificationsGoup 2001 }

vnf m nst anceDownAl ert Nane OBJECT- TYPE

SYNTAX OCTET STRING

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The alert Name of the alert being sent; this
nunber can be used to correlate cleared alerts
with raised ones."

::= { vnfnlnstanceDownAl ertNotification 1 }

vnf m nst anceDownAl ert Severity OBJECT- TYPE
SYNTAX OCTET STRI NG
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The severity of the alert being sent."
::= { vnfn nstanceDownAl ertNotification 2 }

vnf m nst anceDownAl ert Descri pti on OBJECT- TYPE

SYNTAX OCTET STRI NG

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The alert message of the alert being sent; this
message can be used to correlate cleared alerts
with raised ones."

::= { vnfnl nstanceDownAl ertNotification 3 }

vnf mvenor yUsageAl ert Noti ficati on NOTI FI CATI ON- TYPE
OBJECTS { vnf mvenoryUsageAl ert Name, vnf mvenoryUsageAl ert Severity,
vnf mvenor yUsageAl ert Description }
STATUS current
DESCRI PTI ON
“"Alert for H gh Menory Usage."
c:= { vnfnBystemAl ertNotificationsGoup 2002 }

vnf mvenor yUsageAl ert Nane OBJECT- TYPE
SYNTAX OCTET STRI NG
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The alert Name of the alert being sent; this
number can be used to correlate cleared alerts
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with raised ones."
::= { vnfnmvenoryUsageAl ertNotification 1}

vnf mvenor yUsageAl ert Severity OBJECT- TYPE
SYNTAX OCTET STRI NG
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The severity of the alert being sent."
::= { vnfnmvenoryUsageAl ertNotification 2 }

vnf mvenor yUsageAl ert Descri ption OBJECT- TYPE

SYNTAX OCTET STRI NG

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The alert message of the alert being sent; this
message can be used to correlate cleared alerts
with raised ones."

::= { vnfnmvenoryUsageAl ertNotification 3}

vnfmLoadAl ert Noti fication NOTI FI CATI ON TYPE
OBJECTS { vnfnlLoadAl ert Nane, vnfnloadAl ertSeverity,
vnfnLoadAl ert Description }
STATUS current
DESCRI PTI ON
"Alert for high Load."
c:= { vnfnBystemAl ertNotificationsGoup 2003 }

vnf mLoadAl ert Nane OBJECT- TYPE

SYNTAX OCTET STRING

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The alert Name of the alert being sent; this
nunber can be used to correlate cleared alerts
with raised ones."

::= { vnfnLoadAl ertNotification 1 }

vnfnLoadAl ert Severity OBJECT- TYPE
SYNTAX OCTET STRI NG
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The severity of the alert being sent."
::= { vnfnLoadAl ertNotification 2 }

vnfnLoadAl ert Descripti on OBJECT- TYPE

SYNTAX OCTET STRI NG

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The alert message of the alert being sent; this
message can be used to correlate cleared alerts
with raised ones."

::= { vnfnLoadAl ertNotification 3 }

vnf nDi skUageAl ert Noti fication NOTI FI CATI ON TYPE

OBJECTS { vnfnDi skUageAl ert Name, vnfnDi skUageAl ert Severity,
vnf nDi skUageAl ert Description }

STATUS current

Chapter 16
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DESCRI PTI ON
"Alert for high Disk Usage."
c:={ vnfnBystemAl ertNotificationsGoup 2004 }

vnf nDi skUageAl ert Name OBJECT- TYPE

SYNTAX OCTET STRING

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The alert Name of the alert being sent; this
nunber can be used to correlate cleared alerts
with raised ones."

::= { vnfnDiskUageAl ertNotification 1}

vnf nDi skUageAl ert Severity OBJECT- TYPE
SYNTAX OCTET STRI NG
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The severity of the alert being sent."
::= { vnfnDiskUageAl ertNotification 2}

vnf nDi skUageAl ert Descri ption OBJECT- TYPE

SYNTAX OCTET STRI NG

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The alert message of the alert being sent; this
message can be used to correlate cleared alerts
with raised ones."”

::= { vnfnDiskUageAl ertNotification 3}

-- End of System Monitoring Alerts

vnfm || egal Argument GenAl ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Exception for Illegal argunent."
::= { vnfnGenExceptionAl ertNotificationsGoup 3001 }

vnf mNul | Poi nter Al ert Notification NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Exception for a Null Pointer."
::= { vnfnGenExceptionAl ertNotificationsGoup 3002 }

vnf mAbr ki ngDi rectoryError Al ertNotification NOTIFI CATI ON TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Error while creating the NSA Directory Fails."
::= { vnfnGenExceptionAl ertNotificationsGoup 3003 }

vnfrH t pCl i ent Handl i ngError Al ertNotification NOTIFI CATI ON TYPE

ORACLE 16-15



ORACLE

Chapter 16
VNFM MIB File

OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Error when there is a failure in processing HTTP request or response."
::= { vnfnGenExceptionAl ertNotificationsGoup 3004 }

vnf mnexpect edHt t pResponsesSt at usCodeAl ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Error when there is a unexpected response status code."
::= { vnfnGenExceptionAl ertNotificationsGoup 3005 }

vnf misonPar seError Al ert Notification NOTIFI CATI ON- TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Error when the JSON object parsing fails."
::= { vnfnGenExceptionAl ertNotificationsGoup 3006 }

vnf mNoSuchAl gorithmAl ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Error when the requested the algorithmfor SSL context is not found."
::= { vnfnGenExceptionAl ertNotificationsG oup 3007 }

vnf mKeyManagenent Al ert Noti fi cati on NOTI FI CATI ON TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Error if there is a key managenent issue while initializing."
::= { vnfnGenExceptionAl ertNotificationsGoup 3008 }

vnf nili meout Al ert Noti fi cati on NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Error if the server is taking too long to respond.”
::= { vnfnGenExceptionAl ertNotificationsGoup 3009 }

vnf mM ssi ngMM ResponsePar anet er Al ert Noti fi cati on NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Error when an expect MM response paraneter is mssing."
::= { vnfnGenExceptionAl ertNotificationsGoup 3010 }

vnfm nput Qut put Error Al ert Noti fication NOTIFI CATI ON TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"An |/ O error has occurred."”

16-16



Chapter 16
VNFM MIB File

::= { vnfnGenExceptionAl ertNotificationsGoup 3011 }

vnfm nterruptedErrorA ertNotification NOTIFI CATI ON TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"An interrupted error has occurred."
::= { vnfnGenExceptionAl ertNotificationsGoup 3012 }

vnf nFi | eNot FoundAl ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Error if the specified file is not found."
::= { vnfnGenExceptionAl ertNotificationsG oup
3013 }

vnf mUnexpect edPar seError Al ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"An unexpected error has occurred while parsing an object or file."
::= { vnfnGenExceptionAl ertNotificationsGoup 3014 }

vnf mM ssi ngConfi gParamAl ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }

STATUS current
DESCRI PTI ON
"Error occurred when a configuration file is missing a mandatory
paraneter. "

::= { vnfnmGenExceptionAl ertNotificationsGoup 3015 }

vnf mUnsupport edConf i gPar amAl ert Noti fi cation NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Error when a configuration file contains an unsupported paraneter."
::= { vnfnGenExceptionAl ertNotificati onsGoup 3016 }

vnf mval ueQut Of BoundsAl ert Noti fi cati on NOTI FI CATI ON TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Error when a value/index is out of range."
::= { vnfnGenExceptionAl ertNotificationsGoup 3017 }

vnf nBessi onl dError Al ert Noti fication NOTIFI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Failed to fetch the session ID."
::= { vnfnmGenExceptionAl ertNotificationsGoup 3018 }

vnfm CExceptionError Al ertNotification NOTIFI CATI ON TYPE
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OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Detected an | OException during processing."
::= { vnfnGenExceptionAl ertNotificationsGoup 3019 }

vnf mHt t pResour ceNot FoundAl ert Not i fi cation NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"The requested Http Resource Not Found."
::= { vnfnGenExceptionAl ertNotificationsGoup 3020 }

vnf MW St at usExcepti onError Al ert Notification NOTI Fl CATI ON- TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"MM Exception status response."”
::= { vnfnGenExceptionAl ertNotificationsGoup 3021 }

vnf mNot Acti veNodeError Al ert Notification NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Error when the node is not active."
::= { vnfnGenExceptionAl ertNotificationsGoup 3022 }

vnf nSof t war eVer si onl nf oNot FoundAl ert Noti fi cati on NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"MM Exception if the Software Version is not found."
::= { vnfnmGenExceptionAl ertNotificationsGoup 3023 }

vnf nPar amet er Addi ti onFai | edAl ert Notification NOTI Fl CATI ON- TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"MM Exception if the addition of Parameter failed. "
::= { vnfnGenExceptionAl ertNotificationsGoup 3024 }

vnf mOper ati onFai | ureAl ert Notification NOTIFI CATI ON TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Unexpected Cperation Failure."”
::= { vnfnGenExceptionAl ertNotificationsGoup 3025 }

vnf nTenpor ar yCondi ti onFai | ureAl ert Notification NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Tenporary Condition Failure."
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::= { vnfnGenExceptionAl ertNotificationsGoup 3026 }

vnf mJaxbMar shal Ii ngError Al ert Notification NOTIFI CATI ON- TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Jaxb Marshalling Error found. "
::= { vnfnGenExceptionAl ertNotificationsGoup 3027 }

vnf mNoanSer ver G- oupCount Error Al ert Noti fi cati on NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ert Ti meSt anp, vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Noam Server group count Error."
::= { vnfnGenExceptionAl ertNotificati onsGoup 3028 }

vnf nBecur eRenot eCper at i onFai | edAl ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Secure Renote Cperation Failed."
::= { vnfnGenExceptionAl ertNotificationsGoup 3029 }

vnf mXm Par seError Al ert Notification NOTI FI CATI ON TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"XM. Parse Error."
::= { vnfnGenExceptionAl ertNotificationsGoup 3030 }

vnf mXm XPat hExpr essi onFai | ureAl ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"The XPath Expression Failed."
::= { vnfnGenExceptionAl ertNotificationsGoup 3031 }

vnf mXm Transf or mXml ToStringFai | ureAl ertNotification NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Converting DOM Xm to String Failure."
::= { vnfnGenExceptionAl ertNotificationsGoup 3032 }

vnf mXnmi | pAddr ess| sNot Assi gnedAl ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Xm |p address not assigned to device."
::= { vnfnGenExceptionAl ertNotificationsGoup 3033 }

vnf mLoadConf i gOper ati onFai | edError Al ert Notification NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
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STATUS current
DESCRI PTI ON
"Load config operation failure."
::= { vnfnGenExceptionAl ertNotificationsGoup 3034 }

vnf i | eSystenEntityActionFailureAl ertNotification NOTIFI CATI ON TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"File systementity action failure."
::= { vnfnGenExceptionAl ertNotificationsGoup 3035 }

vnf nBer ver Not Reachabl eAl ert Noti fi cation NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Server not accessible."
::= { vnfnGenExceptionAl ertNotificationsGoup 3036 }

vnf mnsupport edDsr Rel easeVer si onAl ert Noti fi cation NOTI Fl CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"DSR Rel ease Invalid."
::= { vnfnGenExceptionAl ertNotificationsGoup 3037 }

vnf mCannot Det er m neDef aul t Val ueAl ert Noti fi cati on NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Default value cannot be determ ned."”
::= { vnfnGenExceptionAl ertNotificationsGoup 3038 }

vnf nDsr | magesNot Confi gur edAl ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"DSR i mages are not configured for the release."
::= { vnfnGenExceptionAl ertNotificationsGoup 3039 }

vnf nDsr | mageNot Conf i gur edVnilypeAl ert Noti ficati on NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertName,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"DSR image for VMtype not configured."
::= { vnfnmGenExceptionAl ertNotificati onsGoup 3040 }

vnf mBul kConfi gXm CreationFail ureAl ertNotification NOTI Fl CATI ON- TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Bul k Config XML creation failure."
::= { vnfnGenExceptionAl ertNotificationsGoup 3041 }
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vnf mnsupport edVnf TypeAl ert Noti fi cation NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Unsupported VNFM type."
::= { vnfnGenExceptionAl ertNotificati onsG oup 3046 }

vnfnFil eCreationFailureA ertNotification NOTIFI CATI ON TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"File creation failed."
::= { vnfnGenExceptionAl ertNotificati onsGoup 3049 }

vnf mval ueNot Confi gur edl nPropertyFil eAl ert Notification NOTIFI CATI ON TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Val ue not configured in property file."
::= { vnfnGenExceptionAl ertNotificationsGoup 3050 }

vnf mHeat Tenpl at eSt ackQbj ect I nstanti ati onFail ureAl ertNotification NOTIFI CATI OV
TYPE

OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }

STATUS current

DESCRI PTI ON

"Heat Tenpl ateStack instantiation failure."
::= { vnfnGenExceptionAl ertNotificationsGoup 3051 }

vnf mConfi gur ati onExcepti onAl ert Notification NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Exception while initializing configuration exception."
::= { vnfnGenExceptionAl ertNotificati onsGoup 3052 }

vnf mAat chDogTi mer Excepti onAl ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Failed to create Watch Dog Tinmer."
::= { vnfnGenExceptionAl ertNotificationsGoup 3053 }

vnfm nval i dOpenSt ackResour ceAl ert Noti fication NOTI FI CATI ON TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"QOpenstack resource id is not valid."
::= { vnfnGenExceptionAl ertNotificationsGoup 3054 }

vnf mnsopport edFl avor | dAl ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,

vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
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DESCRI PTI ON
"Unsupported VNFM type."
::= { vnfnGenExceptionAl ertNotificationsG oup 3055 }

vnf nReadVnf | nst anceAl ert Noti fi cati on NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
“I'ncorrect VNF Instance 1d."
::= { vnfnGenExceptionAl ertNotificationsGoup 3056 }

vnfm |l egal InstantiationLevel Al ertNotification NOTIFI CATI ON- TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
“Incorrect VNF Instance Id."
::= { vnfnGenExceptionAl ertNotificationsGoup 3057 }

vnf nFi | eNot FoundExceptionAl ert Notification NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
“Incorrect VNFM persistent file."
::= { vnfnGenExceptionAl ertNotificationsGoup 3058 }

vnfm nval i dFi | eAl ert Notification NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
“Invalid file Error."
::= { vnfnGenExceptionAl ertNotificationsGoup 3059 }

vnf nScal edConfi gXm Creati onFai | ureAl ertNotification NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Bul k Config XML creation failure."
::= { vnfnGenExceptionAl ertNotificationsGoup 3060 }

vnf mReadVnf LcnOper at i onExceptionAl ert Notification NOTI Fl CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
“Incorrect VNF LCM Qperation Id."
::= { vnfnGenExceptionAl ertNotificati onsGoup 3061 }

vnfm nval i dl nst anceNaneAl ert Noti fi cati on NOTI FI CATI ON TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"vnflnstance Name is already in use."”
::= { vnfnmGenExceptionAl ertNotificati onsGoup 3062 }

vnf m nval i dNet wor kAl ert Noti fi cati on NOTIFl CATI ON- TYPE
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OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
“I'nvalid network nane."
::= { vnfnGenExceptionAl ertNotificationsGoup 3063 }

vnf mnsupport edEncodi ngAl ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Unsupported Encoding Found."
::= { vnfnGenExceptionAl ertNotificati onsGoup 3064 }

vnf mReachedMaxAl | owedSer ver sPer Si gnal i ngVnf Al ert Noti fi cation NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Reached Max al | owed servers per signaling VNF."
::= { vnfnGenExceptionAl ertNotificationsGoup 3065 }

vnf mReachedMaxAl | owed| pf ePer Si gnal i ngVnf Al ert Noti fi cati on NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Reached Max al | owed | PFE servers per signaling VNF."
::= { vnfnGenExceptionAl ertNotificationsGoup 3066 }

vnf niTer mi nati onFai | ureAl ertNotification NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Failed Terninating Stack."
::= { vnfnmGenExceptionAl ertNotificati onsGoup 3067 }

vnfm nval i dResourcel dAl ert Notification NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ert Ti meSt anp, vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Failed Terninating Stack."
::= { vnfnGenExceptionAl ertNotificationsGoup 3068 }

vnf nRet ri eveBul kXm Per si st ent Fai | ureAl ert Notification NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertName,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Failed Terninating Stack."
::= { vnfnGenExceptionAl ertNotificationsGoup 3069 }

vnf mRet ri evePasswor dFai | ureAl ert Noti fication NOTI FI CATI ON TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
“Unable to retrieve password."
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::= { vnfnGenExceptionAl ertNotificationsGoup 3070 }

vnfnCl oudl nitfailureAl ertNotification NOTIFI CATI ON- TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Cloud Init failed"
::= { vnfnGenExceptionAl ertNotificationsGoup 3071 }

vnfm nval i dNet wor kNanmeAl ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Network name invalid."
::= { vnfnGenExceptionAl ertNotificationsGoup 3073 }

vnf nSemanti cError Al ert Notification NOTI FI CATI ON TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Sematic Error Found."
c:= { vnfnBemanti cExceptionAl ertNotificationsGoup 4001 }

vnfm nval i dFi el dVal uePar amet er Al ert Noti fi cati on NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
“I'nvalid Field Value Found."
c:= { vnfnBemanti cExceptionAl ertNotificati onsGoup 4002 }

vnfm nval i dVi mConnecti onl nfoLi st Si zeAl ert Notification NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNarme,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
“I'nvalid Connection Details in the Vim Connection Infornation."
c:={ vnfnBemanti cExceptionAl ertNotificati onsGoup 4003 }

vnf mRequi r edPar anet er M ssi ngAl ert Noti fi cati on NOTI FI CATI ON TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Required Paraneters Mssing."
c:= { vnfnBemanti cExceptionAl ertNotificati onsGoup 4004 }

vnf mnsupport edl nput Par anet er Al ert Not i fi cation NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Unsupported | nput Paranters."
::= { vnfnBemanti cExceptionAl ertNotificationsGoup 4005 }

vnf nDat at ypeM smat chAl ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
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vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Dat atype M smatch Found."
::= { vnfnBemanti cExceptionAl ertNotificati onsGoup 4006 }

vnf nVal ueTooShort Par amet er Al ert Not i fi cation NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"The val ue of the paraneters are too short."
::= { vnfnBemanti cExceptionAl ertNotificati onsGoup 4007 }

vnf mval ueTooLongAl ert Noti fi cation NOTI Fl CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"The value of the paraneters are too long."
::= { vnfnBemanti cExceptionAl ertNotificati onsGoup 4008 }

vnfm || egal Val ueAl ert Notification NOTI Fl CATI ON- TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
“I'l'legal Value Found."
c:={ vnfnBemanti cExceptionAl ertNotificationsGoup 4009 }

vnfm || egal Argument Al ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
“I'l'legal Argument Found."
c:= { vnfnBemanti cExceptionAl ertNotificationsGoup 4010 }

vnf mM ssi ngFi xedl psAl ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Fixed Ips Mssing."
::= { vnfnBemanti cExceptionAl ertNotificationsGoup 4011 }

vnf mval ueLengt hM smat chAl ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"The length the value has been m smatched."
c:= { vnfnBemanti cExceptionAl ertNotificationsGoup 4012 }

vnfm pNot | nRangeAl ert Noti fi cation NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
“The Ip is out of bounds."
c:= { vnfnBSemanti cExceptionAl ertNotificationsGoup 4013 }
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vnfm nval i dKeyAl ert Notification NOTIFI CATI ON TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
“I'nvalid Key Found."
::= { vnfnBemanti cExceptionAl ertNotificati onsGoup 4014 }

vnf mM smat chedl pVer si onAl ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
“The I'P Version has been nisnatched."
c:= { vnfnSemanti cExceptionAl ertNotificationsGoup 4015 }

vnfm nval i dPasswor dAl ert Noti fi cati on NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
“I'nvalid Password is provided. "
c:= { vnfnBemanti cExceptionAl ertNotificati onsGoup 4016 }

vnfm nval i dSubnet NamreAl ert Noti fi cati on NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
“I'l'legal Value Found."
::= { vnfnBemanti cExceptionAl ertNotificationsGoup 4017 }

vnf mNot Support edDual | pAl ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
“I'l'legal Value Found."
c:= { vnfnBemanti cExceptionAl ertNotificati onsGoup 4018 }

vnfmMul tipl eCccurenceCf Paranet er Al ert Noti fi cation NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Ml tiple occurence of VIP"
::= { vnfnBemanti cExceptionAl ertNotificationsGoup 4019 }

vnfnClient CreateFailureA ertNotification NOTIFI CATI ON TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Failed to create Openstack Client."
::= { vnfnOpenstackExceptionAl ertNotificationsGoup 5001 }

vnf mHeat Fi | eM ssi ngParanmet er Al ert Noti ficati on NOTI FI CATI ON TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,

vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
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DESCRI PTI ON
“Mandatory Yam file for deploynent not found."
::= { vnfnDpenstackExceptionAl ertNotificationsGoup 5002 }

vnf mPar amvapConvert Error Al ert Noti fi cati on NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Unabl e to convert parameter Yam file to parameter list."
.. = { vnfnOpenstackExceptionAl ertNotificationsG oup 5003 }

vnfndt ackCreat eC i ent Error Al ert Notification NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Failed to performstack create operation due to error on client."
.. = { vnfnOpenstackExceptionAl ertNotificationsGoup 5004 }

vnfntt ackDel et e i ent Error Al ert Notification NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Failed to delete the stack."
::= { vnfnOpenstackExceptionAl ertNotificationsG oup 5005 }

vnf nBt ackNot FoundError Al ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Failed to find the stack by the nane."
.. = { vnfnOpenstackExceptionAl ertNotificationsG oup 5006 }

vnf Bt ackCreat eServer Error Al ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Failed to performstack create operation due to error on server."
.. = { vnfnOpenstackExceptionAl ertNotificationsG oup 5007 }

vnf St ackGet Qut put sTi meout Error Al ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Failed to retrieve a stack infrastructure."”
::= { vnfnOpenstackExceptionAl ertNotificationsG oup 5008 }

vnf Bt ackGet Qut put sConf i gErrorAl ert Notification NOTIFI CATI ON TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Failed to open NsaGsProperties file."
::= { vnfnOpenstackExceptionAl ertNotificationsG oup 5009 }

vnf nBt ackGet Qut put sM ssi ngDat aError Al ert Noti fication NOTI FI CATI ON- TYPE
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OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Required data m ssing from getQutputs response.”
::= { vnfnOpenstackExceptionAl ertNotificationsGoup 5010 }

vnf nBt ackGet Qut put sNul | Val ueError Al ert Noti fication NOTI Fl CATI ON TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Failed to retrieve IPs fromstack"
.. = { vnfnOpenstackExceptionAl ertNotificationsGoup 5011 }

vnfm nval i dJsonFor mat Error Al ert Notification NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"The generated JSON String has errors.”
::= { vnfnOpenstackExceptionAl ertNotificationsGoup 5012 }

vnf mOpenst ackC i CommandExecut i onFai | ureAl ert Notification NOTIFI CATI ON TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"OpenSt ack command execution failure."
.. = { vnfnOpenstackExceptionAl ertNotificationsGoup 5013 }

vnf Bt ackSer vi ceConfi gErrorAl ertNotification NOTIFl CATI ON TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Error just before stack creation."”
.. = { vnfnOpenstackExceptionAl ertNotificationsGoup 5014 }

vnf St ackUpdat eCl i ent Error Al ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Failed to performstack update operation due to error on client."
.. = { vnfnOpenstackExceptionAl ertNotificationsGoup 5015 }

vnf St ackUpdat eServer Error Al ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Failed to performstack update operation due to error on server."
.. = { vnfnOpenstackExceptionAl ertNotificationsGoup 5016 }

vnf Bt ackDel et eServer Error Al ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ert Ti meSt anp, vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Failed to performstack delete operation due to error on server."
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.. = { vnfnOpenstackExceptionAl ertNotificationsGoup 5017 }

vnf mNet wor kDet ai | sNot FoundAl ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Failed to fetch the network details fromthe provided network."
::= { vnfnOpenstackExceptionAl ertNotificationsGoup 5018 }

vnfm pDet ai | sNot FoundAl ert Noti fi cati on NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Failed while fetching |P details for the provided resource ID."
.. = { vnfnOpenstackExceptionAl ertNotificationsGoup 5019 }

vnfm ncorect Vnf I nstancel dAl ert Notification NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Incorrect Vnf Instance ID."
::={ vnfnlnvalidGenExceptionAlertNotificationsGoup 6001 }

vnfm ncorrectrStackl dOr NameAl ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
“I'ncorrect Stack Id or Nane."
::= { vnfnlnvalidGenExceptionAlertNotificationsGoup 6002 }

vnfnDi scover St ackl dOr NarmreAl ert Noti fi cati on NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Di scovery stack |d or Nane already discover by VNFM"
::={ vnfnlnvalidGenExceptionAlertNotificationsGoup 6003 }

vnf nDi scover St ackl dOr NameCr eat eFai | edAl ert Noti fi cati on NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"Creation of Stack by the provided stack Id or Nane failed."
c:={ vnfnmnval i dGenExceptionAl ertNotificationsGoup 6004 }

vnfm ncorrect Vnf LemOpQddl dAl ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlertlD, vnfnExceptionAl ertNare,
vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }
STATUS current
DESCRI PTI ON
"I'ncorrect VNF LCM Qperation Cccurrence 1d."
c:= { vnfnmnval i dGenExceptionAl ertNotificationsGoup 6005 }

vnf mvnf Al readyl nst anti at edAl ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,
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vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }

STATUS current
DESCRI PTI ON
"The Vnf Instance has already been instantiated."”
c:= { vnfnBtateConflictExceptionAl ertNotificationsGoup 7001 }

vnf mvnf Not | nst ant i at edAl ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAlert|D, vnfnExceptionAl ertNane,

vnf nExcepti onAl ert Message, vnfnExceptionAl ertTi meStanp, vnfnExceptionSeverity }

STATUS current
DESCRI PTI ON
"The Vnf Instance has not been instantiated.”
c:= { vnfnBtateConflictExceptionAl ertNotificationsGoup 7002 }

vnf nBt ackCr eat eSucessAl ert Noti fi cati on NOTI FI CATI ON- TYPE
OBJECTS { vnfnBSuccessAlertlD, vnfnOperation, vnfnSucessAl ertMessage,
vnf nBucessAl ert Ti neSt anp, vnfnBuccessSeverity }
STATUS current
DESCRI PTI ON
"The Stack creation is successful."”
::= { vnfnBucessAl ertNotificationsGoup 8001 }

vnf nBt ackUpdat eSucessAl ert Noti fi cati on NOTI FI CATI ON- TYPE
OBJECTS { vnfnBSuccessAlertlID, vnfnOperation, vnfnSucessAl ertMessage,
vnf nBucessAl ert Ti neSt anp, vnfnBuccessSeverity }
STATUS current
DESCRI PTI ON
"The Stack update is successful."”
::={ vnfnBucessAl ertNotificationsGoup 8002 }

vnf nBt ackDel et eSucessAl ert Notification NOTI FI CATI ON- TYPE
OBJECTS { vnfnBSuccessAlertlD, vnfnOperation, vnfnSucessAl ertMessage,
vnf nBucessAl ert Ti neSt anp, vnfnBuccessSeverity }
STATUS current
DESCRI PTI ON
"The Stack deletion is successful."”
::= { vnfnBucessAl ertNotificationsGoup 8003 }

vnf nBt ackDi scover SucessAl ert Noti fication NOTI FI CATI ON TYPE
OBJECTS { vnfnBSuccessAlertlID, vnfnOperation, vnfnSucessAl ertMessage,
vnf nBucessAl ert Ti neSt anp, vnfnBuccessSeverity }
STATUS current
DESCRI PTI ON
"The Stack discovery is successful."
::= { vnfnBucessAl ertNotificationsGoup 8004 }

vnf nCl oudl ni t SucessAl ert Notification NOTI FI CATI ON- TYPE
OBJECTS { vnfnBSuccessAlertlID, vnfnOperation, vnfnSucessAl ertMessage,
vnf nBucessAl ert Ti neSt anp, vnfnBuccessSeverity }
STATUS current
DESCRI PTI ON
"The Coud Init is successful."”
::={ vnfnBucessAl ertNotificationsGoup 8005 }

vnfm nval i dUser ScopeAl ert Noti fication NOTIFI CATI ON TYPE
OBJECTS { vnfnBSuccessAlertlD, vnfnOperation, vnfnSucessAl ertMessage,
vnf nBucessAl ert Ti neSt anp, vnfnBuccessSeverity }
STATUS current
DESCRI PTI ON
"Scope not allowed for this user."
::= { vnfmAut hExceptionAl ert Notificati onsGoup 9001 }
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vnf mUser Al readyPresent Al ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnBSuccessAlertlD, vnfnOperation, vnfnSucessAl ertMessage,
vnf nBucessAl ert Ti neSt anp, vnfnBuccessSeverity }
STATUS current
DESCRI PTI ON
"User Al ready Present."
::= { vnfmAut hExceptionAl ertNotificati onsGoup 9002 }

vnfm nval i dCredenti al sEnt eredAl ert Notification NOTI FI CATI ON- TYPE
OBJECTS { vnfnBSuccessAlertlID, vnfnOperation, vnfnSucessAl ertMessage,
vnf nBucessAl ert Ti neSt anp, vnfnBuccessSeverity }
STATUS current
DESCRI PTI ON
“I'nvalid usernane or password entered."
::= { vnfmAut hExceptionAl ertNotificati onsGoup 9003 }

vnf nBSessi onExpi redAl ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnBSuccessAlertlD, vnfnOperation, vnfnSucessAl ertMessage,
vnfnBucessAl ert Ti neSt anp, vnfnBuccessSeverity }
STATUS current
DESCRI PTI ON
"Session Expired, please login again to continue."
::= { vnfmAut hExceptionAl ertNotificati onsGoup 9004 }

vnfm nval i dTokenAl ert Notification NOTI FI CATI ON- TYPE
OBJECTS { vnfnBSuccessAlertlD, vnfnOperation, vnfnSucessAl ertMessage,
vnf nBucessAl ert Ti neSt anp, vnfnBuccessSeverity }
STATUS current
DESCRI PTI ON
“I'nvalid Token."
::= { vnfmAut hExceptionAl ertNotificati onsGoup 9005 }

vnf m\ul | TokenAl ert Noti fi cation NOTI FI CATI ON TYPE
OBJECTS { vnfnBSuccessAlertlD, vnfnOperation, vnfnSucessAl ertMessage,
vnf nBucessAl ert Ti neSt anp, vnfnBuccessSeverity }
STATUS current
DESCRI PTI ON
"Token Field nust be present."
::= { vnfmAut hExceptionAl ertNotificati onsGoup 9006 }

END
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Import HTTPS/SSL Certificate into VNFM

# Note:

Diameter must be configured for running the traffic.

Recombine Existing PEM Keys and Certificates into
VNFM

If you have an existing private key and certificates for your server's domain in PEM format,
combine them into a PKCS keystore, then convert the PKCS keystore into a Java keystore.

Execute the following command:
cat <mdfile.l.cert.pen> <nidfile.2. cert.pen> > internediates.cert.pem

Where <mi df i | e. 1. cert. pen> and <mi df i | e. 2. cert. pem> are the names of intermediate
certificate files.

f Note:

If you have multiple intermediate certificates, combine them in any order.

e openssl pkcsl2 -export -in <dsrVnfm pen> -inkey <dsrVnfmkey> -certfile
<internediate.cert.pen> -passin pass: <existingpassword> -passout pass: XXXX -
out vnfmdefault.pl2 -name "<your Donai nName>"

For example:

openssl pkcsl12 -export -in dsrVnfmpem -inkey dsrVnfmkey -passin pass: Xxxxx -
passout pass: xxxx -out vnfmdefault.pl2 -name dsrvnfm

e keytool -importkeystore -srckeystore vnfmdefault.pl2 -srcstorepass Xxxx -
srcstoretype PKCS12 -destkeystore vnfmdefault.jks -deststorepass xxxx -alias
dsrvnfm
For example:

keytool -inportkeystore -srckeystore vnfmdefault.pl2 -srcstorepass xxxx -
srcstoretype PKCS12 -destkeystore vnfmdefault.jks -deststorepass xxxx -alias
dsrVnfm
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f Note:

keytool is the java key and certificate management utility provided by Java. It exist in
j rel bin/ keytool .
Where,

<dsr Vnf m penp: The existing signed certificate file that matches your existing
private key.

<dsr Vnf m key>: The existing private key file.

<internedi ate. cert. penp: The existing intermediate certificates that complete the
chain from your certificate to a root CA.

<your Domai nName>: The complete domain name of your server.
<exi sti ngpasswor d>: The password that allows access to the existing key file.

<your passwor d>: The password that allows access to your new keystore. Provide at
least six characters.

dest keyst or e file name should be same as mention in the command
(vnfmdefaul t.jks).

srcst or epass is the password that is given in first command (- passout pass:
xxxx) and it should also be same as mention in the command (xxxx)

dest st or epass is the password that is used to open the certificate file

(vnfm def aul t. j ks) and should also be same as mention in the command (xxxx),
because the same file name and password is used in Tomcat Apache to access the
SSL certificate.

Copy Created Certificate (vnfm_default.jks) into

VNFM

Once vnfm box is installed, a self-signed certificate is created by VNFM and is placed in
the /var/vnfm certificate/ vnf m defaul t.]ks directory by default. This certificate is valid for
365 days.

The client must copy their created certificate with same name as vnf m def aul t . j ks into / var/
vnfm certificate/ directory and override the existing vnf m def aul t . j ks certificate.

f Note:

After the making the certificate changes, client must restart the apache tomcat server to
reflect the updated certificate in VNFM. To restart the apache tomcat server, see Steps
to Reboot Tomcat.

VNFM Self Signed Certificate Generation

Create a vnf nCert . conf configuration file as shown in the example below (provide your
own details in the respective fields):

ORACLE
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[ req]

default_bits = 2048

default _nd = sha256

di stingui shed_nane = req_di stingui shed_nane
reg_extensions = req_ext

[ req_distinguished_name ]

countryName = Country Nane (2-letter code)
stateOrProvinceName = State or Province Nane (full nane)
| ocalityName = Locality (e.g. city nane)

organi zati onNane = Organi zation (e.g. conpany nane)
conmonNane = Common Nane (your. domai n. com

[ reg_ext ]

subj ect Alt Nane = @l t _nanes
[alt _names]

DNS. 1 = *. | ocal host

DNS.2 = 127.0.0.1

DNS. 3 = *.oracle.com

DNS. 4 = *. oracl ecorp. com

Generate a key pair and a signing request by executing:
openssl req -new -keyout dsrVnfmkey -out dsrVnfmcsr -newkey rsa: 2048 -config
vnf nCer t . conf

It will request for password to create private key file.

j" Note:

To skip passphrase in private key, add -nodes (read: "No DES encryption")
parameter from the command.

Check if CSR contains the SAN by executing:
openssl req -noout -text -in sslcert.csr | grep DNS

Generating a self-signed certificate:
To generate a temporary certificate, which is acceptable for 365 days, execute:

openssl x509 -req -days 365 -in dsrVnfmcsr -signkey dsrVnfmkey -sha256 -out
dsrVnfmert -extfile ca.cnf -extensions req_ext

Enter pass phrase for dsr Vnf m key: <type pass phrase of private key>
Check if CSR contains the SAN by executing:
openss| req -noout -text -in sslcert.csr | grep DNS

Convert the CRT to PEM format:
Use the openssl tool to convert the CRT to a PEM format that is readable by the reporter:

openssl x509 -in dsrVnfmcrt -out dsrVnfm pem -outform PEM

To convert the PEM-format keys to Java KeyStores:
openss| pkcsl12 -export -in dsrVnfmpem -inkey dsrVnfmkey -passin pass:4sr VN6M
- passout pass: 4srVN6M -out vnfmdefaul t.pl2 -name dsrvnfm

Convert the vafm_default.p12 to a Java keystore vnfm_default.jks, by executing:
keytool -inportkeystore -srckeystore vnfmdefault.pl2 -srcstorepass 4srVN6M -
srcstoretype PKCS12 -destkeystore vnfmdefault.jks -deststorepass 4srVNeM -
alias dsrvnfm
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f Note:

After importing certificate into java keystore, it is a good practice to check if the
certificate information is correct or not. Keytool is the java jdk tool, which exists in
jdk/bin.

keytool -list -v -keystore [enter keystore name] -storepass [enter keystore
passwor d]

To delete existing alias from the keystore file, execute (optional):

keytool -delete -alias <aliasname> -keystore vnfmdefault.jks

j" Note:

The vnf m def aul t. j ks is the ssl certification file which is being used in VNFM
https to establish the ssl connection.

While importing certificate into java keystore, provide - al i as dsr Vnf m If it prompts to
override, type YES.

Use the password " xxxx".

j" Note:

Certificate file name (vnf m def aul t . j ks) and alias name (dsr Vnf m) must be the
same as mentioned above.
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Prerequisite: The xmi & imi network should have two subnet network each, where 15t will be
on IPv4 subnet and 2"d will be on IPv6 subnet.

For example:

Network name: ext - net

Table 18-1 Subnets

Name Network Address IP Version Gateway IP

ext - net - 10. 75. 189. 128/ 25 | Pv4 10. 75. 189. 129

subnet

ext - net - 2606: b400: 605: b818::/6 |1 Pv6 2606: b400: 605: b818: 6e4
i pv6- 4 1: 6af f: f ec7: 80bf

subnet

;" Note:

The VNFM supports dual subnet, incase a subnet migrate is required, then perform the
following steps manually.

Steps to migrate DSR NOAM on [Pv6:

1.

Create DSR Noam through VNFM. Provide dual subnet network (xmi & imi) to creating
the DSR Noam set up. DSR NOAM will be up & running with IPv4 network interface
through VNFM and will create the IPv6 IP address in Openstack for both xmi/imi.

Add the allowed address for IPv6 manually through Openstack cli command for both
active/standby NOAM.

;" Note:

User should have permission to add the allowed address to port through Openstack
cli.

Execute the following command to add the allowed address pair in port:

openstack port set --allowed-address ip-address=<vip ipv6 address> <active
noam port id>

openstack port set --allowed-address ip-address=<vip ipv6 address> <standby
noam port id>

For example:
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openstack port set --allowed-address ip-
addr ess=2606: b400: 605: b818: 6e41; 6af f: fec7: 80cf a2d4fel9- d5e8-4al8-
b08c- 0057e68d2bde

Follow the document Dual IP Stack migration to add the IPv6 interface for active/standby
NOAM xmi, imi and VIP.

While adding IPv6 interface, use the same IPv6 IP address for active/standby xmi & imi
which is created through VNFM for DSR NOAM.

a.  Go to Openstack GUL
b. Navigate to Network -> <network name> and locate the active/standby & vip port.

c.  Open the port to obtain the created IPv4 & IPv6 address.
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Troubleshooting VNFM

Debug VNFM

To debug issues during VNFM deployment, check the following log files:

*  VNFM logs are located in " /var/vnfm/logs/vnfm.log "

*  VNFM boot logs are located in "/ust/share/vnfm/apache-tomcat-9.0.16/logs/catalina.out".
*  Tomcat logs are located in " /usr/share/vnfm/apache-tomcat-9.0.16/logs/catalina.out ".

*  SNMP notifier logs are located in "/var/vnfm/logs/snmp_notifier.log"

e Alert Manager logs are located in "/var/vnfm/logs/alertmanager.log"

Enable VNFM Logs with Different Log Levels
(DEBUG, TRACE, WARN, ERROR)

*  Open the file log4j2.xml located in /opt/vnfm/config/

*  Replace level="INFO" with level="DEBUG" (or TRACE or WARN or ERROR) in
<Logger> tag and save

f Note:

Default value of level is "INFO"

Resolve HA Alarms on VNF through VNFM
Deployed Setup

Perform the following to resolve the HA alarms:

1. Check the ping request and response packets from Server-A and Server-B for which alarm
has been raised, by executing:
tepdunp -i ethl -n "host <server-A>-im or <server-B>im and port 17401 and
udp”

For example:t cpdunp -i ethl -n "host noanD0- 17badf 67-im or noanmDl1-17badf 67-
im and port 17401 and udp"

2. If ping request or response packets are not coming from any server, then add security
group rule ingress (response) or egress (request) to that instance.

3. Check the ping packets again after adding the rule and ensure that i m request and response
packets are received from each servers, by executing:
tcpdump -i ethl -n "<server-A>-im or <server-B>-im and port 17401 and udp"
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4. Now restart the cmha process on the node where the alarms are present, by executing:
pmset off cmha && sleep 5 & pmset on cnha

j" Note:

If the Node is HA Active, then restarting cmha will cause switch over.

How to Debug OpenStack Certificate Error

If there is any error regarding certificate, such as "

sun. security.validator. ValidatorException: PKIX path building failed:

sun. security. provider.certpath. SunCert Pat hBui | der Exception: unable to find valid
certification path to requested target", perform the following steps:

1. Add the openstack certificate using the steps mentioned in section VNFM OpenStack
Prerequisites.

2. Restart the tomcat by following steps under the section Steps to Reboot Tomcat.

Adding a Port in Openstack Security Groups

ORACLE

The Security Group Rules define the traffic that is allowed through instances assigned to the
security group.

To allow traffic through ports other than the default ports added by VNFM, execute:

1. Open Security Groups tab on the Openstack Horizon.
A list of available Security Groups appear.

2. From the list, click Manage Rules for the required Security Group.

3. Select Add Rule, provide all the required details in the dialog box.

j" Note:

In the CIDR field, the values for zero address are:
e ForIPv4-0.0.0.0/0
e ForIPv6 - ::/0

4. Click Add Rule.
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